() CraxaHogey
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http://stakhanovets.ru/

Bepcusa npoaykra

Ba3oBbin (pyHKLMOHaN

WHTerpaums c cnyxb6amm

MopgynbHas cTpykTypa

MpenycTaHoBneHHble croBapu

KoHTponb yaaneHHoro nogkntodeHus Citrix XenApp
HacTtponku nonutuk 6esonacHocTn
KnueHT-cepBepHast apxutekTypa

Pabora cepsepa 3a M3

TepmyHanbHbIV cepBep, TOHKUIA KIMEHT
PaboTa B chuamyeckrx u BUpTyarnbHbIX cpegax
Moppepxka 2-x (aByx) CYB SQL

OTnpaBka coobLleHu NonbL3oBaTensam
BriokupoBka knaBunaTypbl U MbILN
Mopnepxka IPv6

JlokanbHoe xpaHeHve

OTnoxeHHoe HabnoaeHve

Moppepxka ogHoBpeMeHHoW paboTel 6onee 20000
KIMUEHTCKMX MOAKITYEHNI

OrpaHunyeHune Tpadguka

LLindppoBaHme Tpadumka AaHHbIX

KoHTponb ceTeBoW akTMBHOCTU Yepe3 BCTPOEHHbIV Proxy
Bo3M0OXHOCTb CKpbITOro HabnoaeHus

TpeBoxHas kHomnka (CTon AencTBue ANnst BCex
none3oBatenem)

LleHTpanu3oBaHHas ycTaHoBKa 1 OGHOBMEHWE areHTa

KoHTponb nonb3oBatenen paboTatome B pamkax OgHoOro
nomeHa AD

ABTOycTaHOBKa SSL cepTudmkarta aAns naHenm
agMuHucTpartopa

PaboTa Ha cepBepax ¢ rpacpmyeckmmm npoueccopamu GPU
KoHTponb LienocTHOCTH areHToB OT yAaneHus
PaccnepoBaHne MHUMAEHTOB (KapaHTWH)

JlornposaHnue gencteuii oduuepa 6esonacHocTm
Busyanusaums Habniogaembix AaHHbIX

Mowvck gy6nvpyoLwmx JOKYyMEHTOB

Mopoepxka LDAPS

Hactponku goctyna OU (organizational unit)
duneTpauus Beb-Tpadmka ¢ nogMeHon ceptTudukaTos
®uneTpaumsa Beb-Tpadmka 6e3 nogMeHbl cepTugukaTon
OTnpaBKka OTY4ETOB NO pacnMcaHunio

PaboTa B pexxuvme ayTcopcuHKa (nonb3osatens nog
HabnogeHnem cam BKoYaeT/oTkNovaeT HabnogeHve 3a
cobow)

Busyanusaums nicdopmaumum o ncnonb3oBaHMm
BO3MOXHOCTEN cepBepa

AnropuTm JlyHa (Movck HOMEPOB KpeaUTHbIX KapT)
Web-nHTepdeic

KOHTEHTHBIN aHanu3

Mopdonormnyeckun aHanma

KoHTEeKCTHbI aHanu3 Ha 6ase ml

mo6anbHbI nonck

Mowck no wabnoHam

Mowck B hannax

Mowck No perynsipHbIM BbIpaXXEHUSIM

Active Directory
Samba DC
FreelPA

ALD PRO
OpenLDAP

CraxaHoBeL

CnpyTt MoHutop

10.75 cbopka 9284
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LRl i MRSt Sttt

KaTanoroe

CraHaapTbl o6MeHa
AaHHbIMU

MoanepxuBaemobie API

MoanepxnBaemble
cUCTeMbl BUPTyanusauum

MopaepxuBaemMblie
VPN-wnto3bl

Libdomain

STIX

MS Graph API

Microsoft Hyper-V
VMware vSphere
Oracle VM VirtualBox
KVM

XEN

Parallels Desktop
HOSTVM

ROSA Virtualization

Kpuntonpo VPN-cepeep NGate
C-Teppa LWnto3

Infotecs ViPnet

KoHTuHeHT ZTN

Checkpoint vpn

Cisco VPN

Netams WNAM

DLP-cbyHKkuumn

AHTUdDOTO

Mownck no coBnagatoLwmMm TepMUHAM U3 JOKYMEHTa
3anpeT TpaHCnAuuM AeMOHCTpaLMOoHHOro akpaHa B BKC
[onocosoe DLP

3anpeT Ha NOorHy UMK YacTUYHYI0 OTNpaBKy ainos

3anpeT co3gaHns CHUMKOB 3KpaHa (CKPUHLLOTOB)
nonb3oBaTensm

PacnosHaBaHuWe nuL, akT 3aMeLLeHNs COTpYaHUKA
3awwra oT 3aknenBaHus Beb-kamep

BawwuTa paboyero mecra OT NOCTOPOHHETO

3awuTa oT KBULWMHra

Co3gaHune undpoBbIX OTNeYaTkoB annos

CkpbiTble «BoasiHble 3Haku» (watermarks) Ha
N306paxeHnsIX U CKPUHLLOTaX

AHanus cogepxvumoro annos v nanok (kpaynep)
OTnpaBka yBegoMIeHui Npu obHapy>XeHun nHueaeHTa
BriokupoBka gocTyna K NpUnoXxeHnsm

BriokupoBka gocTyna k cavitam

BnokupoBka paclumpenuin 6paysepos

Brnokuposka Drag & Drop mexaHHUK

Brnokuposka USB-noptos

Bnokuposka MTP-ycTponcrs

3anpet FLASH-HakonuTenemn

3anpert ceTeBbIX NOAKIOYEHUI Yepes
WiFi/Bluetooth/USB-monem

Mepexeat SSL-Tpaduka

KoHTponb kopnopaTuBHbIX haninoBbIX CEpBEpOB
3anpet CD/DVD/Floppy

Brnokuposka RDP-ceccuii

Briokuposka FTP-nogkntoyeHnin

3anpert 6ydepa obmeHa

3anper oTnpaBku Ha neyaTb

Benble n yepHble cnucku

CraxaHoBeL
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BnokupoBka nepegayn rpacgmyeckmx annos
Busyanusauus mapLipyTa ABWKEHWUSI LOKYMEHTOB
3anpet komaHg B Linux-TepmuHane

3anpeT nepecbinku dannos

TeHeBble konun

TeHeBble konun nepegasaemblix dannos yepes RDP
Mapk1poBaHue JOKYMEHTOB

OrpaHuyeHne JocTyna K 0TMapKMPOBaHHbLIM JOKYMEHTaM

MoppepxnBaemMble hopmaTbl MAPKUPOBaAHUA
LOKYMEHTOB

doc
docx
txt
pdf
xls
xlsx
Xps
csv
pptx
odt
odp
ods
SXW
ppt
rtf
tif
tiff
djvu
dxf
dwg
stl
obj
max
ma
mb
igs
3ds
3dm
cdw
m3d
Spw
frw
a3d

OnTuyeckoe pacnosHasaHue cumsornoB (OCR)
PacnosHaBaHve TekcTa Ha CKpUHLLOTax
PacnosHaBaHue noanucemn

PacnosHoBaHwue rpacuyeckmx 06bEKTOB — TEXHUYECKMX
yepTexen co wramnamm no NMOCTy

PacnosHaBaHune nepcoHanbHbIX AAaHHLIX B BOAUTENTbCKUX
YOOCTOBEPEHUAX

PacnosHaBaHne nepcoHanbHbIX AaHHbIx B CHAJTIC
PacnosHaBaHue nepcoHanbHbIX AaHHbIX B IHH

DeTtekumnsa ob6bekToB (ML)
HeTekuma QR-kopoB
[eTekuma KpyrnbIx neyaTen
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DLP-dyHKunoHan

[eTekunsa TpeyronbHbIX neyaTen

[eTekums wTamnos

[eTtekuma nacnoptos

[eTekuna BoOUTENBCKUX YOOCTOBEPEHUSIX
Detekumns CHUJIC

Detekuns NHH

[etekumsa nnaTexHblx kapT

LeTtekums nognucem

[etekunsa nuu B ckaHax NNYHbIX JOKYMEHTOB

NoppepxnBaemble anropMTMbl LU POBLIX OTNEYaTKOB
SHA-1

MD5

CRC32

KoHTponb Mo6unbHbIX ycTpoinctas/OC
Android

i0S

Linux Mobile

Sailfish OS

Aspopa OC

Rosa Mobile

Bo3moxHoOCTM areHTa
BusyanbHbIi MHTEpdENC areHTa

3anpoc JocTyna K CHATUIO OrpaHnyYeHun Yyepes nHtepdeinc
areHTa

MHdopmrpoBaHmWe TekyLlero nonb3oeatens 06
orpaHuyeHusix Yepes nHTepdenc areHta

MecceHaxepbl
Telegram
TamTam
WhatsApp

Viber

Signal

Skype

Zoom

Microsoft Teams
Lync

Bitrix24

Slack

VK Teams
Cisco Webex Teams
eXpress

Yandex Messenger
TrueConf

ICQ

Mail.ru Agent
Discord

Myteam
WeChat

iMazing

Trillian

Threema
RocketChat
Mattermost
Hangouts

CrtaxaHoBel,
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Google Chat

Yahoo messenger
Facebook messenger
XMPP (Jabber)
SberJazz

MTS LINK

DION

RT Link

IVA

APM I'C (Cpega)
Anpexc Tenemoct
KoHTtyp.Tonk

Mow odmc Squadus
P7-Komanga
Onlyoffice Workspace

CepBuchki BKC
VK Teams
TrueConf
SberJazz

Zoom

MTC INuHk
Anpgekc.Tenemoct
KoHTyp.Tonk

Email

Pop3

SMTP

IMAP

MIME/ SIMIME
MAPI
Web-mail

MoyToBbLIE KNUEHTbI
Outlook

Thunderbird

Bat

IBM Lotus Notes
CommuniGate Pro
P7-Ocuc.Opranansep
MonOdwmc MNouTa
Onlyoffice Mail
Mailion

CepBuCbl COBMECTHOW paboTbl

Microsoft 365
Yandex 360

VK WorkSpace
Jira n Confluence
AlterOffice
P7-Ocbuc
MoinOduc

MTS Link Jocku
GitHub

O6nayHble KOpNopaTUBHbIE peLLeHust

KoHTyp.Odnagok
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CepBucbl aBTOpM3aLnMm u ayTeHTudmnKaumm
KoHTyp ID

CepBuCbI yaaneHHoOro AocTyna u yrnpasneHus
ycTporcTBamMu

KoHTyp.[ocTyn

MpoTokonbl
HTTP/HTTPS
FTP/FTPS
SFTP

AS2

SCP

SSH

SMB

CIFS

MTP

Torrent
WI-FI
WebDav
CardDAV
SDP

H.323
Megaco/H.248
MGCP
SKINNY
Bluetooth
SIP

VolP

Telnet
FireWire
PCMCIA
COM/LPT
IRDA
HTTPIM
MMP

ICAP

no ICAP
DION
TrueConf
eXpress
Bitrix24

MS Teams
RocketChat
VK Teams
Squid
Usergate UTM
Ideco NGFW
Zecurion SWG

O6nayHble XxpaHunuiia
DropBox

OneDrive

iCloud

Mega
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KaHanbl nepexBaTa

¢yHKLIMM MOHUTOPUHIa

Evernote

Google Drive
SugarSync

Secret Cloud Enterprise
Nextcloud

O6nako Mail.ru
Avpekc.OQuck

JleHTa akTMBHOCTM

MawmHHoe Bpems

Monb3oBaTenbckoe Bpemsi

3arpyska CPU/GPU (BbisiBeHne MalHuHra)
YueT paboyero BpeMeHu

AsTomMaTunyeckuin Tabeno YPB

Oetanusauusa CKY[

MOHWUTOPUHI 3NEKTPOHHON MOYThI
MOHUTOPUWHI BIOXEeHWI

MOHUTOPUHI Nocellaembix canToB
MoHuTopuHr yyactns B BKC

MoHWTOPUHT kKoMaHgHoM cTpokn CMD
MonuTopuHr PowerShell

MoHuTopuHr BBOoAa kKomaHa B Windows TepMuHane
MOHWTOPUHT 3anyLLEHHbIX NPUNOXEHN
MoHuTopuHr Bycepa obmeHa

AHanus novcKoBbIX 3anpocoB nosib3osaTenen

FlpocnyLuMBaHme 3anncaHHbIX royIoCOBbLIX NeperoBopoB

Kennorep

3anucb BMOEO 3KpaHa

3anucb ¢ Beb-kamep

3anucb ayamo ¢ MUKpodoHa (AMHaAMUKOB)
TpaHckpubauus ayamonotoka/ayamodanina B TEKCT
KnaBuaTypHbI novepk

Co3gaHune CHMMKOB 9KpaHa pabo4yero ctona

CosgaHne CKPUHLLOT NakoB U3 CHMMKOB 3KpaHa
(I'IpOVII'prBaTeJ'Ib NakeToB CHUMKOB 3KpaHa)

ABTOMaTU4eCKNE CHUMKM C BeB-Kamepbl
[Hetekuma nuu, npu nomoLuy Beb-kamepbl
padh cBsA3en COTPYAHMKOB

OTcnexuBaHue reofniokaumy CoTpyaHUKOB
YaaneHHbI oHNarH NpocMoTp paboyero ctona
KoHTponb npucyTcTeusa Ha paboyem mecte
KoHTponb hannosbix onepaumin

KoHTponb paboTbl ¢ 06rayHbIMKN cepBucamm
KoHTponb ceTeBbIX NOAKMOYEHUN

KoHTponb 4epHOBMKOB 3MEKTPOHHOM MOYTbI
KoHTponb nevatun

KoHTponb ycTaHoBneHHoro obopyaoBaHus
YepHble/6enble cnnckn yctaHosneHHoro M0
YepHble/benblie Cnnckn MHTEPHET pecypcoB

YnaneHHasi 6rioknpoeka pabo4ero mecta coTpyaHuKa
Pacchblinka onoseLleHuin Nonb3oBaTensm HeHaxoasLWmumMes

noa HabnogeHnem
KoHTponb nepeckiniaemblx cooOLeHMn

BropxeTnpoBaHue/koHTpornb GrogxeTa/pacyeT PMHaHCOBbLIX

nokasarenem
Tack-MeHemxep (NoCTaHOBKa 1 KOHTPOIb 3afady)

TanmTtpekep (y4eT BpEMeHN Ha BbINONHEHNE 3agay)
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DyHKLUUN KOHTpONSA
COTPYyAHWKOB

Ananutuyeckue yHKLUMN U
KOHTPOSb PUCKOB

CraxaHoBeL CnpyTt MoHutop
HacTponka nHanmBmayanbHOro pacnucaHuns rpacuka

paboTbl COTPYAHMKOB Het Het
[ocbke (kapToyka) coTpyaHuKa Oa Oa
BbisiBneHne aHoManbHOro nosegeHus Oa Oa
OTKIMOHEHUS OT CpeaHero La Oa
AHanusartop puckos Oa Het
PenTuHrn Hapywutenen Oa
[MporHosmpoBaHne puckoB Oa Het
[Mbkas cuctema oT4eTOB Oa Oa
[MocTpoeHne 0TYETOB MO COTPYAHMKAM Oa Oa
[MocTpoeHne oTHETOB NO NoApasgeneHnsam Oa Oa
Busyanusaumsa cBogHbIX aHHbIX Oa Oa
BobisiBnenune TOlM-HapywmTenew Oa Oa
BbisiBneHne HegoBonbCTBa paboTon (HenosAnbHbIX

COTPYAHWKOB) B nnanax Het
BbisiBneHne nwymx paboty Oa Oa
BoisiBneHue nepepaboTok Oa Oa
BbisiBneHne HapyLlieHuii nonutuk 6esonacHoctu (komnnaeHc  H/O H/O
BbisiBneHne onosgaHui Oa Oa
BbisiBneHne no3gHux/paHH1X yXo[4oB Oa Oa
BbisiBneHne HenpoayKTMBHOW aKTUBHOCTU Oa Oa
BbisiBneHne cambix NPpOAYKTUBHBIX Oa Oa
TennoBas kapTa HapyLLEHUN Oa Het
Busyanusauus n paHxupoBaHue no cambiM

pacnpoCTpaHeHHbIM KaHanam yTeuku uHopmaumm Het Het
Busyanusaums u paHxupoBaHue HapyLUeHWUIA NONUTUK

6esonacHocTu Het Het
Busyanusaums n paHxmnpoBaHue caMbix nepeaaBaembix

(hannos/goOKyMEHTOB Het Het
Hanuune API B pabote er

ii

Hannune SDK B nnanax eT

B03MOXHOCTb MHTErpaLUumn ¢ C CTOPOHHUMM PELLEHUAMU Het

ii]:I
o) @
3

Hanuune TeMHoii TeMbl
YBEIOMIEHME O BbIXOGE HOBbLIX BEPCHUIl er
BO3MOXHOCTb OBHOBUTL NIMLIEH3NIO MPAIMO 13 KOMMyekca Het Hert
LLindposaHne AaHHbIX Her Her

i

MepeBop xecToB B TekCT npu nomoLm M Bo Bpemst BKC Her er

Briokuposka TpaHcnsummu BKC npu ncnonb3saoxum B
kadecTBe ¢oHa (Intelligent Capture) koHdMAeHUMaNbHON

NHopmauum Het Het

KoHTponb npuBMnernpoBaHHbIx nonb3osatenei (PAM)
KoHTponb kopnopaTuBHOM NOYTLI HA MTMYHOM YCTPOWCTBE

6e3 ycTaHoBKYM areHTa
Mepenaya Tpadmka no ICAP-npoTtokony Ha
MonHoueHHas nogaepxka SIEM (Syslog) Ha Het

Boirpyska otyetoB/cobbiTuii B SQL Oa Het

OnepatuBHas aHanuTuyeckas obpabotka (OLAP) e er

II

ABTOMaTU3NPOBaHHOE apXv1BMpPOBaHUe crnyxebHbix B He er

[ByxdpakTopHas ayTeHTudunkaumns Het
3awwmTa ot nepebopa napons

OTcnexuBaHne agpecoB KpMNTo-KoLesnbKoB B Bydepe
obmeHa
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eT

eT

IMAP-kpaynep (CkaHMpoBaHVe NOYTOBOrO apxmBa no
npotokony IMAP)
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eT

Axanun3 SPAN-nopta / Nepegaya TeHeBow konun Tpadurka
(SPAN) c ceTeBbIX LUNO30B Het Het

Opranusauusi CU3 no texHonorum (ZTNA)
CeTeBOW JOCTYM C HyNeBbIM AOBEPUEM Het Het
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CoBmecTHasi pa6oTta u
nopaepxka nofb3oBartenen

WHTepdenc

®dopmaThbl BbIrpy3Ku
OOKYMEHTOB

MoanepxuBaembie OC
(cepsep)

MoppepxuBaembie OC
(knneHTbI)
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Mposepka Compliance npu ayTeHTUdMKaLMK Het

MnyGokuit aHanua naketos (DPI)
ABTOMaTU3NPOBAHHOE CO34aHWE 3aLUMLLEHHBIX apXUBOB

oTnpaBnsieMblX NOSb30BaTENAMMW [OKYMEHTOB Het

AHanus 3anaporneHHbIX apxMBoB B pa6ote
YnpaBnsiemas nepegava cavnos (MFT) eT

KoHTponb API-3anpocos H
DCAP KomnoHeHT

UBA/UEBA KomnoHeHT
WuTerpaumnsa ¢ MDM-cuctemamu
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WuTerpauusa ¢ IAM-cuctemamum Het

MHTerpaums ¢ cepeucamm peyeBon aHanmnTukm Het

WuTerpauus ¢ SOAR crcTemamm
YBegomneHnusi o cobbitusix B Telegram Oa

MogkntoyeHue K TexHudeckon nHdppactpykrype HKLKU

(FocCOIKA) Het

Bl-AHanutuka Het

AHanus naTTepHOB NoBeAEHUS B nnaHax
MpeovkTMBHasA aHanMTMKa B nnaHax
Wuterpaumna ¢ NGFW B nnanax
ABTObOpMMpPOBaHUE crioBapeit Ha 6ase TeXHONOornin

MaLUMHHOTO 0ByYeHus B nnaHax
MHBeHTepusaumsa CK3W (kntoun/TokeHbl)
OToBpaxeHre paboumx CTaHLMiA Ha KapTe oduca
MpoBepka areHToM Bepcuit yctaHosneHHoro MO
WHTerpauus 8 C3[ Het
MWN-accucteHt B pa6ote
WHuTerpauus ¢ CKYl-cuctemon Oa

BcTpoeHHas MHTepaKkTMBHas OHMNarH-40CKa NoMoratoLLas B
paccrnenoBaHMn MHLEOEHTOB Her

MHTepakTVBHBI TanmnaH npocmoTpa cobbiTuii Ans
PYYHOro aHanm3a KOHTeKcTa UHUMAeHTa
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Hanuune Tack-meHemxepa Ans COBMECTHOM paboTbl Hag
paccriefoBaHMEM UHLMOEHTOB

BcTtpoeHHas Kanban-gocka ynpasneHus npoueccom
paccrnenoBaHusi UHLEAEHTOB
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Dashboard (paboyas 30Ha) Ha ocHoBe Habopa BUOKETOB
OTo6pakeHune KnmkabenbHbIX KOHTaKTHbIX JaHHbIX

COTPYAHMKa B KapTOUKe COTPyAHUKA Het

Bbirpyska aaHHbix B gpopmare XLSX B nnaHax
Bbirpyska aaHHbIx B dopmarte XLS [a

Bbirpyska aaHHbix B dpopmarte PDF Ha

Bbirpyska aaHHbIx B dopmarte CSV Ha

Bbirpyska aaHHbIx B dpopmate ODS Ha

Windows Ha

Linux (DEB Based) a

Linux (RPM Based)
MacOS
BSD Het

Windows Oa

Linux Oa

MacOS Oa

BSD Ja
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Mopaepxka oTe4eCcTBEHHbIX

OC (cepTudukaums)

MopaepxuBaemMblie
nakeTHble MeHeaXepbl
(Linux)

MoppepxuBaembie B[

NoanepxuBaemble Bepcun
PostgreSQL

Hanunune co6cTBEHHOrO
MOGMILHOrO NPUNOXEeHUA

Hanunuue co6¢cTBEHHOrO

pacwmpeHus ans 6paysepa

JInueHsnm n ceptTudmkarbl

Hanun4yue nuyHoro kabuHeta

KommeHTapumn

Wudpeput OC
Astra Linux
Rosa Linux

PEQ OC

AnbT Linux
AlterOS

Atnant OC
OCHoBa
Crpeney
Onbbpyc JInHyke
Platform V SberLinux OS
KasperskyOS

DPKG, DEB (.deb)

RPM (.rpm)

TAR.GZ (.tar.gz)
PACMAN, TAR.XZ (.tar.xz)

PostgreSQL
Postgres PRO
Oracle

MS SQL

Azure SQL

MySQL

SQLite

ClickHouse

Jatoba

PEQO BO

JlnHTep

JInuTtep-BC

Tantor

Pangolin V Platform
CYB[ KeaHT-I'mbpua
Arenadata DB
Proxima DB

SoQolL

PostgreSQL 11
PostgreSQL 12
PostgreSQL 13
PostgreSQL 14
PostgreSQL 15
PostgreSQL 16
PostgreSQL 17

CraxaHoBeL CnpyTt MoHutop

Da
Da
Oa Het

Oa er
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B nnanax
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er er
Het Het
fa
Het Het
Her
fa
fa
B nnaHax Her
B nnanax
B nnanax
Her
Ra
Ra
[la
Oa Het
[la
[la
Oa Het
Het Her
Her
Oa Oa
B nnaHax Her
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N3 Mmpa MHPOPMaLMOHHON
BesonacHocTu

n Employee Monitoring

@STAKHANOVETS_RU

/| stakhanovets.ru
/1 +7 (499) 110-84-10

/1 info@stakhanovets.ru
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