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Bepcus npoaykTa

Ba3soBbIin hyHKUMOHaN

WHTerpauma c cnyx6amu

MopynbHas cTpykTypa

MpepycraHoBnNeHHble crioBapu

KoHTponb yganeHnHoro nogkntoyenns Citrix XenApp
HacTtpowiku nonutmk 6esonacHocTu
KnueHTt-cepBepHas apxuTtekTypa

Pa6ota cepsepa 3a [IM3

TepMUHanbHbIN cepBep, TOHKUIA KITMEHT
Pab6oTa B chuamueckmx n BUpTyanbHbIX cpegax
Moppepxka 2-x (aByx) CYB[ SQL

OTnpaBka coobLLeHMI NoNb3oBaTENsM
BriokupoBka knasmaTypbl U MbILLN
MNoppepxka IPv6

JlokanbHoe xpaHeHue

OTnoxeHHoe HabnoaeHne

Moppepxka ogHoBpeMeHHoln paboTsl 6onee 20000
KIMUEHTCKMX MOAKITIOMEHWIA

OrpaHunyeHune Tpadmka

LncbposaHne Tpaduka gaHHbIX

KoHTponb ceTeBol akTUBHOCTW Yepe3 BCTPOEHHEIN proxy
B03MOXHOCTb CKpbITOro HabnaeHus

TpeBoXxHas kHoMka (CTon AencTBUe ANns BCexX
none3oBarenen)

LleHTpanunsoBaHHas ycTtaHOBKa 1 0o6HOBREeHWe areHTa

KoHTponb nonb3oBatener pabortatoLime B pamkax OgHOro
nomeHa AD

ABTOycTaHOBKa SSL cepTudmkaTa ans naHenu
agMuHucTpaTopa

Pabota Ha cepBepax ¢ rpacduyeckumu npoueccopamm GPU
KoHTpornb LenocTHOCTH areHToB OT yAaneHus
PaccnepoBaHvne MHUMAEHTOB (KapaHTWH)

JlorvpoBaHue gencteuin ogumuepa 6esonacHocTu
Busyanusaums HabnogaeMbix AaHHbIX

Mouck oy6nmpyoLmx 4OKYMEHTOB

Moppnepxka LDAPS

HacTtpowikn goctyna OU (organizational unit)
dunbTpaumsa Beb-Tpaduka ¢ noameHon ceptudmkaros
dunbTpauns Beb-Tpadmka 6e3 noaMeHbl cepTudumkaTon
OTnpaBka OTYETOB MO pacnucaHuo

PabGoTa B pexvmMe ayTcopcuHka (nonb3oBaTesnb nog
HabngeHnem cam BKIOYaeT/oTKMoYaeT HabnogeHne 3a
coboi)

Busyanusaumsi tHdpopmMaumm o UCNonb3oBaHUM
BO3MOXHOCTEN cepBepa

AnropuTm JlyHa (MoMCK HOMEPOB KPEAUTHBIX KapT)
Web-unHTepdeic

KOHTEHTHbIN aHanu3

Mopdonornyeckuii aHanms

KoHTekcTHbI aHanun3 Ha 6a3e ml

mo6anbHbIn nonck

Mowck no wabnoHam

MNownck B dhannax

Mouck No perynsipHbIM BblpaXeHWsM

Active Directory
Samba DC
FreelPA

ALD PRO
OpenLDAP

CraxaHoBel WUHcangep
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KaTanoroe

CtaHaapTbl o6meHa
AaHHbLIMU

MoppnepxuBaemblie APl

I'Io.qp.epmuBaeMble
CUCTeMbl BUpTyanusauum

MoppepxuBaemble
VPN-wno3bl

Libdomain

STIX

MS Graph API

Microsoft Hyper-V
VMware vSphere
Oracle VM VirtualBox
KVM

XEN

Parallels Desktop
HOSTVM

ROSA Virtualization

Kpuntonpo VPN-cepep NGate
C-Teppa Wnto3

Infotecs ViPnet

KoHTUHEHT ZTN

Checkpoint vpn

Cisco VPN

Netams WNAM

DLP-cbyHKunn

AHTUdOTO

Mownck no coBnagaLLMm TeEpMUHaM U3 [OKYMEHTa
3anpeT TpaHCnsAumMn AeMOHCTPaLMOHHOro akpaHa B BKC
lonocosoe DLP

3anpet Ha NonHy Uy YacTUYHyLo OTNpaBKy dannos

3anpet co3gaHnsa CHUMKOB 3KpaHa (CKPMHLLOTOB)
nonb3oBaTensm

PacnosHaBaHue nuu, hakT 3aMeLLeHNs COTPYaHMKa
3awwTa oT 3aknevBaHusa Beb-kamep

3awmTa paboyero mecta ot NOCTOPOHHETO

3awmTa oT KBULIMHra

Co3sfaHne umMdpoBbIX OTNeYaTkoB hainos

CkpbITble «BoasiHble 3Haku» (watermarks) Ha
N3006paXEHNAX N CKPUHLLIOTaX

AHanus cogepxuvmoro dannos 1 nanok (kpaynep)
OTnpaBka yBEAOMMEHUIA Npy 0BHapYXeHUW NHLeaeHTa
BriokupoBka focTyna K NpunoXeHusim

BrnokupoBka goctyna k cantam

BriokupoBka pacLumpeHuii bpaysepos

BnokvpoBka Drag & Drop mexaHHuK

Bnokupoeka USB-noptos

Bnokuposka MTP-ycTporicTts

3anpet FLASH-Hakonutenen

3anpert ceTeBbIX NOAKMIOYEHUI Yepes
WiFi/Bluetooth/USB-mogem

MNepexsaT SSL-Tpadumka

KoHTponb kopnopatusHbIX hannoBbIX cepsepoB
3anpet CD/DVD/Floppy

Brnoknposka RDP-ceccun

BnokvpoBka FTP-nogkntoveHun

3anpert 6ydepa obmeHa

3anpet oTnpaBku Ha nevaTb

Benble 1 YyepHble cncku

CraxaHoBel
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BnokupoBka nepegaym rpadguyeckmnx dannos
Busyanusaumsi mapLipyTta ABWKEHUS JOKYMEHTOB
3anpet koMaHz B Linux-TepmuHane

3anpert nepechbinku dannos

TeHeBble Konuu

TeHeBble KONMK NepegaBaemMblix darnos yepe3 RDP
MapkmpoBaHne JOKyMeHTOB

OrpaHuyeHne JocTyna K OTMapkupoBaHHbIM JOKYMEeHTam

MopnepxvBaeMble hopmaTbi MapKUPOBaHUsI
DOKYMEHTOB

doc
docx
txt
pdf
xls
xlsx
Xps
csv
pptx
odt
odp
ods
SXW
ppt
rtf
tif
tiff
djvu
dxf
dwg
stl
obj
max
ma
mb
igs
3ds
3dm
cdw
m3d
Spw
frw
a3d

OnTuyeckoe pacnosHaBaHue cumosnoB (OCR)
PacnosHaBaHMe TeKCTa Ha CKpUHLLOTaXxX
PacnosHaBaHue nognucen

PacnosHoBaHue rpacduyecknx 06beKTOB — TEXHUYECKMX
YyepTexen co wramnamu no MOCTy

PacnosHaBaHune nepcoHanbHbIX AAHHbLIX B BOANTENbCKNX
YAOCTOBEpPEHUAX

PacnosHaBaHue nepcoHarnbHbIX AaHHbix B CHANC
PacnosHaBaHue nepcoHanbHbix gaHHbix B UHH

AeTtekuus o6bekToB (ML)
Hetekumsa QR-kogoB
[eTexums Kpyrnbix nevaremn
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DLP-cdyHKumMoHan

[leTekums TpeyronbHbIX nevaremn

[eTtekums wramnos

[eTekums nacnopToB

[eTekumst BOQUTENbCKUX YAOCTOBEPEHNAX
Hetekuma CHANC

Oetekuma MHH

[eTekumst nnaTexHbIX KapT

LeTtekumsa nognmcemn

[eTekumst nuL, B ckaHax NIMYHbIX JOKYMEHTOB

MNoppepxnBaemble anropuTMbl UMGPOBLIX OTNEYATKOB
SHA-1

MD5

CRC32

KoHTponb Mo6unbHbIXx ycTponcTte/OC
Android

i0S

Linux Mobile

Sailfish OS

Aspopa OC

Rosa Mobile

Bo3MoxHOCTM areHTa
BusyanbHbIi MHTEpPENC areHTa

3anpoc JocTyna K CHATUIO OrpaHUYeHnin Yepes uHTepdenc
areHTa

MHdbopmrpoBaHmne Tekyluero nonb3osarens o6
orpaHuyeHusIx Yepes uHtepdenc areHTa

MecceHaxepbl
Telegram
TamTam
WhatsApp
Viber

Signal

Skype

Zoom

Microsoft Teams
Lync

Bitrix24

Slack

VK Teams
Cisco Webex Teams
eXpress
Yandex Messenger
TrueConf

ICQ

Mail.ru Agent
Discord

Myteam
WeChat
iMazing

Trillian

Threema
RocketChat
Mattermost
Hangouts
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Google Chat

Yahoo messenger
Facebook messenger
XMPP (Jabber)
SberJazz

MTS LINK

DION

RT Link

IVA

APM I'C (Cpepga)
Anpekc Tenemoct
KoHTyp.Tonk

Mow ochmc Squadus
P7-KomaHpa
Onlyoffice Workspace

CepBuchki BKC
VK Teams
TrueConf
SberJazz

Zoom

MTC JnHk
Anpekc.Tenemoct
KoHTyp.Tonk

Email

Pop3

SMTP

IMAP

MIME/ SIMIME
MAPI
Web-mail

MouToBbIe KNUEHTbI
Outlook

Thunderbird

Bat

IBM Lotus Notes
CommuniGate Pro
P7-Ocuc.OpraHawnsep
MownOduc lMouta
Onlyoffice Mail
Mailion

CepBuUCbl COBMeCTHOM paboTbl

Microsoft 365
Yandex 360

VK WorkSpace
Jira n Confluence
AlterOffice
P7-Ocpuc
MonOdmc

MTS LInk Jocku
GitHub

O6nayHble KOpNopaTUBHbIE pellueHusi

KonTyp.[dnagok
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CepBVICI:I aBTopusauum n ayTeHTI/Iq)I/IKaLlMVI

KoHTyp ID

CepBuUCbI yAaneHHOro AoCcTyna u ynpasneHus
ycTporcTBamMu

KonTyp.[ocTyn

MpoTtokonbl
HTTP/HTTPS
FTP/FTPS
SFTP

AS2

SCP

SSH

SMB

CIFS

MTP

Torrent
WI-FI
WebDav
CardDAV
SDP

H.323
Megaco/H.248
MGCP
SKINNY
Bluetooth
SIP

VolP

Telnet
FireWire
PCMCIA
COM/LPT
IRDA
HTTPIM
MMP

ICAP

no ICAP
DION
TrueConf
eXpress
Bitrix24

MS Teams
RocketChat
VK Teams
Squid
Usergate UTM
Ideco NGFW
Zecurion SWG

O6nayHble XxpaHunuia

DropBox
OneDrive
iCloud
Mega
Evernote
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KaHanbl nepexBaTta

®DYHKLUUM MOHMTOPUHTA

Google Drive
SugarSync

Secret Cloud Enterprise
Nextcloud

O6nako Mail.ru
AHpekc.duck

JleHTa aKkTMBHOCTU

MawmHHoe Bpems

Monb3oBaTtenbckoe Bpems

3arpyska CPU/GPU (BbisiBNeHve ManiHWHra)

Yyet paboyero BpeMeHu

AsTOMaTunyeckuii Tabens YPB

Oetanunsauns CKY[

MOHUTOPWHT 3NEKTPOHHON NOYTHI

MOHUTOPUHI BROXeHWUN

MOHUTOPUHT NoceLlaeMbIX CanTos

MonuTtopuHr yyactus B BKC

MOHUTOPUHI KOMaHaHoW cTpoku CMD

MoHuTopuHr PowerShell

MoHuTopuHr BBoga komaHg B Windows TepmuHane
MOHUTOPWHT 3anyLLeHHbIX MPUIOXEHNI
MoHuTtopuHr 6ycepa obmeHa

AHanu3 novncKoBbIX 3anpocoB Nosib3oBaTenew
MpocnywmnBaHue 3anncaHHbIX rofIoCOBbIX MEPEroBOPOB

Kennorep

3anuck B1Aeo akpaHa

3anuck ¢ Beb-kamep

3anuck ayamo ¢ MMKpodoHa (AMHaMUKOB)
TpaHckpubaums ayauonoTtoka/ayanodanna B TEKCT
KnaBuaTypHbIn novepk

Co3pgaHne CHUMKOB 3KpaHa paboyero ctona

Co3faHne CKPUHLLIOT NakoB 13 CHUMKOB 3KpaHa
(npOVIprIBaTeJ'Ib NnakeToB CHUMKOB staHa)

ABTOMaTUYECKNE CHUMKN C BeO-Kamepbl
[eTekumsa nuy npyu nomoLum Beb-kamepbl

pad cBsA3el COTPyAHUKOB

OTcnexvBaHue reonokaummn CoTpyaHUKOB
YaaneHHbI OHNanH npocMoTp paboyero cTona
KoHTponb npucyTcTBUsSi Ha paboyem mecte
KoHTponb ¢hannosbix onepauui

KoHTponb paboTbl ¢ 0bnayHbIMK cepBrcamm
KoHTponb ceTeBbIX NOAKMYEHNIA

KoHTpornb 4epHOBMKOB 3MEKTPOHHON NOYThI
KoHTponb nevatu

KoHTponb ycTtaHoBneHHoro obopynoBaHus
YepHble/benble cnncku yctaHoeneHHoro MO
YepHble/6enble CnncKN MHTEPHET pecypcoB
YpaneHHas 6nokupoBka paboyero mecta coTpygHuKa

Paccbifnika onoBeLLeHnii Nonb3oBaTensaM HeHaxoasaLwmmes

nog HabnioaeHnem
KoHTponb nepecbinaembix cOOOLLEHNI

BrogxeTpoBaHue/KoHTponb Btogxera/pacyeT pMHaHCOBbIX

nokasartenew
Tack-meHeaxep (MoCTaHOBKA M KOHTPONb 3aay)
TaimTpekep (y4eT BpEMeHM Ha BbIMOMHeHWe 3aaad)

CraxaHoBel
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®YHKUUMN KOHTpONs
COTPYAHUKOB

AHanutnyeckue yHKLUN K

KOHTPOJIb PUCKOB

HacTpoitka nHaveuayansHoro pacnvcaHus rpacuvka
paboTbl COTPYLHUKOB

[ocbe (kapToyka) coTpyaHUKa
BbisiBneHne aHomansHoro nosegeHus
OTKMOHEHNs1 OT cpeaHero
AHanusartop puckos

PenTuHrn Hapywntenen
MporHosupoBaHne puckos

nbkas cuctema ot4yeToB

[MocTpoeHne oTHETOB NO COTPYAHMKaM
[MocTpoeHune oT4eTOB NO NOAPa3AENeHNaM
Busyanusaumsa cBoaHbIX AaHHbIX
Beisienenne TOlM-HapywmTenei

BoisiBneHne HegoBonbCcTBa paboTolt (HeNoAnbHbIX
COTPYOHMKOB)

BbisiBneHue uyLimx paboty

BbisiBneHue nepepaboTok

BbisiBneHue HapyLLeHuin nonmTrk 6e3onacHOCTH (KOMMMaeHe
BbisiBneHve onosnaHui

BbisiBneHne no3gHux/paHHnX yxonos

BbisiBneHne HenpogyKTUBHON akTUBHOCTU

BbisiBneHne cambix NPoayKTUBHBLIX

Tennosasi kapTa HapyLleHWi

Busyanusauus v paHxupoBaHue Nno cambim
pacnpocTpaHeHHbIM KaHanam yTeukn MHhopMaumum

Buayanusauusi n paHxumpoBaHue HapyLIeHUIA NONMTUK
6e3onacHocTu

Busyanusauus 1 paHxupoBaHve cambIx NepeaaBaeMbix
halinos/goKyMeHTOB

Hanuune API

Hannune SDK

Bo3mMOXHOCTb MHTErpaLmm ¢ ¢ CTOPOHHVMW PELLEHUAMU
Hanuune TemHon Tembl

YBeOomneHve o BbIXoAe HOBbIX BEpCUii

Bo3moxHOCTb 0GHOBUTL NULEH3MIO MPSIMO U3 KOMMeKca
LLindposaHne aaHHbIX

MepeBop xecToB B TekcT npu nomolum N Bo Bpemsa BKC

Bnokvposka TpaHcnaumum BKC npu ncnonb3saoHum B
kadyecTtBe ¢oHa (Intelligent Capture) koHdMaeHLManbLHOM
MHGOopMaLmmn

KoHTponb npusunernpoBaHHbix nones3osatenen (PAM)

KoHTponb KOpnopaTvBHOW NOYTLI HA IMYHOM YCTPONCTBE
6e3 ycTaHOBKM areHTa

Mepepnaya Tpadmka no ICAP-npoTokony
MonHoueHHas nogaepxka SIEM (Syslog)

Beirpyska otueTtos/cobbituin B SQL

OnepatuBHasi aHanutuyeckas obpabotka (OLAP)
ABTOMaTU3NPOBaHHOE apxMBUpOBaHne cnyxebHbix B
[iByxcpakTopHas ayTeHTUdUKaLMA

3awwTa ot nepebopa napons

OTcnexuBaHne agpecoB KpUNTO-KOLLENbKOB B Bydepe
obmeHa

IMAP-kpaynep (ckaHMpoBaHWe MOYTOBOrO apxvBa no
npotokony IMAP)

AHann3 SPAN-nopta / lNepenada TeHeBOM Konuu Tpadmka
(SPAN) ¢ ceTeBbIX LINO30B

Opranusaums C13 no texHonorum (ZTNA)
CeTeBol AOCTYN C HyNeBbIM JOBEPUEM
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[ononHuTenbHbIN
cpyHKUMOHan

CoBmecTHas paborta n
noaaepka nonb3oBatenen

WHTepdeiic

®dopmatbl BbIFPY3Ku
AOKYMEHTOB

NoppepxuBaembie OC
(cepBep)

MoppepxmnBaembie OC
(knueHTbI)
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Mposepka Compliance npw ayTeHTUuKaunm Het

ImyGokuit aHanua naketos (DPI)
ABTOMaTU3NPOBaHHOE CO3[aHne 3alUULLEHHbIX apX1BOB

oTnpaBrnseMbixX NONb30BaTENSMU JOKYMEHTOB Het

AHanus 3anaponeHHbIX apXMBOB B pa6ote
Ynpasnsiemasi nepefaya cavinos (MFT)
KonTponb API-3anpocos
DCAP KomnoHeHT
UBA/UEBA KomnoHeHT Oa

WHTerpauusa ¢ MDM-cuctemamum Het

WHTerpauusa ¢ IAM-cuctemamm Het

WHTerpaumsa ¢ cepsucamm peqeBon aHanmuTukun Het

WnTterpaumsa ¢ SOAR cuctemamm Het
YBenomneHusi o cobbiTusix B Telegram Oa
MopkntoyeHne k TexHnyeckon nHppacTpyktype HKLIKA

(TocCOTKA)
Bl-AHanutuka Het

AHanua naTTepHOB MNOBEAEHMS B nnaHax
MpenuKTMBHas aHanuTuka B nnaHax
WHTerpauus ¢ NGFW B nnaHax
ABTOhOPMMPOBaHUE crnoBapen Ha 6ase TexHoNoruni

MaLLUWHHOrOo 06yyeHus B nnaHax
MHBeHTepusaumsa CK3W (kmroum/TokeHsl)
OTobpaxeHre pabounx CTaHLWiA Ha kapTe oduca
MpoBepka areHTOM Bepcui yctaHoBneHHoro M0 Her

WHTerpauusa B CO Het
WNW-accuctent B pa6ote
WHTerpauus ¢ CKYl-cuctemoit La

BcTpoeHHasi MHTepaKTUBHAS OHIMalH-AocKa rnomoraroLas B
paccrnegoBaH1m MHUEOEHTOB H

VIHTepakTBHbIV TalMnaiH NpocMoTpa cobbITuiA Ans
PYYHOrO aHanu3a KOHTEeKCTa MHUMAEHTa

i
R

T
0]
0

Hanuune Tack-meHemkepa Anst COBMECTHOWN paboThbl Hag
paccrnenoBaHMeM UHLMOEHTOB

T
()
3

BcTtpoeHHasa Kanban-gocka ynpasneHus npoueccom
paccrnegoBaHunst MHUEAEHTOB

T
)
3

)
=

Dashboard (paboyas 30Ha) Ha OcHOBe Habopa BUAXXETOB
OT0GpakeHWe KnukabenbHbIX KOHTaKTHbIX AaHHbIX

COTpyAHMKa B KapTO4Ke COTPyAHMKa Her
Bbirpyska gaHHblx B popmate XLSX B nnanax
Beirpyska aaHHbIX B popmate XLS Ha
Boirpyska aaHHbIx B popmarte PDF Ha
Boirpyska gaHHbix B popmarte CSV Oa
Boirpyska gaHHbix B oopmare ODS Oa
Windows La

Linux (DEB Based) Ha

Linux (RPM Based) Het
MacOS
BSD Het
Windows La

Linux Oa
MacOS Ha

BSD Ha
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Mopaepxka oTe4ecTBEHHbIX
OC (cepTtudmkanms)

MNopaepxuBaembie
nakeTHble MeHeaXepbl
(Linux)

MoapepxuBaembie 51

NopnepxuBaeMbie Bepcun
PostgreSQL

Hanuune co6¢cTBEHHOrO
MOBUIILHOrO NPUSIOXKEHUA

Hanuune co6cTBEHHOro
paclumMpeHus ans 6paysepa

NuueHsum n ceptudmkatbl
Hanwnuue nuyHoro kabuHera

WNudpeput OC
Astra Linux
Rosa Linux

PEQ OC

AnbT Linux
AlterOS

Atnant OC
OCHoBa
Crpeney
Anbbpyc JlnHyke

Platform V SberLinux OS

KasperskyOS

DPKG, DEB (.deb)
RPM (.rpm)
TAR.GZ (.tar.gz)

PACMAN, TAR.XZ (.tar.xz)

PostgreSQL
Postgres PRO
Oracle

MS SQL

Azure SQL

MySQL

SQLite

ClickHouse

Jatoba

PEQ BA

JlnHTep

JlnHTep-BC

Tantor

Pangolin V Platform
CYb[ KeaHT-Tmbpmna
Arenadata DB
Proxima DB

SoQoL

PostgreSQL 11
PostgreSQL 12
PostgreSQL 13
PostgreSQL 14
PostgreSQL 15
PostgreSQL 16
PostgreSQL 17
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KommeHTapumit

CraxaHoBel

WUHcangep

Peann3oBaH
NOHOLEHHbIN Npodann
nonb3oBatens, ¢
oTobpaxeHneM aathbl
poXaeHus,
3aHMMaeMom
[OIMKHOCTU, CTPaHbI
MECTOHaXOXAEeHNS,
ropog NpoXuBaHus,
Aatbl npuema Ha
paboTy, cou. ceTsmu
COTpYAHVKa U T4,

11






() CraxaHogey

Haw Tenerpam-xaHan

C HOBOCTAMM

N3 Mmpa MHPOPMaLMOHHON
BesonacHocTu

n Employee Monitoring

@STAKHANOVETS_RU

/| stakhanovets.ru
/1 +7 (499) 110-84-10

/1 info@stakhanovets.ru
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