() CraxaHogey

[loppobHoe cpaBHEHME

«CTaxaHoBeLu
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TonbKo ONA BHYTPEHHEN0 NUCMNOJ1Ib30BAHNA
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http://stakhanovets.ru/

Bepcusa npogykrta

Bas3oBbin hyHKUMoHan

MopynbHas cTpykTypa

MpenycTaHoBMNeHHbIE croBapu

KoHTponb yaanenHoro nogkntovexns Citrix XenApp
HacTponku nonutuk 6e3onacHoCTu
KnueHT-cepBepHas apxutekTypa

Pabora cepsepa 3a M3

TepMUHanbHbIN cepBep, TOHKUIN KNMEHT
Pabota B hunanyecknx 1 BUpTyarbHbIX cpegax
Moppepxka 2-x (aByx) CYBA SQL

OTnpaBka coobLLeHWiA Nonb3oBaTensm
BriokupoBka knaBmaTypbl U MbILLIK
Mopnepxka IPv6

JlokanbHoe xpaHeHune

OTnoxeHHoe HabnoaeHne

Moppepkka ogHoBpeMeHHon paboTbl 6onee 20000
KMUEHTCKUX NOAKMIOYEHUIA

OrpaHunyeHnue Tpadvika

LLindposaHue Tpadurka gaHHbIX

KoHTpornb ceTeBol akTMBHOCTM Yepes BCTPOEHHbIN Proxy
B0O3MOXHOCTb CKpbITOro HabnogeHns

TpeBoXHasi KHoMKa (CTon AencTBMe Ans BCex
nonb3oBartenen)

LleHTpanusoBaHHas yctaHoBKa 1 06HOBIEHVE areHTa

KoHTponb nonb3oBaTtenen paboTarlume B paMkax OgHOro
nomeHa AD

ABsTOycTaHoBKka SSL cepTudukarta Ans naHenm
agMuHucTpaTopa

PaboTa Ha cepBepax ¢ rpaduyeckmmn npoueccopamm GPU
KoHTporb LenocTHOCTM areHToB OT yAaneHus
PaccnenoBaHve MHUMAEHTOB (KapaHTUH)

JlormpoBaHue gerictemin oguepa 6es3onacHoCTU
Busyanusauusi Habntogaembix aHHbIX

Mowvck oy6nmpyowmnx 4OKYMEHTOB

Mopnepxka LDAPS

Hactpoinku goctyna OU (organizational unit)
dunbtpaums Beb-Tpadurka ¢ nogMeHon cepTndukaTon
dunerpaumns Beb-Tpadmka 6e3 nogmeHbl cepTudnkaTos
OTnpaBka OTYETOB MO pacnucaHuio

Pabota B pexume ayTcopcuHka (nonb3oBaTtenb nog
HabntogeHneM cam BkIto4aeT/oTknovaeT HabnoaeHve 3a
cobort)

Busyanusauusi uHdopmMaumm o UCNonb30BaHUN
BO3MOXHOCTEN cepBepa

AnropuTtm JlyHa (Mouck HOMEpOB KpeaUTHbIX KapT)
Web-nHTtepdenc

KOHTEHTHbIV aHanu3

Mopdonoruyeckuii aHanms

KoHTeKcTHbIV aHanu3a Ha 6ase ml

Mmob6anbHbIN nouck

Mouck no wabnoHam

Mowck B channax

Mowck no perynsipHbIM BbIPaXEHUSM

Active Directory
Samba DC
FreelPA

ALD PRO
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WHTerpauus c cnyx6amu
KaTanoros

CraHpapTbl o6mMeHa
OaHHbIMKU

MoanepxuBaemblie API

MoppepxuBaemblie
cucTeMbl BUpPTyanusauum

MopaepxuBaemble
VPN-wno3bl

OpenLDAP
Libdomain

STIX

MS Graph API

Microsoft Hyper-V
VMware vSphere
Oracle VM VirtualBox
KVM

XEN

Parallels Desktop
HOSTVM

ROSA Virtualization

Kpuntonpo VPN-cepsep NGate
C-Teppa LWWnto3

Infotecs ViPnet

KoHTuHeHT ZTN

Checkpoint vpn

Cisco VPN

Netams WNAM

DLP-dyHKLMM
AHTUGOTO

Mouck no coBnaaaroLwmMm TepMMHaM 13 fOoKyMmeHTa
3anpeT TpaHCnAUMN eMOHCTPALMOHHOO akpaHa B BKC

lonocosoe DLP

3anpeT Ha NOMHYI MM YacTUYHYIO OTNpaBKy dannos

3anpeTt co3aaHnsi CHUMKOB 3KpaHa (CKPUHLLOTOB)
nonb3oBartensm

PacnosHaBaHue nuu, akT 3ameLleHns COTpyAHUKa

3awumTa oT 3aknemBaHuns Beb-kamep
3awmTa paboyero mecta OT NOCTOPOHHETO
3awymTa oT KBULLMHIa

Co3sgaHue uudpoBbix OTNEYaTkoB hannos

CkpbiTble «BogsHble 3Hakny (watermarks) Ha
1306paxeHnax N CKpUHLIOTaXxX

AHanus cogepxumoro chaiinos v nanok (kpaynep)

OTnpaBka yBe4OMIEHUIN NP OBHapY>XeHUN MHLeOEHTa

BrnokupoBka goctyna K npunoxeHusm
BrnokupoBka goctyna k cantam
BnokunpoBka paclimpeHuii 6paysepos
Bnokuposka Drag & Drop MexaHHuK
Bnokuposka USB-noptos
Briokuposka MTP-ycTpoiicts

3anpet FLASH-Hakonutenen

3anpeT ceTeBbIX NOAKMOYEHNI Yepes
WiFi/Bluetooth/USB-moaem

MepexBat SSL-Tpadmka

KoHTpornb KopnopaTuBHbIX hannoBbIX CepBEPOB
3anpet CD/DVD/Floppy

Briokuposka RDP-ceccuii

Bnokuposka FTP-nogkntoyeHnin

Banpet bydepa obmeHa
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CrtaxaHoBel
3anpeT oTnpaBk/ Ha nevaTb Oa
Benble 1 YepHble cnnckn Oa
BbnokupoBka nepegayun rpaduyeckux hannos Het
Busyanusaumsi MmapLupyTa ABMKEHNUS JOKYMEHTOB Het
3anpet komaHp B Linux-TepmuHane Ha
3anpert nepecblifikn dannos Oa
TeHesble Konuu [a
TeHeBble konun Nepeaasaemblx annos Yepes RDP Het
MapkupoBaHve JOKYMEHTOB Oa
OrpaHuyeHne goctyna Kk OTMapKnpoBaHHbIM LOKYyMEHTaM Het
MoanepxuBaemble hopMaTbl MapKMpOBaHUSA
LOKYMEHTOB
doc Het
docx La
txt
pdf Oa
xls Het
xlsx Oa
Xps
csv Het
pptx Ja
odt B nnaHax
odp B nnaHax
ods B nnaHax
SXW Het
ppt
rtf
tif
tiff Het
djvu
dxf
dwg
stl Her
obj
max
ma
mb Het
igs
3ds
3dm
cdw Het
m3d
spw
frw
a3d Het
OnTtuyeckoe pacnosHasaHue cumsornos (OCR)
PacnosHaBaHWe TekcTa Ha CKpMHLLIOTax Oa
PacnosHaBaHue nognucen B nnaHax
PacnosHoBaHue rpadmnyecknx 0ObEKTOB — TEXHUYECKNX
yepTexen co wramnamu no FOCTy Het
PacnosHaBaHve nepcoHanbHbIX AaHHbIX B BOAUTENbCKMX
YAOCTOBEPEHUAX Het
PacnosHaBaHue nepcoHanbHbIX AaHHbIX B CHUNC Het

PacnosHaBaHue nepcoHanbHbIX AaHHbIX B IHH Het

Fappa NMpeanpuaTtue
(Fapaa DLP)

Oa
Oa
Oa
Oa
H/O
Oa
Oa
H/O
Oa
Oa

Oa
Oa
Oa

Oa
Oa
H/O
Oa
Oa
Oa
Oa
Oa
H/Q
Oa
Oa
H/O
H/O
H/O
Oa
Oa
Oa
Oa
H/O
H/Q
H/O
H/O
Oa
Oa
H/O
H/Q
H/O
H/O
H/O

Oa
H/O

H/O
Oa
Oa

Het



DLP-dyHKuMOHan

DeTtekuusa o6bekToB (ML)

Hetekuns QR-kogoB

[eTekums KpyrnbIx nevaremn

[eTekums TpeyronbHbIx nevaten
OeTekumsa wramnos

[etekunsa nacnoptos

[eTekuns BOANTENLCKUX YAOCTOBEPEHUAX
Hetekuns CHUNC

Oetekunsa NHH

[eTekums nnaTexHbIX KapT

[eTekuns nognucen

[etekuns nuy B ckaHax MUYHbIX JOKYMEHTOB

MopaepxuBaeMbie anropuTmbl LM POBLIX OTNeYaTKoB
SHA-1

MD5

CRC32

KoHTponb Mo6unbHbIx ycTponcTs/OC
Android

i0S

Linux Mobile

Sailfish OS

Aspopa OC

Rosa Mobile

Bo3moxHocTu areHTa
BusyanbHbIn nHTEpdEnC areHTa

3anpoc 4oCTyna K CHATMIO OrpaHNYeHun Yepes nHTepdenc
areHTa

NHdopmrpoBaHve TekyLero nons3osarens 06
OorpaHuYeHusix Yepes nHTepdeinc areHTa

MecceHpxepbl
Telegram
TamTam
WhatsApp

Viber

Signal

Skype

Zoom

Microsoft Teams
Lync

Bitrix24

Slack

VK Teams

Cisco Webex Teams
eXpress
Yandex Messenger
TrueConf

ICQ

Mail.ru Agent
Discord

Myteam
WeChat

iMazing

Trillian
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Threema

RocketChat
Mattermost

Hangouts

Google Chat

Yahoo messenger
Facebook messenger
XMPP (Jabber)
SberJazz

MTS LINK

DION

RT Link

IVA

APM I'C (Cpega)
AHpekc TenemocTt
KoHTtyp.Tonk

Mot ocpuc Squadus
P7-KomaHpga
Onlyoffice Workspace

CepBucski BKC
VK Teams
TrueConf
SberJazz

Zoom

MTC INuHk
Anpekc.Tenemoct
KoHTyp.Tonk

Email

Pop3

SMTP

IMAP

MIME/ SIMIME
MAPI
Web-mail

MouToBble KNNEHTbI
Outlook

Thunderbird

Bat

IBM Lotus Notes
CommuniGate Pro
P7-Ocuc.OpraHansep
MoiOdoumc Mouta
Onlyoffice Mail
Mailion

CepBUCbI COBMECTHOWN paboThbl

Microsoft 365
Yandex 360

VK WorkSpace
Jira n Confluence
AlterOffice
P7-Ocomc
MownOdmc
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MTS Link Jocku er
GitHub Het

O6nayHble KOprnopaTUBHbIE PeLLeHUA
KoHTyp.[dnanok Het

CepBucbl aBTOpU3aumu 1 ayTeHTUcmnkaumm
KoHTyp ID Het

CepBuChI yaaneHHOro AocTyna v ynpasseHus

ycTpoucTBamu

KowTyp.flocTyn
MpoTtokonbl

HTTP/HTTPS Ha

FTP/FTPS Ha

SFTP
AS2
scP
SSH Ha

svB
CIFS
MTP Ha

Torrent
WI-FI Ha

WebDav Oa

CardDAV H/O

SDP
H.323 Het
Megaco/H.248
MGCP
SKINNY
Bluetooth Oa

sIP
VolP
Telnet Het

FireWire
PCMCIA
COM/LPT Het

IRDA
HTTPIM Het

MMP Ha

ICAP Ha

no ICAP

DION Ja

TrueConf Oa

eXpress Oa

Bitrix24 Het

MS Teams
RocketChat
VK Teams Het

Squid B nnaHax
Usergate UTM
Ideco NGFW Het

Zecurion SWG Het
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(Fapaa DLP)
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KaHanbl nepexBarta

DYHKLMN MOHMTOPUHIa

O6na4Hble XpaHunuwa
DropBox

OneDrive

iCloud

Mega

Evernote

Google Drive
SugarSync

Secret Cloud Enterprise
Nextcloud

O6nako Mail.ru
Anpekc.Onck

JleHTa akTUBHOCTM

MalumHHoe Bpems

Monb3oBaTensbckoe Bpems

3arpyska CPU/GPU (BbisiBeHVe MaiHUHra)

YueT paboyero BpemeHun

AsTomaTtuueckuii Tabens YPB

Hetanusauns CKY[,

MOHWUTOPUHI 3NEKTPOHHON NOYThI

MOHWUTOPUHT BNOXEHWI

MOoHWTOPMHT Nocellaembix canToB

MoHuTopuHr yyactus B BKC

MOHUTOPUHI KOMaHAHOW cTpokn CMD

MonuTtopuHr PowerShell

MonuTopuHr BBoga komaHa B Windows TepmuHane
MOHMNTOPUHT 3anyLLEeHHbIX NPUNOXEHU
MoHuTopuHr 6ydepa obmeHa

AHanua NnoMcKoBbIX 3aMpoCoB Nonb3oBaTenemn
lMpocnylwmnBaHWe 3anMcaHHbIX rofI0COBbIX NEPErOBOPOB

Kennorep

3anucb BMAEO 3KkpaHa

3anuck c Beb-kamep

3anuvck ayano ¢ MMKpodoHa (AMHaMMUKOB)
TpaHckpubaums ayanonoToka/aygnodanna B TEKCT
KnaBuatypHbIi novepk

CospgaHune CHUMKOB akpaHa pabovero ctona

CosaaHne CKPUHLLOT MakoB U3 CHUMKOB 3KpaHa
(mpovrpbiBaTenb NakeToB CHUMKOB 3KpaHa)

ABTOMaTMYECKNE CHUMKM C BeDB-Kamepsbl
[HeTekumsa nuu, npm nomoLum Beb-kamepsbl
lpadh cBsA3el COTPyaHMKOB

OTcnexmBaHue reornokaumm CoTpyaHNKOB
YaoaneHHbI oHnanH NpocMoTp paboyero cTona
KoHTponb npucytcteus Ha paboyem mecte
KoHTponb ¢hannosbix onepawun

KoHTponb paboTbl ¢ 06nayHbIMK cepBrUcamMm
KoHTponb ceTeBbIX MOAKTOYEHUN

KOHTpOmb YepHOBVKOB 3MEKTPOHHON NOYThI
KoHTponb nevatu

KoHTponb ycTaHoBneHHoro o6opyaoBaHuns
YepHble/6enble cnucku yctaHosneHHoro MO
YepHble/Genble cnncku MHTEPHET pecypcoB
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DYHKUUN KOHTPONSA
COTPYAHUKOB

AHanutnyeckue PyHKLUN N
KOHTPOJb PUCKOB

CraxaHoBel}
YnaneHHas 6rnokvpoBka pabovero mecta coTpyaHuka Oa
Pacchbinka onoseLLeHWI Nonb30BaTeNsS M HEHAXOAALLMMCS
noa HabnwogeHvem La
KoHTpornb nepecbinaembix coobLleHunii Oa

BropxeTnpoBaHne/koHTponb GrogxeTa/pacyeT PMHAHCOBbIX

nokasarvenem Oa
Tack-meHemxep (NOCTaHOBKAa M KOHTPOSb 3a4ay)
TanmTpekep (y4eT BpeMeHM Ha BbINOHEHWE 3a4av)
HacTponka nHamemayansHoOro pacnucaHus rpadguka

paboTbl COTPYAHNKOB Het
[Hocbe (kapToyka) coTpyaHUKa Oa
BbisiBneHne aHoManbHOro noseaeHust Oa
OTKNOHEeHUst OT CpefHero Oa
AHanunsaTop puckos Oa
PenTuHrn Hapywutenen Oa
MporHo3mpoBaHue puckos Oa
Mbkas cuctema oT4eTOB Oa
lMocTpoeHWe OTYETOB MO COTPYAHMKAM Oa
MocTpoeHne oT4ETOB NO NogpasfeneHnsm Oa
Buayannaaumns cBoAHbIX AaHHbIX [a
Boissnenve TOlN-HapylwmTenewn Oa
BbisiBneHve HepoBonbCcTBa paboTon (HenosAnbHbIX

COTPYLHUKOB) B nnaHax
BbisiBneHve uwywimx pabory Oa
BobisiBneHue nepepaboTok Oa
BbisiBneHve HapyLleHnin nonuTuk 6esonacHocTy (komnnaeHc  H/O
BbisiBneHne onosgaHui La
BbisiBneHve no3gHnx/paHHMX yxoaos Oa
BbisiBneHve HenpoayKTMBHON akTUBHOCTY Oa
BbisiBneHne camblx NPOAYKTUBHBIX Ha
TennoBas kapTa HapyLleHWUiA Oa

Bmsyanvlsauvm N paHXXupoBaHue No cambiM
pacnpoCcTpaHeHHbIM KaHanam yTeuku I/IHq)OpMaLWII/I

Bvusyanmsau,m N paHXunpoBaHune HapyLIJeHIAVI NONMNTUK

i I
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6e3onacHocTn

Busyanusaumsi n paHxupoBaHue cambix nepefaBaemMbix
¢aiinoB/AOKyMEHTOB Het
Hanuuune API B pabote
Hannune SDK B nnaHax
BO3MOXHOCTb MHTErPaLUK C C CTOPOHHUMU PELLEHVSIMM Oa

Hannyne TeMHon TemMbl
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YBegoMrneHve o0 Bbixode HOBbIX BEpCUi er
B03MOXHOCTb OBHOBUTL NINLIEH3MIO MPSIMO M3 KOMMNSeKca Het
LndposaHne aaHHbIX Het

T

MepeBop xecToB B TeKCT npu nomowm N Bo Bpems BKC er

BnokupoBka TpaHcnauum BKC npu ncnonb3saoHum B
kavectBe cpoHa (Intelligent Capture) koHdMAEHUMANBHON

MHdopmMauum Her
KoHTponb npuBunermpoBaHHbIxX nonb3osatenen (PAM) Het
KoHTpornb KoprnopaTt1eBHOWM NOYTLI HA MTMYHOM YCTPOMCTBE

6e3 ycTaHOBKW areHTa Het
Mepenava Tpadmka no ICAP-npoTokony Oa
MonHoueHHas nogaepxka SIEM (Syslog) Oa
Bbirpy3ka otyetoB/cobbiTuii B SQL Oa
OnepatuBHas aHanutudeckasi obpabotka (OLAP) Het

ABTOMaTM3MPOBaHHOE apXvBMpOBaHWe CryxebHbix B[ Het

Fappa NMpeanpuaTtue
(Fapaa DLP)
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OononHuTenbHbIN
dyHKunoHan

CoBmecTHas pabota n
noaaepkka nonb3oBarenen

WUHTepdpeiic

®dopMaTbl BbIFPY3KU
AOKYMEHTOB

[ByxdakTopHas ayTeHTudunkauns
3awmTa ot nepebopa napons

OTcnexvBaHve aapecoB KpUnTo-koLwenskos B Bydepe
obmeHa

IMAP-kpaynep (ckaHupoBaHue MOYTOBOro apxvBea no
npotokony IMAP)

Ananuna SPAN-nopta / MNepepaya TeHeBow konun Tpaduka

(SPAN) c ceTeBbIX LINO30B

Opranusaumsa CU3 no TexHonorum (ZTNA)
CeTeBoW 4OCTYMN C HyNeBbIM fOBEPUEM

Mpoeepka Compliance npu ayTeHTUMrKaumm
my6okun aHanua naketos (DPI)

ABTOMaTVI?MpOBaHHOG co3gaHune 3alULLeHHbIX apXuBoB
oTnpasndaeMbIX Nnofb3oBaTenaMmn JOKYMEHTOB

AHanuns 3anaponeHHbIX apxMBoB
Ynpasnsiemas nepegada dpannos (MFT)
KoHTponb API-3anpocos

DCAP KomnoHeHT

UBA/UEBA KomnoHeHT

WHterpauuns ¢ MDM-cuctemamu

WHTerpaumsa c IAM-cuctemamm

WHTerpauus c cepsncamm peveBor aHanuTuKm
WHTterpauus ¢ SOAR cuctemamm
YBegomneHusi o cobbiTusix B Telegram

MopkntoveHne k TexHudeckon nHdppactpyktype HKLIKA
(FocCOIMKA)

Bl-AHanuTtunka

AHanus naTTepHOB NoseaeHns
MpenvkTMBHaa aHanuTuka
WHTterpauus c NGFW

ABTOhOpMUpPOBaHME crioBapel Ha 6ase TexHonornm
MaLUVHHOro 06yyYeHus

MuBeHTepumsaumsa CK3U (knroun/TokeHbl)
OTobpaxeHne pabounx CTaHUMi Ha kapTe ocduca
MpoBepka areHTOM Bepcuii ycTaHoBneHHoro MO
WHTerpaumnsa B COO

MWN-accucteHT

WHTerpaumsa ¢ CKY[-cuctemon

BcTpoeHHas HTepakTMBHas OHNanH-4oCcKa noMoraroLas B

paccneaooBaHnn MHLEOEeHTOB

MHTepaKTUBHbIN TaMiaiH npocMoTpa cobbiTuii ons
PYYHOro aHanusa KoHTeKCcTa MHUuAeHTa

Hanuuune Tack-meHemxepa Ans cCoOBMeECTHOW paboTbl Hag
paccrnegoBaHuemM UHLMOEHTOB

BcTtpoeHHas Kanban-gocka ynpaBneHus npoLeccom
paccnenoBaHvs MHUEAEHTOB

Dashboard (paboyasi 30Ha) Ha ocHoBe Habopa BMOXETOB

OTobpaxeHune KnrukabenbHbIX KOHTaKTHbIX AaHHbIX
COTpYAHWUKA B KapTOUKe COTPYAHUKA

Bbirpy3ka gaHHbix B popmate XLSX
Boirpy3ka gaHHbeix B popmare XLS
Bbirpyska AaHHbIX B hopmate PDF
Bbirpy3ka gaHHbIx B popmate CSV
Beirpy3ka gaHHbeix B popmarte ODS
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NoanepxuBaembie OC
(cepsep)

Moppepxusaembie OC
(KnueHTbI)

Mopaepxka oTe4eCTBEHHbIX

OC (cepTudpmkaums)

NoanepxuBaembie
nakeTHble MeHeaXepbl
(Linux)

MoanepxuBaemblie B

MoppepxuBaemble Bepcun
PostgreSQL

Linux (DEB Based)
Linux (RPM Based)
MacOS

BSD

Windows
Linux
MacOS
BSD

WHdpeput OC
Astra Linux
Rosa Linux

PEQ OC

Anbt Linux
AlterOS

AtnaHt OC
OCHoBa
Crpeney
Onbbpyc NnHyke
Platform V SberLinux OS
KasperskyOS

DPKG, DEB (.deb)

RPM (.rpm)

TAR.GZ (.tar.gz)
PACMAN, TAR.XZ (.tar.xz)

PostgreSQL
Postgres PRO
Oracle

MS SQL

Azure SQL

MySQL

SQLite

ClickHouse

Jatoba

PEO BA

IunTep

INnnTep-BC

Tantor

Pangolin V Platform
CYB[ KeaHT-Imbpug
Arenadata DB
Proxima DB

SoQoL

PostgreSQL 11
PostgreSQL 12
PostgreSQL 13
PostgreSQL 14
PostgreSQL 15
PostgreSQL 16
PostgreSQL 17
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Hanunuue cob6cTBEHHOrO
MOGUNILHOrO NPUNOXeHUs

Hanuune co6cTBEHHOrO
pacwupeHus gna 6paysepa

JInueHsnm n ceptudukatbl
Hanuuue nuyHoro kabuHeta
KommeHTapumn

Fappa NMpeanpuaTtue
CrtaxaHoBel (Fapaa DLP)

La Oa

B nnaHax Oa
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