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Bepcusa npogykra

Ba3soBbin chbyHKUMOHaAN

MopynbHas cTpykTypa

MpenycTaHoBNeHHbIe crioBapwu

KoHTponb ynaneHHoro nogkntodeHus Citrix XenApp
HacTtpoiiku nonutuk 6esonacHoctu
KnueHT-cepBepHas apxutekTypa

Pa6ota cepsepa 3a M3

TepMUHanbHbI cepBep, TOHKUIA KIUEHT
PaboTa B dum3nyecknx n BUpTyarnbHbIX cpegax
Mopaepxka 2-x (aByx) CYB SQL

OTnpaBka coobLLeHnIn Nonb3oBaTeNsam
BriokupoBka knaBuaTypbl U MbILK
Moppepxka IPv6

JlokanbHoe xpaHeHune

OTnoxeHHoe HabnaeHne

Mopnpepxka ogHOBpeMeHHow paboTbl 6onee 20000
KITMEHTCKNX NOAKITHYEHNIN

OrpaHuyeruve Tpaduka

LLincppoBaHme Tpaduka AaHHbIX

KoHTporb ceTeBoW akTMBHOCTY Yepe3 BCTPOEHHbIN Proxy
B03MOXHOCTb CKpbITOro HabnoaeHus

TpeBoxHasi KHoMKa (CTon AencTBMe ANst BCeX
none3oBatenen)

LleHTpann3oBaHHas ycTaHOBKa U OOHOBMEHWe areHTa

KoHTponb nonb3oBaTenei pabortatoLime B pamMmkax OfHOro
nomeHa AD

ABTOycTaHOBKa SSL cepTudukarta ansi naHenu
agMuHucTpaTopa

Pabota Ha cepBepax ¢ rpacmyeckumm npoueccopamu GPU
KOHTpOrb LenocTHOCTN areHToB OT yAaneHus
PaccnepnoBsaHue nHUMOEHTOB (kapaHTUH)

JlormpoBaHue gencteuii ocumuepa 6esonacHoCcTn
Busyanusauusa Habnrogaembix 4aHHbIX

Mownck aybnupyrowmnx AOKYMEHTOB

Moppepxka LDAPS

Hactpowikun goctyna OU (organizational unit)
PunsTpaums Beb-Tpaduka ¢ noaMeHon cepTudmkaToB
dunsTpaums Beb-Tpadumka 6e3 noaMeHbl cepTudukaTos
OTnpaBka OTYETOB MO PACMUCAHMIO

PaboTa B pexvme ayTcopcuHka (nonb3osaTesnb nog
HabngeHneM cam BKIoYaeT/oTkNo4vaeT HabnoaeHme 3a
coboit)

Busyanusauus nHgopMaumm o NCrosib30BaHNm
BO3MOXHOCTel cepeepa

Anroputm JlyHa (nouck HOMepoB KpeaUTHbIX KapT)
Web-nHtepdeic

KOHTEHTHbIN aHanu3

Mopdonoruyecknii aHanma

KOHTEKCTHbIV aHanu3 Ha 6ase ml

mobanbHbIn nonck

Mouck no wabnoHam

Mowuck B chaninax

Mowck no perynsipHbIM BblpaXXeHWsIM

Active Directory
Samba DC
FreelPA

ALD PRO
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WHTerpauus c cnyx6amm
KaTaroros

CtaHaapTbl o6MeHa
AaHHbIMU

MoppnepxuBaembie API

MoppepxnBaemble
cUcTeMbl BUpPTyanusauum

OpenLDAP
Libdomain

STIX

MS Graph API

Microsoft Hyper-V
VMware vSphere
Oracle VM VirtualBox
KVM

XEN

Parallels Desktop
HOSTVM

ROSA Virtualization

Kpuntonpo VPN-cepsep NGate
C-Teppa Wnto3
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Infotecs ViPnet

KotTutent ZTN

Checkpoint vpn
MopnepxuBaemble Cisco VPN Het Het
VPN-wnio3bl Netams WNAM Het

DLP-dyHKUnM

AHTUOTO Oa Het

Mownck no coBnagaroWwmUm TepMUHAM U3 JOKYMEHTa Oa Oa

3anpeT TpaHCcnsAuMn EMOHCTPALMOHHOrO 3kpaHa B BKC B pa6ote Oa

lonocoeoe DLP Oa Oa

3anpeT Ha MOMHy0 UNM YacTUYHYIO OTNPaBKy chainos Oa Oa

3anpeT co3gaHns CHUMKOB 3KpaHa (CKPUHLLOTOB)

nonb3oBarTensam [a Oa

PacnosHaBaHue nuu, gakT 3aMeLLeHns COTpyaHMKa Oa Oa

3awwTa oT 3aknenBaHusa Beb-kamep Oa Oa

3awwTta paboyero mecta OT NOCTOPOHHETO Oa Oa

3alwmTa oT KBULLNHTa Het H/O

CosgaHure undpoBbIX O0TNeYaTkoB hannos Oa Oa

CkpbiTble «BoasiHble 3Haku» (watermarks) Ha

M300paXKeHMAX N CKPUHLIOTax Oa Oa

AHanua cogepxumoro annos 1 nanok (kpaynep) Oa Oa

OTnpaBka yBe[oMIEeHN Npu 06HapyXeHUn nHueaeHTa Oa Oa

BrokvpoBka gocTyna K npunoxeHnsm Oa Oa

BrnokupoBka goctyna k cantam Ha Oa

BrokupoBka paclumpenuii 6paysepoB Het Het

Brnokuposka Drag & Drop mexaHHMK Het Het

Bnokuposka USB-noptos Oa Oa

Brnokuposka MTP-ycTponcTs Oa Oa

3anpet FLASH-HakonuTenemn Oa Oa

3anpert ceTeBbIx NOAKMHYEHNI Yepes

WiFi/Bluetooth/USB-mogem Oa Oa

Mepexsat SSL-Tpadpumka Oa Oa

KoHTponb kopnopaTuBHbIX hannoBbiXx CepBEPOB Het Het

3anpet CD/DVD/Floppy Het Oa

Bnokuposka RDP-ceccumn Oa Het

Bnokunpoeka FTP-nogknioyeHnn [a Oa

3anpert 6ydepa obmeHa Oa Oa



CraxaHoBel
3anpert oTnpaBku Ha neyarb Oa
Benble 1 YepHble cnvcku Oa
BrniokupoBka nepegaun rpaduyecknx gannos Het
Busyanusauusi mapLupyTa ABUXEHWS JOKYMEHTOB Het
3anpet komaHg B Linux-tTepMuHane Oa
3anpeT nepecbinku gannos Oa
TeHeBble konun [a
TeHeBble Konun nepegaBaembix darnos yepe3 RDP Het
Mapk1poBaHve AOKyMeHTOB Oa
OrpaHun4eHvie JOCTyna K OTMapKMPOBaHHbLIM JOKYMEHTaM Her
MoppepxuBaembie hopMaTbl MapKUMpPOBaHUA
LOKYMEHTOB
doc Het
docx Oa
txt
pdf Ha
xis
xlsx Ha
Xps
csv Het
pptx Oa
odt B nnanax
odp B nnanax
ods B nnanax
sxw
ppt
rtf
i
tiff
djvu
dxf Het
dwg Het
stl Het
obj
max
ma
mb
igs
3ds
3dm Her
cdw Het
m3d Het
spw
frw
a3d Het
OnTuyeckoe pacnosHaBaHue cumeonos (OCR)
Pacno3HaBaHve TekcTa Ha CKpUHLLIOTaxX Oa
PacnosHaBaHue nognucemn B nnanax
Pacno3HoBaHue rpagmyeckmx 06bEKTOB — TEXHUYECKMX
YyepTexen co wramnamu no NOCTy
PacnosHaBaHue nepcoHasnbHbIX AaHHbIX B BOAUTENbCKNX
YAOCTOBEPEHMAX Her
PacnosHaBaHue nepcoHanbHbIX AaHHbIX B CHATIC Her
PacnosHaBaHne nepcoHanbHbiX 4aHHbIX B IHH Het

H/O

Het

iiii:I:Iiiiiiij::I:Iiiiiiih]:l:':I:':Iiij:lij:li]:I
o flo o @ oflo o SRR © 9 o IR B Bl ©
== = = = B BB BN BA B = Q= = =

[¢]
=

o o @
= = =

o o
= =

o flo o
= =

=]
® )
e

[¢]
=

ii I I
@ @
= =

T
@
pet



DLP-dyHKunoHan

OeTtekuus o6bekToB (ML)

Hetekuust QR-kogoB

[eTtekuus kpyrnbIx nevaten

[eTekuus TpeyronbHbIX nevyaTemn
[letekums wramnos

[etekums nacnopToB

[eTekums BOAUTENBLCKNX YAOCTOBEPEHNAX
Detekuunsa CHUJIC

Detekuusa NHH

[eTekumnsa nnaTexHbIX KapT

Letekuus nognucen

[eTtekums nuL, B ckaHax NNYHbIX JOKYMEHTOB

NopnepxueaemMble anropuTMbl LM POBLIX OTNEYaTKOB
SHA-1

MD5

CRC32

KoHTponb Mo6unbHbIX ycTpoicTe/OC
Android

iOS

Linux Mobile

Sailfish OS

Aspopa OC

Rosa Mobile

Bo3moxHocTH areHTa
BusyanbHbii nHTepdeiic areHta

3anpoc AoCTyna K CHATUIO OrpaHnYeHnii Yepes nHtepdenc
areHTa

MHdopmMmpoBaHme TekyLLero nornb3osartens 06
orpaHnyeHunsix Yepes nHTepdenc areHTa

MecceHaxepbl
Telegram
TamTam
WhatsApp
Viber

Signal

Skype

Zoom

Microsoft Teams
Lync

Bitrix24

Slack

VK Teams
Cisco Webex Teams
eXpress

Yandex Messenger
TrueConf

ICQ

Mail.ru Agent
Discord

Myteam
WeChat
iMazing

Trillian
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Threema

RocketChat
Mattermost

Hangouts

Google Chat

Yahoo messenger
Facebook messenger
XMPP (Jabber)
SberJazz

MTS LINK

DION

RT Link

IVA

APM I'C (Cpega)
Anpekc TenemocTt
KoHTyp.Tonk

Mot ogpmc Squadus
P7-KomaHnga
Onlyoffice Workspace

Cepsucbl BKC
VK Teams
TrueConf
SberJazz

Zoom

MTC JlnHk
Anpekc. Tenemoct
KoHnTyp.Tonk

Email

Pop3

SMTP

IMAP

MIME/ SIMIME
MAPI
Web-mail

MouToBbIE KNUEHTbI
Outlook

Thunderbird

Bat

IBM Lotus Notes
CommuniGate Pro
P7-Ocuc.OpraHaisep
MoinOduc Mouta
Onlyoffice Mail
Mailion

CepBuCbl COBMECTHOM paboTbl

Microsoft 365
Yandex 360

VK WorkSpace
Jira n Confluence
AlterOffice
P7-Ocouc
MonOduc
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CraxaHoBel
MTS Link Jocku Het
GitHub
O6nayHble KoprnopaTUBHbIE peLleHust
KowTyp.[uasok

CepBucbl aBTOpPU3aLMK 1 ayTeHTUdMKaumm
KoHTyp ID Het

cepBMCbl yAaneHHOoro Aocrtyna v ynpaBieHus

ycTporcTBamMmu

KowTyp.foctyn
MpoTokonbl

HTTP/HTTPS [a

FTP/FTPS [a

SFTP Het

AS2
SCP
SSH Ja

SMB
CIFS
MTP [a

Torrent
WI-FI Ja

WebDav [a

CardDAV H/O

SDP
H.323
Megaco/H.248 Het

MGCP
SKINNY
Bluetooth Oa

SIP Het

VolP
Telnet
FireWire Het

PCMCIA
COMILPT
IRDA
HTTPIM Het

MMP [a

ICAP [a

no ICAP

DION Ha

TrueConf Ha

eXpress Oa

Bitrix24
MS Teams
RocketChat Het

VK Teams Het

Squid B nnanax
Usergate UTM Het

Ideco NGFW

Zecurion SWG
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KaHanbl nepexBaTta

DYHKLUUN MOHUTOPUHTra

O6nayHble XpaHUnuLia
DropBox

OneDrive

iCloud

Mega

Evernote

Google Drive
SugarSync

Secret Cloud Enterprise
Nextcloud

O6nako Mail.ru
Axpexc.mck

JleHTa akTMBHOCTU

MalumnHHoe Bpems

Monb3oBaTenbckoe Bpemsi

3arpyska CPU/GPU (BbisiBneHVe MalHuHra)

Yuet paboyero BpemeHu

AsTomaTnyeckuin Tabens YPB

Detanusauma CKY[

MOHWTOPUWHT 3NEKTPOHHOM NOYThI

MOHUWTOPUWHT BNOXEHWI

MOHUWTOPUWHI NnoceLLaemMbix CanToB

MonwuTtopuHr yyacTusa B BKC

MoHwuTopuHr komaHgHon ctpokn CMD

MonwuTopuHr PowerShell

MonwuTtopuHr BBoga komaHg 8 Windows tTepmuHane
MOHUWTOPUHI 3anyLLEHHbIX MPUNOXEHNIA
MoHuTopuHr 6ycepa obmeHa

AHanus noMcKoBbIX 3anpocoB Nonb3oBaTenew
MpocnylmBaHmne 3anncaHHbIX ronocoBbIX NEPEroBOpoB

Kennorep

3anuck BUAEO akpaHa

3anuck ¢ Beb-kamep

3anvck ayamo ¢ MUKpPOodoHa (AMHaMUKOB)
TpaHckpubaumsa ayamonoToka/ayanodaina B TeKCT
KnasnaTtypHbI noyepk

CospgaHuve CHMMKOB 3kpaHa paboyero ctona

CospgaHue CKPUHLLOT NakoB N3 CHUMKOB 3KpaHa
(I'IpOVII'prBaTeJ'Ib nakeToB CHUMKOB SKpaHa)

ABTOMaTUYECKNE CHUMKM C Beb-kamepbl
[etekums nvy npu nomoLum BeG-kamepsl
lpad cBasen coTpyaHuKoB

OTcnexwvBaHue reonokauum coTpyaHUKOB
YaaneHHbI oHNanH NpocMoTp pabo4yero cTona
KoHTponb npucyTtcTeust Ha paboyem mecte
KoHTponb thannosbix onepauui

KoHTponb paboThl ¢ 06nayHbIMy cepBrucamm
KOHTpOmb ceTeBbIX NOAKMOYEHNI

KOHTponb YepHOBMKOB 3MEKTPOHHOW NOYThI
KoHTponb neyatu

KoHTponb yctaHoBneHHoro obopynoBaHus
YepHble/6enble cnucku yctaHoBneHHoro MO
YepHble/6enble CnUckn MHTEPHET pecypcoB
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DYHKLMN KOHTPONA

COTpPpyAHUKOB

AHanuTnyeckmne OyHKUUM 1

KOHTPOJIb PUCKOB

YnaneHHas 6nokupoBka paboyero Mecta coTpyaHuka

Paccbinka onoseLleHuiA Nonb3oBaTensamM HeHaxoaAWnMcs
nog HabnogeHuem

KoHTponb nepecbinaembix COOOLLIEHNI

BromxeTnpoBaHune/koHTponb BromkeTa/pacyer rHaHCOBbIX
nokasartenemn

Tack-meHepKep (NOCTaHOBKa M KOHTPOIb 3a4a4)
TanmTpekep (y4eT BpEMEHU Ha BbIMOMHEHME 3afay)

HacTtpovika nHaMBmMayanbLHOro pacnmucaHns rpadguka
paboTbl COTPYAHNKOB

[ocbe (kapTo4ka) coTpyaHuKa
BbisiBneHne aHomanbHOro nosegeHunst
OTKINOHEHNs1 OT CpeaHero
AHanusaTop puckos

PewtuHrn Hapywmtenen
lMporHo3anpoBaHne puckos

l'vbkasi cuctema oT4eTOB

MocTpoeHve OTHETOB NO COTPYAHMKaM
MocTpoeHne oT4ETOB NO NoApasfeneHsaM
Busyanusaumsa cBogHbIX AaHHbIX
BoisiBnenne TOlMN-HapywnTenem

BbisiBneHve HeoBONbCTBa PaboTon (HENosNbHBIX
COTPYOHMWKOB)

BbisiBneHune uwywimx paboty

BbisiBneHne nepepaboTok

BbisiBneHne HapyLieHuii nonutuk 6esonacHocTv (komMnnaeHc
BbisiBneHne onosgaHumn

BbisiBneHne no3gHnx/paHHmX yxXo4oB

BbisiBneHne HenpoayKTUBHOW aKTUBHOCTH

BbisiBneHne cambix NpoayKTUBHBIX

Tennosasi KapTa HapyLLUEeHWI

Bmayanmaumn N paHXupoBaHMne No cambiM
pacnpoCcTpaHeHHbIM KaHanam yTe4ku MHpopmaLummn

Busyanusaums u paHxvpoBaHue HapyLeHWUin NonuTuK
6e3onacHocTU

Burayanusaumsi v paHxupoBaHue camblx NepeaaBaembixX
arnos/goKyMeHTOB

Hanuuune API

Hannune SDK

B03MOXHOCTb MHTErPaLUn C C CTOPOHHUMU PELLEHUSIMU
Hanuune TeMHou Tembl

YBegomMneHve o BbIXode HOBbIX BEPCUIA

Bo3MoxHOCTb 0BHOBUTBL MULIEH3MIO NPSIMO U3 KOMMIeKca
LUndppoBaHne gaHHbIX

MepeBog xecToB B TeKCT npu nomowm N Bo Bpemsa BKC

Bnokuposka TpaHcnsuum BKC npu ncnonb3saoHumn B
kadecTBe ¢oHa (Intelligent Capture) koHdMAEHLMANbHOW
MHdopMaLmn

KoHTponb npuBunernpoBaHHbIX nons3osatenen (PAM)

KoHTporb kKoprnopaTUBHOM NOYTLl HA INYHOM YCTPONCTBE
6e3 yCTaHOBKM areHTa

Mepenava Tpadmka no ICAP-npoTokony
MonHoueHHas nopgaepxka SIEM (Syslog)

Bebirpy3ska otyetoB/cobbiTuii B SQL

OnepaTuBHas aHanutuyeckasi obpabortka (OLAP)
ABTOMaTV3MPOBaHHOE apXxuBMpOBaHUe cnyxebHbix B
[ByxdakTopHas ayTeHTudukaums
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AononHutenbHbINA
dyHKLMOHan

CoBMecTHas pabota u
nogAaepkka nonb3oBartenen

WHTepdeiic

®dopMaTbi BbIrpy3ku

AOKYMEHTOB

3awwmTa ot nepebopa napons

OTcnexvBaHne agpecoB KpUMNTo-KoLEenbKoB B Bydepe
obmeHa

IMAP-kpaynep (CkaHmpoBaHVe MOYTOBOrO apxvea no
npotokony IMAP)

AHanua SPAN-nopta / Nepenaya TeHeBoM Konum Tpaduka
(SPAN) c ceTeBbIX LUMHO30B

Opranusauusi CU3 no texHonorum (ZTNA)
CeteBoWi OCTYN C HyNeBbIM JOBEPUEM

Mpoeepka Compliance npu ayTeHTUMKaLmum
my6oknin aHanu3 naketos (DPI)

ABTOMaTM3MpOBaHHO€ Cco3faHune 3allmLLeHHbIX apXmBoB
OTnpasBnaeMblX NoONb30BaTeNAMMN JOKYMEHTOB

AHanus 3anaponeHHbIX apXvBoB
Ynpaensemas nepegada gavinos (MFT)
KoHTtponb API-3anpocos

DCAP KoMmnoHeHT

UBA/UEBA KomMnoHeHT

WuTterpauna ¢ MDM-cuctemamm

WuTterpauua ¢ IAM-cuctemamu

WHTerpaums ¢ cepBrcamu peyeBoi aHanuTukm
MHuTerpauma ¢ SOAR cuctemamm
YBegomneHus o cobbiTusax B Telegram

MopakntoyeHne k TexHudeckon nHdpacTpyktype HKLIKA
(FocCOIKA)

Bl-AHanutuka

AHanua naTTepHoB NoBeaeHUs
MpeovkTnBHas aHanuTnka
WHTerpauma ¢ NGFW

ABTOOOPMMpPOBaHME crioBapei Ha 6a3e TexHONornm
MaLLUMHHOTO OBy4eHus

WHuBeHTepusaumsa CK3U (knoun/TokeHbl)
OTobpaxeHne paboymx cTaHLuMIn Ha kapTe ocurca
lMpoBepka areHTOM Bepcui yctaHoBneHHoro MO
WHTterpaumsa B CO

WW-accucTent

WHTerpaumsa ¢ CKY[-cuctemon

BcTpoeHHast MHTepakTMBHas OHManH-4oCcKa NomoraLLas B

paccnegoBaHuUn MHUEOEHTOB

MHTepaKkTUBHBIN TaiMnaiH NpocMoTpa cobbITUi Ans
PYYHOro aHanmu3a KOHTeKCcTa MHUMaeHTa

Hanuune Tack-meHempkepa Ans COBMECTHON paGoThl Haf
paccrenoBaHueM VHLMOEHTOB

BcTtpoeHHas Kanban-gocka ynpasneHus npoLeccom
paccnefoBaHus VHLEOEHTOB

Dashboard (paboyas 30Ha) Ha ocHoBe Habopa BUOXKETOB

OT06paxeHne KnmkabenbHbIX KOHTAKTHbIX AaHHbIX
COTpYAHMWKa B KAPTO4KE COTPYAHMKA

Boirpyska gaHHbIx B hopmate XLSX
Boirpyska gaHHbix B popmate XLS
Bbirpy3ka gaHHbix B oopmate PDF
Beirpyska gaHHbix B popmate CSV
Boirpyska gaHHbix B popmate ODS

Windows
Linux (DEB Based)

CraxaHoBel

Het

Oa

Het

Het

Het

Het
Het

Het
B pa6ote

Het
Het
Het

i}
[

H
H
H
H

=]
@ O N 8 08 ]
= ===

H

Het

B nnanax
B nnanax
B nnanax

B nnanax
Het
Het

Het

Het

B pabote
Oa

Het

Het

Het

Het

Het

Het

B nnanax
Oa
Oa
Oa
Oa

[a

H/O
H/O

B nnanax
B nnanax
Het

i

er
H/O
Het
Het
B nnaHax
B nnanax
Het

Het
H/O

T
@
3

I
o o
= =

oflo o o o lo© [l © [ [
- H=-0-0=-0=- 0= =

1=
[

Het
Het

Het

H/O

Oa

H/O
Oa
Oa
Oa

Het



MopaepxnBaembie OC
(cepBep)

MoppepxuBaembie OC
(KnnUeHTbI)

Mopaepxka oTe4eCTBEHHbIX

OC (cepTtudomnkaums)

Nopnepxunsaembie
nakeTHble MeHeaXepbl
(Linux)

MopnepxuBaemsie B

MoppepxmBaembie Bepcumn

PostgreSQL

Hanuune co6¢cTBeHHOro
MOOUITBHOIO NPUNOXEHUSA

Linux (RPM Based)
MacOS
BSD

Windows
Linux
MacOS
BSD

WHpeput OC
Astra Linux
Rosa Linux

PEO OC

AnbT Linux
AlterOS

Atnant OC
OCHoBa
Crpeney
3nbbpyc JInHyke
Platform V SberLinux OS
KasperskyOS

DPKG, DEB (.deb)

RPM (.rpm)

TAR.GZ (.tar.gz)
PACMAN, TAR.XZ (.tar.xz)

PostgreSQL
Postgres PRO
Oracle

MS SQL

Azure SQL

MySQL

SQLite

ClickHouse

Jatoba

PEQ B

JluHTep

Jluntep-BC

Tantor

Pangolin V Platform
CYb[ KeaHT-mbpua
Arenadata DB
Proxima DB

SoQolL

PostgreSQL 11
PostgreSQL 12
PostgreSQL 13
PostgreSQL 14
PostgreSQL 15
PostgreSQL 16
PostgreSQL 17
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Hanuuue co6cTBEHHOro
pacwmpeHus gnsa 6paysepa

JInueHsum n ceptudmkathbl
Hanuuue nuyHoro kabuHeTta
KommeHTapuin
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Haw Tenerpam-xaHan
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N3 Mmpa MHPOPMaLMOHHON
BesonacHocTu

n Employee Monitoring

@STAKHANOVETS_RU

/| stakhanovets.ru
/1 +7 (499) 110-84-10

/1 info@stakhanovets.ru
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