() CraxaHogey

[loppobHoe cpaBHEHME
«CTaxaHoBeLu
n Crocotime

TonbKo ONA BHYTPEHHEN0 NUCMNOJ1Ib30BAHNA

stakhanovets.ru


http://stakhanovets.ru/

Bepcus npoaykra

Bas3oBbin yHKUMOHan

WUHTerpaumsa c cnyxoéamu

MopgynbHas cTpykTypa

lMpepycTaHoBNeHHbIE crioBapu

KoHTponk yaaneHHoro nogkntoueHuns Citrix XenApp
HacTtpowiku nonutmk 6esonacHocTu
KnneHT-cepBepHas apxuTekTypa

Pabora cepsepa 3a M3

TepMUHanbHbIN cepBep, TOHKUIA KIMEHT
Pabota B dpnamuecknx n BUpTyanbHbIX cpedax
Moppepxka 2-x (aByx) CYBMA SQL

OTtnpaska coobLueHnii Nonb3oBaTensm
BnokvpoBka knaBmaTtypbl U MbILK
Mopnepxka IPv6

JlokanbHoe xpaHeHune

OTnoxeHHoe HabnoaeHne

Moppepxka ogHoBpeMeHHoM paboTbl 6onee 20000
KIMUEHTCKMX NOAKMIOYEHNI

OrpaHuyeHve Tpaduka

LLindppoBaHune Tpadurka gaHHbIX

KoHTponb ceTeBon akTMBHOCTM Yepe3 BCTPOEHHbIN Proxy
B03MOXHOCTb CKpbITOro HabnogeHus

TpeBoxHas KHoMKa (cTon AecTBue Ans Bcex
nonb3oBarenen)

LleHTpanuaoBaHHasi ycTaHOBKa U OGHOBNEHWE areHTa

KoHTponb nonb3oBatenen pabotatoLyne B paMmkax 0aHOro
nomeHa AD

ABsToycTaHoBKa SSL cepTudmkaTa ons naHenm
agMuHUCTpaTopa

PaboTa Ha cepBepax ¢ rpacduyeckumm npoueccopamu GPU
KOHTpOsb LEenocTHOCTM areHToB OT yaaneHus
PaccnepnoBaHue MHUMAEHTOB (KapaHTWH)

NorupoBaHuve fericTeuin ocpuiepa 6esonacHocTu
Busyanusauus HabniogaemMbix AaHHbIX

Mownck oybnupytowmx AOKyMEHTOB

Moppepxka LDAPS

HacTtpoiikn goctyna OU (organizational unit)
PunbTpaumsa Beb-Tpadmka c nogMmeHon ceptudukaTos
dunbrpauus Beb-Tpaduka 6e3 nogMeHbl cepTudukaTos
OTnpaBka OTY4ETOB MO pPacnMCaHNIo

Pa6oTa B pexume ayTcopcuHka (nonb3oBaTenb nog
HabrnogeHreM cam BkrodaeT/oTkodaeT HabnogeHve 3a
coboi)

Busyanusaumsi iHbopMaLmm 0 UCMONb30BaHWMU
BO3MOXHOCTEN cepBepa

AnropuTm JlyHa (nouck HOMepPOoB KpeanTHbIX KapT)
Web-uHtepderic

KOHTEHTHbIN aHanm3

Mopdonoruyeckuii aHanmns

KoHTeKkcTHbIN aHanu3 Ha 6ase ml

Mo6anbHbI nouck

Mowuck no wabnoHam

Mownck B dhannax

Mowck No perynsipHbIM BblpaXKeHUsIM

Active Directory
Samba DC
FreelPA

ALD PRO
OpenLDAP

CraxaHoBel
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KaTanoros

CTtaHaapTbl o6MeHa
OaHHbIMU

MopnepxunBaemblie APl

MopnepxuBaemMble
CUCTeMbl BUPTyanu3auum

MopnepxuBaemble
VPN-wnto3bl

Libdomain

STIX

MS Graph API

Microsoft Hyper-V
VMware vSphere
Oracle VM VirtualBox
KVM

XEN

Parallels Desktop
HOSTVM

ROSA Virtualization

Kpuntonpo VPN-cepeep NGate
C-Teppa LWnio3

Infotecs ViPnet

KoHTnHeHT ZTN

Checkpoint vpn

Cisco VPN

Netams WNAM

DLP-cdbyHKkunn

AHTUdOTO

Mowck no coBnapaoWwmM TepMuHaM U3 JOKyMeHTa
3anpet TpaHCcnALMN AEMOHCTPaLMOHHOro akpaHa B BKC
[onocosoe DLP

3anpet Ha NonHy 1Ny YacTu4Hyl OTNpaBky dannos

3anpeT co3aaHnsa CHUMKOB 3KpaHa (CKPUHLLIOTOB)
rnonb3oBaTensam

PacnosHaBaHve nuu, dakT 3ameLleHns CoTpyaHuKa
3awmTa oT 3akrnenBaHusi Beb-kamep

3awmTa paboyero Mmecta OT MOCTOPOHHEro

3awmTa oT KBULLMHIa

CospaHne undpoBbIX 0TNeYaTKoB cannos

CkpbiTble «BogsHble 3Haku» (watermarks) Ha
N300paxKeHNAX N CKPUHLLIOTaX

AHanus cogepxmmoro annoB 1 nanok (Kpaynep)
OTnpaBka yBeOMIEHN Npy oBHapyXeHUN MHUedeHTa
BriokvpoBka JocTyna K NpUIoXeHUam

BnokupoBka goctyna k cantam

BnokvpoBka paclumpeHnnii 6paysepos

Bnokvposka Drag & Drop mexaHHUK

Bnokupoeka USB-noptos

Brnokuposka MTP-ycTponcTs

3anpet FLASH-HakonuTenew

3anpeT ceTeBbIX NOAKMIOYEHNI Yepes
WiFi/Bluetooth/USB-moaem

Mepexsat SSL-Tpadumka

KoHTponb koprnopaTuBHbIX (hanfioBbiX CEPBEPOB
3anpet CD/DVD/Floppy

Bnoknpoeka RDP-ceccun

Brnokuposka FTP-nogkntoveHnn

3anpeTt bycdepa obmeHa

3anpeT oTnpaBku Ha neyarb

Benble 1 YepHble cnuckm

CraxaHoBel
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BrnokupoBka nepepaun rpaduyeckmx gannos
Busyanusauus maplupyTta ABUXEHUS JOKYMEHTOB
3anpet komaHpg B Linux-tepmMuHane

3anpeT nepecbinku annos

TeHeBble Konun

TeHeBble Konuu nepeaasaeMbix dannos vyepes RDP
MapkupoBaHve JOKyMEHTOB

OrpaHunyeHne gocTyna K OTMapKMpOBaHHbLIM JOKYMEHTam

nOMep)KVIBaeMbIe q)OpMaTbl MapKupoBaHus
AOKYMEHTOB

doc
docx
txt
pdf
xls
xlsx
Xps
csv
pptx
odt
odp
ods
SXW
ppt
rtf
tif
tiff
djvu
dxf
dwg
stl
obj
max
ma
mb
igs
3ds
3dm
cdw
m3d
spw
frw
a3d

OnTuyeckoe pacno3HaBaHue cumBonoB (OCR)
PacnosHaBaHue TeKCTa Ha CKpUHLIOTax
PacnosHaBaHue nognucen

PacnosHoBaHue rpacdpmyecknx 06 bEKTOB — TEXHUYECKMX
yeprexen co wramnamu no MOCTy

PacrnosHaBaHvie nepcoHarnbHbIX 4aHHbIX B BOAUTENbCKUX
YOOCTOBEPEHUSIX

PacnosHaBaHune nepcoHanbHbIX AaHHbIx B CHAJIC
PacnosHaBaHve nepcoHanbHbIX AaHHbIX B IHH

DeTtekumns ob6vekToB (ML)
Hetekumsa QR-konoB
[eTekums Kpyrnbix nevaremn

CraxaHoBel
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DLP-cbyHKkumnoHan

CraxaHoBel

[eTekums TpeyronbHbIX nevaremn B pa6ote
[OeTexums wtamnos B pa6ote
[eTekumsa nacnopTos B nnanax
[eTeKkums BOANTENbCKNX YAOCTOBEPEHUAX B nnanax
Detekumsa CHUNC Het

Hetekuma NHH Het

[OeTekumst nnaTexHbIX kKapT B pa6ote
LeTtekumsa noanucemn B pabote
[eTeKkums nuu B ckaHax NNYHbIX JOKYMEHTOB B pa6ote
MNopaepxuBaembie anropuTMbl LM pPOBLIX OTNEYaTKOB

SHA-1
MD5
CRC32 Ha

KoHTponb Mo6unbHbIX ycTponcTe/OC

Android
i0S
Linux Mobile Het

Sailfish OS
Aspopa OC
Rosa Mobile

Bo3mMoxHOCTHK areHTa

BusyanbHbI nHTEpdelic areHTa Het
3anpoc AocTyna K CHATUIO OrpaHUYeHun Yepes nHtepdeinc

areHTa B nnanax
NHdopmmpoBaHue TekyLero nonb3osartens o6

orpaHuyeHusIx Yepes nHtepdenc areHTa Het
MecceHaxepbl

Telegram Oa
TamTam Het
WhatsApp Oa

Viber Da

Signal Het
Skype Oa

Zoom Oa
Microsoft Teams Oa

Lync Ha
Bitrix24 Oa

Slack Oa

VK Teams Oa

Cisco Webex Teams Ha
eXpress [a
Yandex Messenger Oa
TrueConf Oa

ICQ Het
Mail.ru Agent fa
Discord
Myteam Oa
WeChat La
iMazing Oa
Trillian [a
Threema
RocketChat
Mattermost Het

Hangouts Het

Crocotime
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Google Chat

Yahoo messenger
Facebook messenger
XMPP (Jabber)
SberJazz

MTS LINK

DION

RT Link

IVA

APM I'C (Cpega)
Anpekc Tenemoct
KoHTyp.Tonk

Mot ocpmc Squadus
P7-KomaHpa
Onlyoffice Workspace

Cepsucbl BKC
VK Teams
TrueConf
SberJazz

Zoom

MTC JTnHk
Anpexc. Tenemoct
KoHTyp.Tonk

Email

Pop3

SMTP

IMAP

MIME/ SIMIME
MAPI
Web-mail

MouToBbIE KNIMEHTBI
Outlook

Thunderbird

Bat

IBM Lotus Notes
CommuniGate Pro
P7-Oduc.OpranHaiisep
MowOdwumc Mouta
Onlyoffice Mail
Mailion

CepBucbl COBMeCTHOM paboTbl

Microsoft 365
Yandex 360

VK WorkSpace
Jira n Confluence
AlterOffice
P7-Odnc
MonOdmc

MTS Link Oocku
GitHub

O6nayHble KOPNopaTUBHLIE pPeLueHnst

KoHTyp.Anapok
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CepBuUCbI aBTOpPU3aLumM U ayTeHTU(MKaLmum

KoHTyp ID

CepBuchl yganeHHoro goctyna v ynpasneHus
ycTponcTBammu

KoHTyp.OocTyn

Mpotokonbl
HTTP/HTTPS
FTP/FTPS
SFTP

AS2

SCP

SSH

SMB

CIFS

MTP

Torrent
WI-FI
WebDav
CardDAV
SDP

H.323
Megaco/H.248
MGCP
SKINNY
Bluetooth
SIP

VolP

Telnet
FireWire
PCMCIA
COM/LPT
IRDA
HTTPIM
MMP

ICAP

no ICAP
DION
TrueConf
eXpress
Bitrix24

MS Teams
RocketChat
VK Teams
Squid
Usergate UTM
Ideco NGFW
Zecurion SWG

O6na4yHble xpaHunuwia

DropBox
OneDrive
iCloud
Mega
Evernote

CraxaHoBel
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KaHanbli nepexsarta

DYHKLUUU MOHUTOPUHra

Google Drive
SugarSync

Secret Cloud Enterprise
Nextcloud

O6nako Mail.ru
Axpekc.dunck

JleHTa akTMBHOCTU

MawwunHHoe Bpems

Monb3oBaTtenbckoe BpemMs

3arpyska CPU/GPU (BbisiBNeHne malHuHra)

Y4yeT paboyero BpeMeHu

AsTomMaTunyeckuii Tabenb YPB

Detanuzauna CKY[

MOHWUTOPUHI 3NEKTPOHHOW NOYTHI

MOHWUTOPUHT BNOXEHWN

MOHUWTOPUHI NoceLaemMblX CauToB

MoHuTOopuHr yyacTus B BKC

MoHUTOpUHT KoMaHaHow cTpoku CMD

MoHuTtopuHr PowerShell

MonwuTopuHr BBoga komaHg B Windows TepmuHane
MOHWTOPUHT 3anyLEeHHbIX MPUNOXEHN
MoHuTOpUHr Bychepa obmeHa

AHanu3a novncKoBbIX 3anpocoB Nonb3oBaTtenem
MpocnywmBaHue 3anncaHHbIX roOCOBbIX NEPEroBOpoB

Kewnnorep

3anucb BMAeo akpaHa

3anuck ¢ Beb-kamep

3anucb ayamo ¢ MMKpodoHa (QUHaMMKOB)
TpaHckpubauwmsa aygnonoToka/ayamodarina B TEKCT
KnasuaTypHbIn noyepk

CospaHne CHMMKOB 3KpaHa paboyero ctona

Co3faHne CKPUHLLIOT NakoB M3 CHUMKOB 3KpaHa
(npourpbiBaTent NakeToB CHUMKOB 9KpaHa)

ABTOMaTUYECKNE CHUMKN C BEG-Kamepsbl
[HeTtekumsa nuy, npy nomoLum Beb-kamepbl

pad cBsizen coTpyaHMKOB

OTcnexusaHne reonokaummn CoTpyaHNKOB
YaaneHHbIn oHNanH npocMoTp paboyero ctona
KoHTponb npucyTcTBus Ha pabovem mecTe
KoHTponb thainosbix onepawui

KoHTponb paboTbl ¢ 06navHbiMu cepBucamm
KoHTponb ceTeBbIX NOAKNHOYEHMI

KOHTpOnb YepPHOBMKOB 3NEKTPOHHOW MOYThI
KoHTponb nevatn

KoHTponb ycTtaHoBneHHoro obopyaosaHusi
YepHble/6enble cnucku yctaHosneHHoro MO
YepHble/6enble Cnnckn MHTEPHET pecypcoB
YpaneHHasi 6rioknpoBka paboyero Mecta coTpyaHuKa

Paccbinka onoseLleHuin nonb3oBaTensM HeHaxoaawmmes

nop HabnoaeHem
KoHTponb nepecbinaemMbix COOBLLEHWIA

BropxeTrpoBaHne/KoHTposb GlomxeTa/pacyeT (MHaAHCOBbIX

nokasarenew
Tack-meHeaxep (MOCTaHOBKA W KOHTPOSb 3adad)
TanmTtpekep (y4eT BpeMeHU Ha BbINOMHEHNE 3aaaq)
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DYHKLMN KOHTpONA
COTPYAHUKOB

AHanuTuyeckue OyHKLUMN N

KOHTPOJ1b PUCKOB

HacTtpoiika nHanemnayansHOro pacnucaHus rpaduka
paboTbl COTPYAHMKOB

[ocbe (kapToyka) coTpyaHUKa
BbisiBneHne aHomanbHOro noBeaeHns
OTKNOHEHUS OT CpegHero
AHanusartop puckos

PeiTuHrn HapywmTenemn
MporHosupoBaHve puckos

[mbkas cuctema oT4eToB

MocTpoeHne 0T4HETOB MO COTPYAHUKAM
MocTpoeHne oT4eTOB MO NoapasaeneHnsam
Busyanusauus cBogHbIX AaHHbIX
Boisienenne TOlM-HapywmTenei

BbisiBneHne HegoBonbCcTBa paboTor (HENOSNbHbIX
COTPYAHWKOB)

BbisiBneHue mwywmx paboty

BobisiBneHue nepepabotok

BbisiBneHne HapyLLeHuin NonnTuk 6esonacHoOCTy (KommnnaeHc
BbisiBneHne onosgaHuii

BbisiBneHne nosgHnx/paHHnX yxoaos

BbisiBneHne HenpoayKTMBHOWM akTUBHOCTH

BbisiBneHne cambix NPOAYKTUBHbBIX

Tennosas kKapTa HapyLleHWUn

Busyanusauus v paHxupoBaHue No cambiv
pacnpocTpaHeHHbIM KaHanam yTeukn MHopMauum

Busyanusaums n paHxmpoBaHue HapyLleHUi NonnTuKk
6esonacHocTn

Buayanusauus u paHxupoBaHUe cambix NepeaaBaeMbixX
annos/goKyMeHTOB

Hanunune API

Hanunune SDK

B0O3MOXHOCTb UHTErpaumm ¢ ¢ CTOPOHHUMU peLLEeHNaIMN
Hanuune TemHom TembI

YBegomreHne o BbIXOAe HOBbIX BEPCUI

B03MOXXHOCTb OGHOBUTL NULIEH3NIO NPSIMO M3 KOMMJeKca
LLndpposaHme gaHHbIX

MepeBop xecToB B TEKCT Npu nomoLumn N Bo Bpemsi BKC

Briokuposka TpaHcnsuum BKC npu ucnone3saoHum B
kayecTtBe doHa (Intelligent Capture) koHdmaeHunansHom
MHopMaLmmn

KoHTponbk npuBunernpoBaHHbIX nonb3osartenen (PAM)

KoHTponb kopnopaTMBHOM NOYTHl HA NINYHOM YCTPOMCTBE
6e3 ycTaHOBKW areHTa

Mepenaya Tpacuka no ICAP-npotokony
MonHoueHHas nogaepxka SIEM (Syslog)

Bebirpy3ka otyetos/cobbiTuii B SQL

OnepatuBHas aHanutnyeckas obpabotka (OLAP)
ABTOMaTU3NPOBaHHOE apxMBMPOBaHMe cryxebHbix bJ]
[ByxdpakTopHas ayTeHTUdmKaLms

3awmTa ot nepebopa napons

OTcnexvnBaHne agpecoB KpUnTo-KoLlenbkoB B bydepe
obmeHa

IMAP-kpaynep (ckaHnpoBaHue NO4YTOBOro apxvea no
npotokony IMAP)

Ananuns SPAN-noprta / Nepenaya TeHeBoW konuu Tpaduka
(SPAN) ¢ ceTeBbIX LMO30B

Opranusauns CA3 no texHonorum (ZTNA)
CeTteBoOW [OCTYN C HyNeBbIM 4OBEPUEM

CraxaHoBel
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[ononHuTenbHbIN
cyHKUMOHan

CoBMecTHasA paborta u
nopaepxka nonb3oBaTtenen

WUHTepdenc

DopmaTbl BbIFpy3KU
AOKYMEHTOB

MopaepxnBaemble OC
(cepBep)

MopaepxnBaemble OC
(knueHTbI)

CraxaHoBel
Mposepka Compliance npu ayTeHTUdMKaLmmn Het
MnyGokuit aHanus naketos (DPI)
ABTOMaTU3VMPOBAHHOE CO3faHNe 3aLLMLLEHHBIX apX1BOB
oTnpaBsnsieMbiX Monb3oBaTeNsIMN JOKYMEHTOB Het
AHanus 3anaporeHHbIX apXMBOB B pa6ote
Ynpasnsiemas nepegaya danos (MFT)
KoHTponb API-3anpocos
DCAP KomnoHeHT
UBA/UEBA KomnoHeHT Oa
WHTterpauns ¢ MDM-cuctemamm Het
WHTerpauus ¢ IAM-cuctemamm Het
MHTerpauus ¢ cepercamm pedyeBot aHanuTukm Het

WHTerpaumsa ¢ SOAR cuctemamn Het
YBegomnenus o cobbiTusx B Telegram Ha
MogknioyeHne Kk TexHnyeckon nHdpactpykrype HKLKA

(FocCOTKA)
Bl-Ananutuka Het

AHanus naTTepHOB NoBeAEHUS B nnanax
MpegukTuBHasa aHanuTuka B nnanax
WHterpauma c NGFW B nnanax
ABTOhbOPMUMPOBaHME crioBapei Ha 6ase TEXHOMOrnM

MaLUUHHOIO 0By4eHust B nnaHax
WHBeHTepuaaums CK3W (knioun/TokeHb!)
OT06paxeHune paboumnx cTaHLmMii Ha kapTe oduca Het

Mposepka areHToM Bepcuii yctaHoBneHHoro MO Het

WHTerpauus 8 C3[ Het
MWN-accnctent B pabote
WHTterpaumsa ¢ CKY[-cuctemon Oa

BCTpOGHHaﬂ WHTEepPaKTUBHaA OHIalH-gocKa nomoratoLLas B

paccrefoBaHUM MHLEAEHTOB
WHTepakTMBHBIV TaiMnainH npocMoTpa cobbITuiA Ans

PYHHOTO aHanM3a KOHTEKCTa MHUMAEHTa
Hanuuune Tack-MeHemxepa A5 COBMECTHOMN paboTbl Hag

paccrefoBaH1eM MHUMOEHTOB Het

BcTtpoeHHas Kanban-gocka ynpaeneHus npoLeccom
paccrnenoBaHust MHUEOEHTOB Het

I

Dashboard (paboyast 3oHa) Ha ocHoBe Habopa BUAKETOB Het
OTobpaxeHne KnnkabenbHbIX KOHTAKTHbIX AaHHbIX

COTPYAHMKa B KApTOYKe COTPYAHMKa Her

Bbirpyska gaHHbix B hopmate XLSX B nnanax
Beirpyska aaHHbIx B popmate XLS Ha

Bbirpyska aaHHbIx B dpopmate PDF Ha

Bbirpyska gaHHbix B choopmaTte CSV Oa

Bbirpyska gaHHbix B choopmate ODS Oa

Windows Ha

Linux (DEB Based) Ha

Linux (RPM Based)
MacOS
BSD Het

Windows Oa

Linux Oa

MacOS Oa

BSD [a
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MNMopnepxka oTe4eCTBEHHbIX
OC (cepTudpukaums)

MopnepxuBaemble
nakeTHble MeHeaXepbl
(Linux)

MopnepxuBaemble B

NoanepxuBaemble Bepcum
PostgreSQL

Hanuuune co6cTBEHHOrO
MOGUILHOrO NPUIOXKEHUS

Hanunume co6¢cTBEHHOrO
paclmpeHus ansa 6paysepa

JInueH3snm u ceptucdukaTthbl
Hanuumne nuyHoro kabuHeta
KommeHTapumn

NHdepuT OC
Astra Linux
Rosa Linux

PE[Q OC

Anbt Linux
AlterOS

Atnant OC
OCHoBa
Crtpeney
Onbbpyc JTuHyke

Platform V SberLinux OS

KasperskyOS

DPKG, DEB (.deb)
RPM (.rpm)
TAR.GZ (.tar.gz)

PACMAN, TAR.XZ (.tar.xz)

PostgreSQL
Postgres PRO
Oracle

MS SQL

Azure SQL

MySQL

SQLite

ClickHouse

Jatoba

PEL B

JinHtep

Juntep-BC

Tantor

Pangolin V Platform
CYB[ KeaHT-TMbpug
Arenadata DB
Proxima DB

SoQoL

PostgreSQL 11
PostgreSQL 12
PostgreSQL 13
PostgreSQL 14
PostgreSQL 15
PostgreSQL 16
PostgreSQL 17

CraxaHoBel
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() CraxaHogey

Haw Tenerpam-xaHan

C HOBOCTAMM

N3 Mmpa MHPOPMaLMOHHON
BesonacHocTu

n Employee Monitoring

@STAKHANOVETS_RU

/| stakhanovets.ru
/1 +7 (499) 110-84-10

/1 info@stakhanovets.ru

000 «Craxarosewy, VIHH: 7725836290; OMPH: 1147746831220


http://stakhanovets.ru/
http://stakhanovets.ru/
mailto:info@stakhanovets.ru

