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CraxaHoBel vs Cyber Protego or 06.2025

Ucmopus u nosuyuoHupoeaHue: Cyber Protego — pocculickas DLP-nnamgopma KopriopamugHo20 ypo8Hs, obecrieqdusarouasi KOMMIEKCHYH
3awumy KoHebudeHyuanbHbIx 0aHHbIX Ha paboyux cmaHUusx, cepeepax U e supmyaribHbix cpedax brnazodaps ModyrnbHOU apxumekmype ¢
KOHMEKCMHbBIM U KOHMEHMHbIM aHanu3oM 8 peasibHoM epemeHu. Cucmema noddepxxusaem bornee 50 kaHanos nepedaqyu u 450 gpopmamos
¢batinos, obecredyusaem asmoMamu4eCcKyo peakyuro Ha UHYUAeHmMbl U 803MOXHOCMb MacumabuposaHus 8o decsimkoe mbiCsaY nosib3osameried,
ymo Oennaem eé HalexHbIM peweHueM 055l KpyrHbIX op2aHu3ayul u 20cydapcmeeHHbIX cmpykmyp, uHmezpupyemcs ¢ Active Directory 6e3
dononHUMmMernbHbIX JTUYEH3Ul Ha KOHCOMU U cepeepbl, obecrieyugaem UeHmpanu3oeaHHoe yrpasneHue u 2ubkoe nuyeHsuposaHue rnod nobbie
cueHapuu, a makxe cepmucguuyuposaHa O®CTIK u exmroyeHa 8 peecmp omedecmgeHHoeo [10.

KpaTtkasa nHcgpopmaumsa

KnioueBbie oTnuumusi/aprymMmeHThbI

Moyemy CtaxaHoBeL

«CrtaxaHoBel» — poccunckast DLP-cuctema ,
npeanaratoLLasg yHUKanbHyt HeMpoCeTEBYHO
yHKUMIO «AHTUOTO» ANA BGroKNMPOBKK
dooTorpacmpoBaHna akpaHa 1 NPeauKTUBHbIN
MOAYIb BbISABNEHNSA MHCAWAEPCKUX Yrpo3 Ha
6ase ML, a Takke BCTpoeHHyto HR-aHanuTuky
n ronocoson DLP; peweHne passopaynBaercs
3a 4—-8 yacoB Ha cTaHgapTHOM 060opyAoBaHMM,
nuueH3npyeTcst pa3oBo 6e3 NoANMCOK U Nerko
nHTerpupyetcs ¢ otedectseHHbIMM OC, Torga
kak Cyber Protego ocHOBaH Ha MOLYMNbHOM
noAnMcoYHOM Modenn, UKcupyeTt cobbiTus
NULWb NOCTAAKTyM 1 He NpeaocTaBnsaeT
NPeanKTUBHOIO aHanm3a nHcamngepcKnx
PUCKOB UK ayauo-KOHTpOns akpaHa. Cuctema
nmeet 6eccpoynyto nuueHsnto PCTIK Ha
pa3paboTKy 1 NPON3BOACTBO CPEACTB 3aLLMTbI

«CtaxaHoBeL» npeBocxoauT Cyber Protego
Nno KNn4yeBbIM KPUTEPUAM:

e DLP + kagpoBbIv aHanu3
«CTaxaHoBel» 06beanHsaeT
DLP-dyHKLMM C nonHOMacLuTabHowm
CUCTEMOWN KafpOBOW aHanNTUKN:
NMOMMMO KOHTPOIS yTeuek,
peanu3oBaHa cpaBHUTENbHas OLeHKa
1 NMPOrHO3MPOBaHME PUCKOB,
BbISIBNEeHWe «JIMAepoB 1 ayTcangepos»
1 NpounupoBaHne CoTPyaHWKOB.

e YyéT pabouero BpemMeHu u Tabenb
«CTtaxaHoBeL» ukcnpyeT Bpemsi
npuxogal/yxoga, Nporynbl, ono3gaHus u
pacnpegensier HarpysKky no

KnioueBble nocnaHus NnpU KOHKypeHUnn

OcHOBHOE€ LIeHHOCTHOE npeanoXeHue:
«CTaxaHoBeL» obecneynBaeT KOMMNIIEKCHYHO
3aLWNTY MHPOPMALMOHHbBIX aKTUBOB,
006beMHASA NPOAKTMBHYIO OLEHKY PUCKOB
COTPYAHMKOB Ha Ga3e 3anaTeHTOBaHHbIX
anropnTMoB MaLUMHHOIO 0ByyeHns ang
nosegeHyeckon n HR-aHanutukm (tabene,
npocunuposaHue no 40 MeTpmkam 1 NporHo3
TeKky4ecTun), 6rioKMpoBKY PU3NYECKUX KaHanoB
yTeyek («AHTMAOTO» M CKpbITasi MapKMpPOBKa
CKPUHLLOTOB) M @aHann3 roriocoBbIX
KOMMYHMKaLUWUi, npu aTom paboTtasa Ha nobom
obopynoBaHum ¢ nogaepxkon poccumcknx OC
n 6e3 obnayHbIX CEPBMCOB ANs cobnoaeHns
nmMnopTo3amellenHnsa n TpedosaHum PCTIK.




KOH(praeHunanbHOn MHopMaLmm , 4To
noATBeEPXXAaeT BbICOKMI YPOBEHb
©esonacHocTtu npogykta. bonee 20 000
KNMEHTOB y>Xe ncnonb3ytoT « CTaxaHoBewu» C
06LWKUM YMCNOM YCTAaHOBOK CBbiLle 2
MUWSIMOHOB YCTPOMCTB .

MpogykToBas nNnuHenkKa

e CraxaHoBel. KBaHT: ba3zoBas Bepcus
AN MOHUTOPWUHIa aKTUBHOCTU U y4yeTa
paboyero BpemeHu

e CraxaHoBel. [OfHbIN KOHTPOJb:
PaclwunpeHHas Bepcusi ¢
DLP-dyHKUMSMN 1 KOHTPONEM
obopynoBaHus

e CraxaHoBel. [MPO: NonHas Bepcus ¢
NPOABUHYTOM aHaNMUTUKON PUCKOB U
ahpekTMBHOCTH

LleneBsas ayantopus

e [locyaapcTBeHHblIe CTPYKTYpbl:
OpraHbl BNacTu, NpaBoOXpaHUTENbHbIE
opraHbl

e KpynHble kopnopauuu: bornee 15
komnaHun n3 Forbes Russia

e CpegHun n manbii bu3Hec:
KomnaHum ¢ notpebHOCTbLI0 B 3awmTte
AaHHbIX U KaapOBOW aHanUTUKe

e baHkoBckui cektop: PrHaHCOBbIE
opraHusauuu, Bknrovast AO
«MOCKOMBAHK»

COTpyaHukam B Tabene, Torga Kak
Cyber Protego He npegoctasnser
YHKUMI TPEKNHra paboyero BpeEMeEHN.

BctpoeHHbIn Al-moaynb ansa
HR-aHanuTukmn

B «CTaxaHoBLE» NPUMEHSIOTCS
anropuTMbl MalLIMHHOIO 0By4eHns ans
npeackasaHus yBONbHEHWI, OLIEHKN
BOBMEYEHHOCTU U NPOTUBOAENCTBUSA
npodeccrMoHanbHOMY BbIFOPaHUIO.

3awuTa ot hM3nM4YecKnX KaHanoB
yTeukn «AHTUOTO»
«CTtaxaHoBeL» pacnosHaeT u
OnokupyeT NonbITKN POTOCHLEMKM
3KpaHa rnpu noMmoLLm cMapTgoHa, y
Cyber Protego otcytctByeT
aHanornyHbIi Moaynb.

Crawler-nouck no caunnam u
3awmncpoBaHHbIM apX1MBaM Ha
KNMUEHTCKUX YCTPOMCTBaX
«CTtaxaHoBeL» MHOEKCUPYET U
aHanuaupyeT dansibl B peanbHOM
BpemeHu, Torga kak B Cyber Protego
oBHapy>XeHne KOHTeHTa peann3oBaHo
yepes otaernbHbIn Discovery-ckaHep
6e3 HenpepbIBHOIO KpaynuHra.

OHNnanH-MOHUTOPUHI Beb-Kamep m
pexum «bocc-Online»
«CTaxaHoBeL» NO3BOMSET B peanbHOM

Korpa BbiGupaTb CTaxaHoBeL, BMeCTO
Cyber Protego:

HeoGxoauma npoakTuBHaA oueHKa
YyerioBeYECKUX PUCKOB

Ecnun BaxHO npefckasbiBaTh MHCAWOepCKue
yrpo3sbl 4o dakta ytedkn, «CtaxaHoseu»
NCNonb3yeT 3anaTteHTOBaHHbIE anropuTMbl
MaLLMHHOro 0byyYeHnst 4nsi pacyeTa ypoBHS
pucka cotTpyaHukoB no 10-6annbHou Wwkane, B
TO Bpems kak Cyber Protego orpaHnunBaetcs
peakTUBHbIM BbIiIBIEHMEM aHOMaru1m
NOCTMaKTyM.

TpebyeTca 3awmTa PU3nYecKnx KaHanoB
YTEUKHM

Mpwn yrpose poTOCHLEMKM 3KpaHa U
HEeoBXoOUMOCTU CKPbITOM MapKUPOBKU
CkpuHLWOoTOB «CTaxaHoBeL» aBTOMaTUYeCKn
GnokMpyeT 1 BoAsHbIM 3HAKOM nomMmevaet
CHUMKWM, Torga kak y Cyber Protego HeT
aHanorMyHoro Moayns aHTu-qgoTo.

Hy>eH aHanu3 ronocoBbIX KOMMYHMUKaLMN
[nsa koHTponga VolP-3BOHKOB U NeperoBopos B
mMecceHopxkepax «CTtaxaHoBel» nogaepXxneaeT
3anuck 1 aHanua ayamo, a Cyber Protego
doKycupyeTca Ha TEKCTOBOM KOHTEHTE U HE
obpabaTtbiBaeT ronoc.




BpeEMeHUN HabnoaaTb 3a padbounm
CTONOM 1 Beb-kaMepor COTPYAHUKOB,
OTNPaBNATb CPOYHbIE YBEAOMITEHNSA U
MrHOBeHHO 6rnokupoBaTh [1K, yero HeT
B (pbyHkumoHane Cyber Protego.

MoaxoauT ansa MMnopTo3amelleHus
«CTaxaHoBeL» NOMHOCTbI0 poccuinckas
paspaboTka ¢ BKM4YeHNeEM B EANHLIN
peectp MO MuHuMdpbI 1
ceptudukatom PCTIK IV ypoBHS
AOBEPUS, a Takke Noaaep>Kkom
oTteyecTBeHHbIX OC; Cyber Protego He
NO3NLMOHNPYETCA KaK pellueHne ans
NMNOPTO3aMeELLEHUNSA U
cepTnmLMpoBaHO NPENMYLLECTBEHHO
ANs BUPTyanbHbIX cpes.

MHCTpyMeHTbI MOTMBaLUK U
KPIl-ynpaBneHus

«CtaxaHoBeLy» nomoraeTt
dopmmpoBaTtb cbanaHCUpOBaHHbIE
CMCTEMbl BO3HArpaxaeHus un
npemMupoBaHNg Ha OCHOBE
00BEKTUBHBLIX METPUK 3(PDEKTUBHOCTH,
Torga kak Cyber Protego orpaHnyeH
aygutom DLP-cobbiTui.

MporHo3upoBaHue TeKy4ecTu u
yAep)KaHue KroyeBbiX COTPYAHUKOB
«CTtaxaHoBeL» aHanuanpyet
noBefeHve nepcoHana, bonee 4yem no

Heobxoguma BcTpoeHHaa HR-aHanuTuka m
y4yeT pabo4yero BpeMeHu

Korga BakHO 0QHOBPEMEHHO 3aLmLLaTh
OaHHble 1 aHanM3npoBaTb 3PPEKTUBHOCTb
nepcoHana, «CtaxaHoBeL» BKMoYaeT Moaynm
KagpoBow aHanuTukm (40+ napameTpoB
BOBIIEYEHHOCTU 1 NPOAYKTUBHOCTK), a Cyber
Protego He nmeet BCTpoeHHbIX HR-GyHKLNA 1
TpebyeT BHELLUHNX PELLUEHUNA.

OrpaHuyYyeHHble CUCTEMHbIe pecypChbl
KOHEYHbIX YCTPOMUCTB

Mpun yctaHoBKe Ha manomoLHble MK n
3aKpbITble ceTn «CTaxaHoBeL» NpeabsBnseT
HuU3kue TpeboBaHus (<2 % CPU) n pabotaet
odonariH 6e3 obnayvHbIX CEpPBMUCOB, TOrda Kak
Cyber Protego opveHTMpoBaH Ha NpuBbIYHOE
annapaTtHoe obecneyeHve n BUpTyarnbHble
cpeabl ¢ 6onbLuer Harpy3Komn.

TpebyeTcsa AOKyMeHTanbHoe
A0OKa3aTenbLCTBO NpU paccrneaoBaHUm
MHLMAOEHTOB

«CTaxaHoBeL» COXpaHsIeT AoKa3aTenbCTBa C
BOOSHBIMY 3HAKaMW 1 CHUMKaMK 3KpaHa C
NPVBA3KON K KOHKPETHOMY MOfb30BaTESH0, YTO
ynpoLwuaeT cyaebHble paccrnegoBaHus; y Cyber
Protego TeHeBOe konNMpoBaHUe ecTb, HO HET
CKPbITON MapKMPOBKM AN nocrneayowero
aBTOPCTBA.




40+ napameTpaM C LEerbto BbISIBIIEHUS
PUCKOB «yTeYeK MO3roB» 1 npegnaraet
peLLeHns No yaepkaHuto TanaHTta, B
Cyber Protego otcyTcTtBytoT
HR-opueHT1poBaHHbIE MPOrHO3HbIE
mMoaynu.

EpvHas «Bcé-B-ogHOM» nnaTtdgopma
«CTtaxaHoBeLy» BKkntodaeT DLP,
MOHUTOPWHT, aHanUTU4eckne n
HR-mogynun B ogHoM nuueHsnn, Toraa
kak Cyber Protego noctpoeH no
mogyrnsHomy npuHumny (Device
Control, Web Control, Content Control,
TS, Search Server u Discovery),
Tpebysi OTAENbHOIO NMLUEH3MPOBAHNSA
Ka)Koro KOMMoOHeHTa.

CuctemMHble TpeboBaHUA U
Npou3BOAUTENIbHOCTb

«CTaxaHoBel» nNpeabsBnsieT
MUHUMarbHbIE CUCTEMHbIE TpeboBaHUSA
(MmeHee 2% Harpy3ku Ha CPU) n moxet
paboTaTb Ha ManomoLllHbIx MK, Cyber
Protego Tpebyet 6onee coBpemeHHoe
annapaTHoe obecneyeHne n
OPWMEHTUPOBAH Ha NpPMBbIYHbIE paboune
ctaHuuu c Intel Core i3 n BbliLLe.

MacwTtabHas KnueHTcKkas 6asa:
Bbonee 20 000 knneHTOB U 2+ MIH
YCTaHOBOK, BKItovas 15+ komnaHmin na
Forbes Russia

PaboTta B TepMMUHanNbHbIX U
BUPTYanu3MpoBaHHbIX cpeaax

Ecnn Hapo KoHTponunpoBaTb 6ydep obmeHa u
ycTponctea B VDI/TS-ceccusax Ha Astra Linux,
«CTaxaHoBeLy nogaep>xmBaeT NogobHble
cueHapuu, a Cyber Protego TS ans
BUPTYarnbHbIX cpen AOCTYMNeH nNpexane BCero Ha
Windows 1 He Ha Bcex auctpubyTtmnsax Linux.

Hu3kas ctroumocTb BnageHus

[ns KoMnaHum ¢ orpaHMYeHHbIM BHOOKETOM
«CtaxaHoBeL» npegnaraeT (PUKCUPOBaHHYHO
LeHy 3a nuueH3nto 6e3 AoNOMHUTENbHbIX
mMoayrnen, MUHUMU3NPYs 06LLYH0 CTOMMOCTb
BnageHus, torga kak Cyber Protego
ncnosnb3yeT MoOYIMbHY Modenb U MOXeT
TpeboBaTb gonnatkbl 3a OTAENbHbIE
KOMMOHEHTHI.

KnroyeBble npeunmyuiectBa CtaxaHoBUA
Hapg Cyber Protego

TexHonorun4yeckue n peunmMyLiecTBa:

e [lpoakTMBHaA oLeHKa PUCKOB Ha
6asze N
«CTaxaHoBeL» Mcnonb3yeT
3anaTreHTOBaHHbIE anropuTMbl
MaLUMHHOro oby4eHnst Ang pacyeta
YPOBHS pUCKa COTPYAHWUKOB MO
10-6annbHoi Wwkane. Cuctema




MwuHnmanbHas |\ Tpebyet Gonee
Harpyska Ha LI, MOLLHOrO
NnoAxoAuT Ans obopyaoBaHus,
cnabblx MOXET 3aMenaTb
KOMMbIOTEPOB paboTy cucTembl
[43anatentoBanHbl | XK Tonbko

€ anropuTMmbl
MaLUNHHOTO
0byyeHns ans
pac4yeTa ypoBHS
pvicka COTPYAHVKOB
no 10-6annbHoMn
wkane.lNpeackasbis
aeT vHcangepckue
yrpo3sbl Ao dakTa
yTeuKn,
aHanusupyet
nosegeHue no 40+
napameTpam

peaKkTUBHbIN
aHanm3 aHomanum

[Y4AsTOmaTuueckoe
obBHapyxeHue un
GnokmpoBka
MomMbITOK
coTorpadmpoBarb
3KpaH ¢
KOHMAEHLUMANbHbI
MU
AaHHbIMU.Bnoknpye
T omsmyeckni
KaHan yTeukm
nHdopmaummn yepes
CbEMKY 3KpaHa

X Orcytcreyet

PacnosHaBaHue
nnL 1 aHanus
KNaBMaTypHOro
nouepka ans
BbISIBIIEHUS!
HeCaHKLMOHNPOBaH

X Orcytcteyet

aHanuaupyeT nosegeHve COTPYaHUKOB
6onee 4yem no 40 napameTpam 1
NPOrHo3npyeT NHcangepckme yrposbl
A0 nx Bo3HuKkHoBeHuA. Cyber Protego
OrpaHN4MBaETCS TONMbKO PeaKTUBHbIM
aHanM3om aHomanui 6e3 yHKLMI
NPeauKTUBHON aHanUTUKN.
BcTtpoeHHasa HR-aHanuTtuka u
KagpoBbIA aHanu3

«CTaxaHoBeLUy» 00beguHsieT yHKLUN
DLP c komMrnnekcHon aHanuTukomn
3PHEKTMBHOCTN U BOBNEYEHHOCTM
COTPYOHMKOB, aHanuaupysa 6onee 40
napameTpoB. Cuctema Bknovaet
Tabenb yyeta paboyero BpeMeHu,
NPOrHO3MpOBaHWE YBOSIbHEHWUI U
npodunupoBaHue nepcoHana. Cyber
Protego chokycupyetca ncknoumtensHo
Ha DLP-dyHkumsx 6e3
HR-komnoHeHTa.

3awmTa ot (husanyeckmx KaHanoB
yTeukn (AHTUDOTO)

«CTaxaHoBel» aBTOMaTUYECKM
oBHapyxumBaeT 1 6rnokupyeT NonbITKA
cchoTorpadmpoBaTh 3KpaH ¢
KOH(pMAEHUMaNbHbIMU AAHHBIMW,
NCNonb3ys HEMPOCETEBbBIE ANTOPUTMbI
ANSA aHanu3a BMaeonoToka ¢
Beb-kamepbl. Cuctema 6nokupyet
KOMMNbIOTEP, CO34aET KOHTP-CHUMKM
HapyLUMTENEN N MTHOBEHHO OMOBELLAET
pykoBoacTteo. Cyber Protego He numeet




HOro goctyna.
MNoBbiwaeT
HaOEXHOCTb
BbISIBNIEHUS
MCMonb30BaHus
KOpropaTuBHOW
TEXHUKN
NOCTOPOHHMMM
niuamun

KomnnekcHas
aHanuTuka

AP HEKTUBHOCTY 1
BOBMEYEHHOCTU
COTpyAHMKOB no 40+
napameTpam.
O6beanHseT
3aLUMTY AaHHbIX 1
KaapoByto
aHanuTUKy B OOHOM
peLueHun

X Tonbko
DLP-gyHkumn, 6e3
HR-koMnoHeHTa

[ZAMrHoBeHHas I\ KoHTponb
peakuus Ha MeCCeHKEePOoB
KNlOYeBble C/I0Ba B | 3asB/IEH, HO
roN0COBbIX aHanus ronoca
neperoBopeHunsx oTCyTCTBYET
(Skype, Teams,

Zoom v fip.)

[Y4otcnexusaer X Orcytcteyet
reosoKaLmio

KOpnopaTUBHbIX
YCTPOWCTB C y4eToM
VPN-MacKupoBKu 1
BKJIOYAET JaHHble
B OTYeTbl MO
pvckam.

["ABopsHble 3Haku
Ha CKpWHLIOTax A
naeHTudrKaLmum
MUCTOYHUKA YTEUKM.
O6ecneynBaet

X Orcytcteyet

aHanormyHbIX PyHKUMI 3awmnThbl OT
doToCHLEMKM IKpaHa.

BuomeTpuyeckas nageHtTudpukauma
«CTaxaHoBeL» BKMOYAET BCTPOEHHYHO
TEXHOMOrM0 pacno3HaBaHusa nuy, ¢
NMOMOLLIbIO HEMPOCETN N aHann3
KnaBmaTypHOro noyepka ans
BbISIBIIEHNSA HECAHKLMOHMPOBAHHOIO
poctyna. Cuctema pabortaet
aBTOHOMHO 6e3 MHTEPHETA N MOXET
onpenenuTb UCNonb3oBaHne
KOMMblOTEPA NOCTOPOHHUMM NLAMMU
UM COTPYAHNKAMUN B U3MEHEHHOM
coctosaHun. Y Cyber Protego
OTCYTCTBYOT TEXHOMOIMMM
OroMeTpurYecKkon naeHTMduKaLmm.

CKpbITass MapKMpoBKa CKPUHLLOTOB
BOASIHbIMUW 3HaKaMMm

«CTaxaHoBeL» HaknagblBaeT
He3aMeTHble BOAsIHbIE 3HAKN Ha
PrintScreen-nsobpaxeHnunsa ons
nocriegyoLlen naeHTngukaumnm
NCTOYHMKA yTevkn. Anroputm pabotaet
Jaxe npu nepecoxpaHerHun B JPEG un
N3MEHEHNM PAa3MEPOB N30BpaKeHMs.
Cyber Protego He nmeet TexHonormn
CKPbITOM MapKMPOBKM CKPUHLLOTOB.

AHanus knaBnaTypHoOro no4vepka
«CTaxaHoBeL» ukcmpyeT
NHAMBMAYanbHble 0COBEHHOCTU




[0KasaTesNbHYHo
6a3y ans
paccnefoBaHui
VHUNAEHTOB

[43kcTpeHHasn X Orcytcteyet
6110KMpOBKa
KJ1laBMaTypbl 1
MbILK A0
BbIICHEHUSA
06CTOATENBCTB
Bo3mMoXHOCTb
HemeaSIeHHOro
npeceyvyeHns
Nof03pUTENbHbIX
LEeNCTBUN.

CraxaHoBel pa6oTaet Ha Win, Linux, Mac
(Tonbko knneHT), PostgreSQL, MS SQL Server,
OteuecTtBeHHble Debian coBmectumble OC,
oTeyecTBeHHble Postgre coBmectumble CYB[

Habopa nonb3oBarens 3a
KOMMNbIOTEPOM M NO3BONSET
onpenennTb, KTO UMEHHO Habvpan
TekcT. Cuctema MoxeT 0OHapPYXUTb
COTPYOHWKOB B MU3BMEHEHHOM
PU3NYECKOM NI NCUXMHECKOM
COCTOSIHUM (anKOrorbHOE OMbsiHEHME,
cTpecc, genpeccus). Y Cyber Protego
Takast PyHKUMSI OTCYTCTBYET.

Fonocosoe DLP

OnucaHue: «CtaxaHoBeu» 3anucbiBaeTt
n aHanuaupyet VolP-neperoBopsl B
MecceHoxepax, Bkntovas Skype, Lync,
Telegram, ¢ BO3MOXHOCTbO
pacnosHaBaHusi peun. Cyber Protego
KOHTPOMMPYET TOSbKO TEKCTOBLIE
coobLLeHNs1 B MecceHaxXepax, aHanma
rOrI0COBbIX KOMMYHUKaLMIN He 3asBMeEH.

OKoHOMMYeCKHue n peunmMyLlecTBa:

bonee HM3kas ctoMmocTb: OT 2590P vs
ot 12516P 3a nuueH3nwo

[Npo3payvHas ueHoBas NonUTUKa C
YETKMMU CKUAKaMMU

Jlyyllee COOTHOLIEHWE MHHOBALUWK K
LueHe




Ctparterusi nepexopna knmeHtoB co Cyber
Protego:

[deMoHCcTpaLnsa YHUKanNbHbIX
NUN-Bo3mMoOXHOCTEN

MNokaxuTe, kak «CTaxaHoBeL»
npegoTBpaLlaeT yTeyku Yyepes
npeBeHTUBHbIN NN-aHanu3 nosBegeHuns
COTPYOHMKOB A0 (hakTa nepegayn
OaHHbIX, Torga kak Cyber Protego
paboTaeT peakTUBHO U He
NPOrHO3MpyeT NHCanaepCcKMe pUCKN Ha
6a3e MalnHHOro 0By4eHus.
[MpoaeMOHCTPUPYNTE MEXAHU3M
HernpepbIBHOIO caMoobyyeHns
«CTtaxaHoBLa», KOTOpPbIA aganTupyeTcs
K HOBbIM yrpo3am 6e3 py4HbIX
OBOHOBEHNI NONUTUK.

Mpe3eHTauna GUOMETPUIECKOro KOHTPONS

IMpogemMoHCTpupynTe aHanms
KnaBmaTypHOro nodepka n asTOHOMHOE
pacno3HaBaHue nuu, «CTaxaHoBLa,
NO3BONSAKOLLNE BbISIBNATb
HeCaHKUWOHUPOBAHHbIA AOCTYM U
ncmxonornyeckme aHomanun. Y Cyber
Protego HeT HM 0gHOW BCTPOEHHOM
OromMeTpuryeckon QYHKLMN.

O6paTnTe BHMMaHWE Ha XpaHeHue
OMomMeTpuryeckux LwabnoHos
NCKINIOYMTENBHO B FTOKarbHOM
NHMPACTPYKTYype KNMeHTa, 4YTo
MOMHOCTLIO UCKITHOYAET nepenadvy




OaHHbIX B obnako.

BbluncneHne aKoHOMUU NpU nepexoae

CpaBHuTe rogoByto CTOMMOCTb
«CraxaHoBua» (2 590 P/nuueHsuns) c
pa3oBOK NOKYNKon 6GeccpoyHOn
nunueHsun Cyber Protego (37 314 P) n
noanuckon obHoeneHun (1 590 P/ron).
Ha 100 nonb3oBaTenax 9KOHOMUA B
nepsbin rog coctasut 3 631 400 P.
Paccuntante nporHo3mpyemyo
3KOHOMWIO Ha TpW roga Bnepés c
YYETOM OTCYTCTBUSA €XerogHblx gonnar
3a JONOMHUTENbHbIE MOAYIN.

MpeanoxeHue 6bICTPOro nunorta

OpraHuayiTte TecT-nunoT Ha 3-5
paboumnx mecTax ¢ pa3BepTbiBaHNEM 3a
2—3 yaca 6narogaps nerkoBeCHbIM
areHTy «CTaxaHoBua». B aTo Bpems
passepTbiBaHue Cyber Protego 3anmer
Kak MUHUMYM 1-2 paboumx gHSA ¢
y4yacTUEM UHTErpaTopoB.

Bkritounte B NUoT rotoBble gawbopabl
1 oT4yéTbl «CTaxaHoBLaY,
OEeMOHCTPUPYIOLLNE KNoYeBbIEe
nokasatenu acddektnsHoctn (KPI) B
pearnbHOM BPEMEHM.




AKUEeHT Ha ou3nvecKkon 3awmTe AaHHbIX

e [lpogeMoHCTpupynTe Moaynb
«aHTK-poTO» — aBTOMATUYECKOE
OrnoknpoBaHue MonbITOK
choTorpadupoBaTb 3KpaH 1 CKpbITas
MapKMpoBKa CKpuHLIOTOB. Cyber
Protego He KOHTponupyeT usndeckme
KaHanbl yTEYKN N HE MapKupyeT
n3obpakeHusi.

e PacckaxuTte 0 BO3MOXHOCTU
WMHTEerpaummn «aHTmn-goTo» C
KOprnopaTMBHbIMU CUCTEMAMM
BMOEOHAON0AEeHNS ANst paclUMPEHHON
aHanUTUKN UHLWMOEHTOB.

MpocToTa BHeapeHus n noanepKKu

e Pacckaxute o equHon BeO-koHcoNU
«CTaxaHoBLa» C MHTYMTUBHbLIMU
fawbopaamu, MrHOBEHHbIM
OOHOBMNEHWEM MONUTUK U
aBTOMATUYECKUM NPUMEHEHNEM
n3meHeHun 6e3 nepesarpy3oK areHToB.
Y Cyber Protego Heckonbko
pa3po3HEHHbIX MOAYIEN N KOHCONEWN,
KoTopble TpebyoT pyyHOI
CUHXPOHU3aLUM.

e OTMmeTbTe HanMyne BCTPOEHHbIX
LLabNoOHOB roTOBbIX MOMUTUK
©e30nacHOCTM, KOTOpbIE NO3BOMSOT
3anyCTUTb 3aLUUTY 3@ CYMTaHHbIE
MUHYTbI.




Mpo3payHocTb LeHoo6pa3zoBaHUA

MogyepkHUTE OTCYTCTBUE CKPbITLIX
Jonnat: BCe OCHOBHbIE (OYHKLIMK
(bnometpusa, aHtTu-dpoto, MN-aHanns)
BXOAAT B 6@30BY0 NMLIEH3NIO
«CtaxaHoBua». Cyber Protego
npodaéTcs OTAenbHO 3a
A0POrocToALLME MOAYIN U
obOHoBIEHMS.

MpeacTaBbTe ycnosus rmbkomn
nporpamMmmbl CKMOOK Mpu Nokynke ot 50
TNULIEH3UNIA N MHOTOMNETHNX
cornalleHusiX, YTo AOMNONTHUTENBHO
CHMXaEeT CTOMMOCTb BHEAPEHUS.

PacuéT 6bicTporo ROI

MpooemoHcTpupynTe, 4To Bnarogaps
aBTOMATUYECKUM OTHETAM U
npoakTMBHOMY aHanuay «CTaxaHoBeL»
CHWKaeT Harpys3ky komaHabl Vb Ha
30%, 9KOHOMUT BpeMs Ha
paccrnenoBaHuaX U NpegoTepallaeT
XOTS 6bl OOUH CEePbe3HbIN UHUNOEHT
(cpegHun ywep6 ~1,9 mnH P). Jaxe
6e3 yyéTa 3KOHOMUM NNLIEH3UI
peLLeHne OKynaeTcsi 3a HECKOIbKO
MecsLUEeB.

[NoKkaxnTe CHMXEeHne 3aTtpaTt Ha
BHELUHME ayauTbl U WTpadbl 3a
HECOOTBETCTBME PEryNATOPHbLIM
TpeboBaHuaM brarogapsa BCTPOEHHOM
MOAYITbHOM OTYETHOCTMW.




Mo3nunmoHnpoBaHne Kak pelleHne «BCE B
Oo4HOM»

O6bAcHUTE, YTo «CTaxaHoBeL»
ob6beauHsieT DLP, HR-aHanuTuky, y4ér
paboyero BpeMeHu 1 NPOrHO3npoBaHme
pUCKOB B eanHou nnatdopme, Toraa
kak Cyber Protego — 3710 TOnbKko
knaccuveckui DLP, Tpebytowmi
WMHTEerpaumm ¢ AoNOSTHUTENbHbLIMMN
cuctemMamm ans KOMMIeKCHoro
KOHTpOSS.

lMogyepkHUTE ynpoLleHne ynpaeneHns
MB 3a CY4ET CHMKEHNS KonnyecTBa
BEHOOPOB 1 €ANHON TOYKN KOHTPONS.

3aknunTenbHbIN aprymMeHT o
CYBEepPEeHHOCTU U UMNOPTO3aMeLLeHUN

Boigenute, yto «CtaxaHoBeL»
MOMTHOCTbI0 aBTOHOMEH,
ceptuduumporaH PCTIK IV ypoBHS 1
NOAAEPXMBAET BCE KMOYEBbIE
poccurckne OC n CYB[. 310
rapaHTUpyeT COOTBETCTBME
rocyaapCTBEHHOW NONNTUKE
NMNOPTO3aMeLLEeHNS 1 3alumaeT
AaHHble OT yTeyek B 3apybexHble
obnaka.

OTmeTbTe Hanuume ouumanbHbIX
3aknoyeHnn MuHumndpsl 1
NoATBEPXXAEHNE pe3naeHTCTBa B
CKonkoBo, KoTopble ynpoLuarT
NPOXOXAEHUE roCc3aKynoK 1 TeHOEpOB.




Bonu knueHTOB

Pabora c Bo3paxeHnaAMum

YTeukn KoHduaeHumanbHoM nHdopmauumn
e [lo gaHHbIM nccnegoBaHun, B Poccun

Kaxpas gecaras yredka JaHHbIX
cBsi3aHa C AeCTBUSMWN COTPYOHUKOB,
npuyem 89% yTeyek BHYTPEHHErO
Xapaktepa SBnATCA YMbILLUNEHHbIMUA.
CraxaHoBeL, 3 eKTUBHO peLlaeT aTy
npobnemy, KOHTPONMpPYS BCE KaHasbl
nepegaym nHpopmaumm n 6nokmpys
nogo3puTernbHble AENCTBUS.

CnoXHOCTb agMUHUCTPUPOBaAHUA
DLP-cuctem
e MHorue DLP-pelueHus Tpebyiot

3HaYNTENbHbIX PECYPCOB A1
HacTporkn n nogaepxku. CTaxaHoBel
npegnaraet MHTYUTUBHO MOHATHbIN
NHTepdenc n eguHyo KOHCOMb
yMNpaBIieHNs], YTO CHUXKAET Harpy3Ky Ha
WT-cneumanncToB 1 ynpoLaet
aAMUHUCTPUPOBAHME.

HeobxoanmocTb MMnopTo3amMelleHus
e B ycnosusax caHkumi n TpeboBaHuii

pPerynsiTopoB KOMNaHWW BbIHY>XOEHbI
nepexoauTb Ha otedecTBeHHoe [M0.
CraxaHoBeL, NOMHOCTbIO COOTBETCTBYET
TpeboBaHUAM MMNOPTO3aMeLLEHNS U
obecneynBaeT COBMECTUMOCTb C
poccunckummn OC 1 nporpammMHbIMK
npogyKramu.

e Bo3spaxeHue: "CmaxaHosey He
nonHouyeHHasi DLP-cucmema”

o OtBeT: «CTaxaHoBeL»
ABNSIETCA MNOSTHOLEHHON
DLP-cuctemomn, 4To
NOATBEPXKAAETCA HaNM4Ynem
nmuensun PCTIOK PO Ha
pa3paboTKy 1 NPoOn3BOACTBO
C3WU un BkntoyeHnem B EanHbIn
peecTtp oTeyecTBeHHoro MO
MwuHuundpbl. Cructema
KOHTponupyeT cBbie 20
KaHarnoB KOMMYHMKaUun (noyTa,
MecceHoxepbl, obnaka, USB,
neyatb, «AHTUGOTOY),
aHanuanpyet n brnokupyet
No4o3puUTENbHbIE AENCTBUS,
MapKMpyeT OOKYMEHTbI
BOOSHBIMW 3HaKamu n
dhopmupyeT gokasaTenbHyo
6a3y, a 3anaTteHToBaHHbIe
anropMTMbl MaLUMHHOIO
00y4eHns NPOrHO3NPYOT PUCKN
yTeuexk.

e Bo3spaxeHue: "Y Cyber Protego bonee
WwupoKuli oxeam KaHasos"

o OTBeT: BMecto «MHOro, Ho
cnoxHo» «CtaxaHoBeL»
dhoKycnpyeTcsa Ha KnodeBbIX
50+ kaHanax, AonosHAsA UX
YHUKamNbHbIMU MOAYNSIMU




KOHTpOﬂb yaoaneHHbIX COTPYAHUKOB

C pocTtom yaaneHHon paboTbl
KOMMNaHMKN CTankmealtTCs ¢ npobnemom
KOHTpONS adhPEeKTUBHOCTU U
6e3onacHOCT yaaneHHbIX
coTpyaHukoB. CTaxaHoBel, npegnaraet
MOMHOLEHHbIN MOHUTOPUHT yAaneHHbIX
paboymx MecT C TPEKMHIOM reonosnumu
N aHanM3oM akTUBHOCTW.

Bbicokue witpadbl 3a yTe4KM AaHHbIX

HoBsoe 3akoHOOaTENbLCTBO
npegycmartpmaeT 060poTHbIe WTpadbl
0o 500 mnH pybnewn 3a yTeuky
nepcoHanbHbIX AaHHbIX. CTaxaHoBel,
nomoraeT npefoTBpaTUTb YTEUKM U
MUHUMU3NPOBATL PUCKM (PUHAHCOBbIX
notepb.

Huskas npoussoauTEnLHOCTL
COTPYAHUKOB

PykoBoauTenu KoMnaHum 4acto He
nmelT 0ObEKTUBHOM MHpOpMaLmmM O
pearibHOW 3arpy>KeHHOCTU U
ahPEKTMBHOCTUN NepcoHana.
«CTaxaHoBeL» N03BOSISAET
aHanuMsMpoBaTb NPOOYKTUBHOCTb
COTPYAHVKOB, BbISIBNATb
HeaeKTUBHbIE NPOLECCHI U
onTMMMn3npoBaTb pabodee Bpems.

onomeTpumn, «AHTUDOTO» K
ronocooro DLP, 4to noBbiwaer
3hPEKTMBHOCTL M yrpoLlaeT
aAMWUHUCTPUPOBAHMNE MNOMUTUK
6e3 n3bbITOYHOCTH.

BospaxeHue: "Cyber Protego —
bornee ussecmHnbil 6peHd"
o OTBeT: Y3HaBaeMocTb bpeHaa

He rapaHTupyet
TEXHONOrn4Yeckoe
npeumyllecTBo: « CTaxaHoBeL»
HacuuTbiBaeT 6onee 20 000
knueHToB 1 cebiwe 2 000 000
YCTaHOBOK, BKIHOYas KPYMHble
NPOMBbILLIIEHHbIE U
roccektopasnbHble NPOEKThl.
OT10 noaTBepxaaet
BOCTpPebOBaHHOCTb peLLEeHUs n
€ro HaeXXHOCTb Ha PbIHKe
WHOPMaLMOHHON
©e3onacHocTw.

BospaxeHue: "Cyber Protego
ucrosnb3yrom KpyrnHeluwue KomnaHuu"
o OrtBeTt: Cyber Protego

OPUEHTMPOBAaH Ha
enterprise-CermeHT C BbICOKOW
CTOMMOCTbIO BNaieHns 1
oonbwmmn noTpebnsemMbiMn
CUCTEMHbIMW pecypcamu, Toraa
kak «CTaxaHoBeL»
obecneymBaeT KOpPNopaTUBHLIN




CnoXHOCTb KOHTpOINA yaarieHHbIX
COTpyAHUKOB

C pocTom MonynsipHOCTM yaaneHHowm
paboTbl KOMMNAHUK CTankMBaOTCS C
Npo6nemon KOHTPONS COTPYAHUKOB BHE
oduca. «CtaxaHoBeLy» npeanaraet
MHCTPYMEHTbI ANs1 MOHUTOPUWHIa
yOarneHHbIX COTPYAHWKOB, BKIOYast
onpeaeneHne nx MecTonosrioKeHMs.

Puck nHcangepckux yrpos

KomMmnaHum onacaroTcs, YTO COTPYAHMKM
MOryT UCNOMNb30BaTh AOCTYN K
KOHdMAeHUManbHOM NHdopmaLumm B
NNYHBIX LIENSIX UnNu nepegaeatb
AaHHble KOHKypeHTaM. « CTaxaHoBeL»
NMOMOTaET BbISIBNATb NOTEHLNANbHbIX
WHCaNAEepOB M NpesoTBpaLlaTh YyTEYKN
OaHHbIX.

YpPOBEHb 3alunThbl U
mMacwtabupyertcs ans
KomnaHun noboro pasmepa npu
ONTUManNbHOM COOTHOLLEHUN
LeHbl M PYHKLUOHANBHOCTH.

BospaxeHue: "Y Cyber Protego
bosbuwe onbima Ha enterprise-pbiHke"
o OtBeT: «CTaxaHoBeL»

paspabatbiBancs cpasy ans
enterprise-3agad, ycnewHo
paboTaeT B KPUTUHECKN BAXKHbIX
NMHpaCTPYKTypax n
MacLUTabupyeTcs OT COTeH 0
AECATKOB ThICAY Y3I0B,
COXpaHsAsA HU3KYH HarpysKy
(<2% CPU) n aBTOHOMHOCTb B
3aKpbITbIX NepuMeTpax.

BospaxeHue: "Y Cyber Protego
2ubkas MoOyribHas apxumekmypa — £
cam gblbuparo hyHKyuu"

o OtBeT: «CTtaxaHoBeL»
00beauHsIeT BCe KIoYeBble
Mogynu («AHTUOTOY,
GnomeTpus, ronocosor DLP,
HR-aHanuTtuka) B ogHoOM
nuueH3nn 6es3 gonnart 3a
onuuu. 3T0 ynpoLlaet
OlomKETMPOBAHNE N UCKMOYaET
«CKpbITblEe» pacxoabl Npu
pasBUTUM MPOEKTA.




BospaxeHue: "BHedpeHue
«aHmu-¢homo» CrIuUUKOM CITOXHO"

O

OTBeT: Moaynb «AHTUDOTO»
«CTaxaHoBUa»
yCTaHaBnMBaeTCcs
aBTOMATUYECKN BMECTE C
cepBepoMm, He TpebyeT
HaCTPOWNKN KaMep BPYYHYIO U
cpasy paboTtaeT Ha
obHapy>keHne nonbITOK
doTorpacmpoBaHna akpaHa. B
Cyber Protego dmsnueckun
KaHan no4vtu He
KOHTpONupyeTcs.

BospaxeHue: "Cyber Protego umeem
bosbuwe sHedpeHUU"

o

OtBeT: CtaxaHoBel nmeeT
6onee 20 000 knueHTOB 1 2+
MUWSIMOHA YCTaHOBOK, YTO
noATBepPXXAaeT HAAEXHOCTb U
3P PEKTMBHOCTb PeELLUEHUS.
Cpean KNMeHToB Kak
rocyqapCTBEHHbIE CTPYKTYpbI,
Tak U KpynHble OTpacneBble
KomnaHuu, Bkntovasi bonee 15
KomnaHun n3 cnncka Forbes
Russia. NocTosiHHO pacTyLas
KnmeHTckas 6asa
CBUOETENBbCTBYET O BbICOKOM
YPOBHE A0BEPUS K MPOAYKTY.
CtaxaHoBeL, paboTaeT Ha
pblHKE 15+ neT M NOCTOSAHHO
passuBaetcs. KomnaHus




aKkTMBHO nHBecTupyet B R&D n
NPUMEHSET COBPEMEHHbIE
TexHonorum N .

e Bo3spaxeHue: "HyxHa cucmema
enterprise-knacca"

o OtBeT: «CTtaxaHoBeL»
coyeTaet
enterprise-BO3MOXHOCTU C
NPOPbIBHLIMU TEXHONOMMAMM:
OMOMETPMYECKNI aHaNn3 1
NWN-mogynun npeamnkTMBHOMO
0BHapy>XeHNA MHLMAEHTOB, YTO
HEeAOCTYMNHO B TPaANLMOHHOM
UBA-noaxoge Cyber Protego.
Mpn aTOM CTOMMOCTb BriageHns
cyLecTBeHHO Huxe. Cuctema
MaclTabupyetcsa nog nobbie
noTPe6bHOCTM NPU 3HAYNTENBHO
MEeHbLUMX 3aTpaTax .

e Bo3spaxeHue: "B Cyber Protego ecmb
UBA-aHanus"

o OrtBeT: UBA y Cyber Protego
nuwb PUKCUMpyeT aHOManuu no
6a30BbIM MeTpUKam, Torga Kak
«CTaxaHoBeL» BblYUCIIAET
puck-6annbl no 40+
napametpam 1 oborawiaet
aHanu3 buomeTpuen
(pacnosHaBaHue nuy u
noyepka), 4To No3sonseT
NPOrHo3MpoBaThb MHCaAepCcKme
yrpo3sbl 40 1x dakTa.




Bo3spaxeHue: "BHedpeHue Zecurion
Oaem bosnbwe hyHKyUOHanbHocmu"

o

OTtBeT: MHOromoaynbHas
apxuTekTypa Zecurion
OencTBUTeNbLHO npeanaraet
LIMPOKUIN dOYHKLIMOHAr, HO 3TO
CO30aEeT CIOXHOCTU B
HacTpoWKe 1 aKcniyaTaumm.
CraxaHoBel, obecneymBaeT
Heobxoaumyto
PYHKLUMOHAIbHOCTb B €AMHOM
peLLeHnn, 4To ynpowiaet
NCnonb30BaHWe 1 CHUXaeT
COBOKYIMHYI CTOMMOCTb
BrageHus.

Bo3spaxeHue: "Zecurion ny4dwe
nodxodum Ons paccriedogaHull
UHYuOeHmos"

o

OTBeT: Zecurion opueHTUpoBaH
Ha peakTUBHOE paccriefoBaHue
yXe npousoLlewmx yTeyex,
Toraa kak « CtaxaHoBeLy
npenoTBpallaeT UHUMOEHTbI Ha
cTaguu NOAroTOBKM C MOMOLLbIO
npoakTtmeHoro N-ananusa
noBeaeHnst 1 «KAHTUAOTO», YTO
CHmxaeT obuee yncno
WHUMOEHTOB U COKpallaeT
Harpy3ky Ha MB-criyxoy.




BospaxeHue: "Mbi yxe
uHeecmuposasnu e Cyber Protego —
0dopoeo u doreo rnepexodums”

o OTBeT: Murpauns 3aHMmaeT
HECKOIbKO YacoB:
«CTtaxaHoBeL» noctasBnsieTcs ¢
NHCTPYMEHTaMu
aBTOMATUYECKON MUrpaLnm
NONUTUK 1 NpeaocTaBnseT
cknaky oo 50% npu nepexofe ¢
nto6oro DLP-pelieHus, a
Ténnasa Texnoaaepkka
COMNPOBOXAAET NPOEKT Ha BCEX
aTanax.

Bo3paxeHue: "YcmaHoeka
DLP-azeHma 3amednum K
compyOdHuKos"

o OtBeT: «CTtaxaHoBeL»
MWUHUMAaInbHO Harpy>aet
LeHTparnbHbIA NpoLeccop u
MOAXOAMUT A5 KOMMbIOTEPOB
No0oNM MOLLHOCTU, B OTINYMeE
ot Cyber Protego, kOTopbIii
MOXET CYLLIECTBEHHO
3amennaTb paboTy CUCTEMDI.
Mpwn TectnposaHmm Ha 1000+
pabo4mx CTaHLUN
«CTaxaHoBeL» He Bbl3Ban
3amennienHns Hu MK
COTPYAHMKOB, HN paboTbl
cepBepa opraHm3auum.

o OTBeT: areHT «CTaxaHoBLUa»




notpebnset meHee 2% CPU un
He KOH(IMKTYET C
aHTMBMPYCaMu; TECTbI Ha 1
000+ pabounx mecTtax He
nokasanu 3aMeTHOrO CHUKEHUSA
NPOV3BOANTENBHOCTH.

Bo3paxeHue: "Mbi yxxe ucrosnb3yem
Opyeue cpedcmea 3awumai”

o

OtBeT: «CTaxaHoBeL» OTIIMYHO
NHTErpupyeTcs c
CyLLEeCTBYOLMMN CUCTEMAMN
6e30nacHOCTU 1 AOMNOSHAET UX
dyHKumoHan. B otninune ot
TPagULUMOHHBLIX CPeaCcTB
3alUnTbI, KOTOpbIe
hOKYCUPYIOTCS HA BHELLHMX
yrpo3sax, «CtaxaHoBeL»
3alMLaeT OT BHYTPEHHMUX
yrpo3, KOTopble COCTaBnNAT 40
80% Bcex MHUMOEHTOB
6Ge3onacHocTu.

OTtBeT: «CTaxaHoBeL» nerko
nHterpmpyetca ¢ SIEM, EDR u
IAM, PAM, NGFW, SWG
pacLmMpsas UX BO3MOXHOCTMU
3aLUNTON OT BHYTPEHHUX Yrpo3s,
KoTopble cocTaBnstoT 4o 80%
WHUMOEHTOB, TOraa Kak
TPaOULMNOHHBIE PELLEHNS HE
3aKpbIBAOT MHCANOEPCKUN
BEKTOP.




BospaxeHue: "Cyber Protego umeem
cepmucgpukayuro ®CTIK"

O

OtBeT: Bhibupas CtaxaHoBel,
3aKas4yuK Nnomny4yaeTt He TONbKO
NnoATBEPXXOEHHOE Ka4eCcTBO
paspabotkm C3U (bnarogaps
Hanuuuio nuueHsnm ®CTIK Ha
OeATenbHOCTL NO pa3paboTke U
npowussonctey C3M ©®CTIK
P®), HO 1 rapaHTUpPOBaHHYIO
NogaepKKy BMecTe C LLUMPOKOM
COBMECTUMOCTbIO C
oTedecTBeHHbIMU OC un
nporpaMMHbIMU NPOAYKTaMMU,
YTO BaXKHO OnNs
NMMOPTO3aMELLEHNS, a TaKkKe
Jenaet BHeapeHue u
aKcnyartauuio cuctembl bonee
©e30nacHbIM Y 3KOHOMUYHBIM.

BospaxeHue: «HyxeH aHanu3
20710c08bIX KOMMYyHUKayul — Cyber
Protego rnoseonsiem MoHUMopumb
MeCCEeHOXepPbI»

o

OTtBeT: «CTaxaHoBeL» He
NPOCTO YNTaET TEKCTOBbIE YaThl,
a 3anucbiBaeT n aHanuampyet
VolP-3BoHku (Skype, Teams,
Telegram n gp.) ¢
pacno3HaBaHMEM KITHO4EBbIX
dpas. ATO NOMHOLEHHbIN
ronocoBon DLP,
otcyTcTBytowmn y Cyber
Protego.




Bo3paxeHue: «He ysepeHnl 8
Heobxo0umocmu MOHUMOpPUHaa
compyOHUKO8»

o

OtBeT: NomMuUMO 3aLWMTLI OT
yTeyek, «CTaxaHoBeL»
npeaocTaBnsaeT KagpoByHo
aHanuTUKKy, MO3BOSAOLLYHO
NOBbICUTb 3PPEKTUBHOCTb
paboTbl Ha 15-20 % u
COKpaTUTb MPOCTOU, YTO BLICTPO
OKYMaeT BMOXEHUS B CUCTEMY.

BospaxeHue: «He sudum ueHHocmu 8
Kadpoeol aHanumuke»

o

OTBeT: OTYéTHI NO
BOBITEYEHHOCTUN N PUCKY
YBOJTbHEHUS MOMOTTIN
coxpaHntb Ao 30 % Kn4eBbIX
COTPYAHWKOB B MUMNOTHbIX
NpoeKTax, a JaHHble aHaNUTUKN
NCnonb3yrTcsa ans
onTUMmn3auum MoTmBaLmm n
CHWXXEHNS TEKY4eCTU KaapoB.

BospaxeHue: «Mbi He xomum, 4mobbi
WU aHanu3upoeas nogedeHue
CompyOHUKO8»

o

OtBeT: Cuctema arpervpyert u
aHOHMMM3MPYET noKasaTenu B
oT4yeTax, He packpbiBas
nepcoHarnbHble JaHHbIEe
KOHKPETHbIX NNL, 1 MOMHOCTbIO
cobntogasa TpeboBaHus
POCCUIACKOro
3aKoHoOaTeNbCTBa.




KnrouyeBble ocob6eHHOCTH

Bonpochl, KoTopble crnieayeT 3agaTtb
KITUeHTY

LleHooGpa3oBaHue

3anaTeHToOBaHHble TEXHONOrMN MaIMHHOIO
oby4yeHuns
e OnucaHue: «CtaxaHoBeL» UCMOMb3yeT
cobCTBEHHbIE 3anaTeHTOBAHHbIE
anroput™Mbl I ans BbisiBNEHUS HOBbIX
yrpo3 n aHOMarbHOro NoBeaeHus,
afanTUpysCb K U3MEHSIIOLLMMCS
ycrnoeusm 6e3 0OHOBNEHUS nNpasun.
e [lpeumywectBo nepen Cyber
Protego: Cyber Protego nonaraetcs
Ha TpaAMLMOHHbIE NpaBuna un
nonuTukn 6esonacHocTn 6e3
NCNOMNb30BaHNSA COBPEMEHHbIX
TEXHOMNOrMM MawmnHHOro obyyeHnsa ans
NPOaKTUBHOIO BbISIBNIEHUS YTPO3.

Eannasa nnatcgopma DLP + HR-aHanuTtuka

e OnucaHue: «CtaxaHoBeL»
npencraenseT cobon eanHyto
nnatcopmy, obbeauHatoLLyto DLP,
HR-aHanuTuky, y4ét pabouyero
BPEMEHMN U NPOrHO3MPOBaHNE PUCKOB B
OOHOM MHTepdpence. AreHT CUCTEMBI
OQHOBPEMEHHO BbINOSIHSET BCE
dyHKLMM 63 4OMNONHUTENBHOM
Harpysku.

e [lpeumyuiectBo nepen Cyber
Protego: Cyber Protego octaértca
cneynanunanposaHHbiM DLP-pelueHnem

"KakolU ¢pyHKyuoHan ebl Onsi cebs
paccmampueaeme? dmo DLP unu
6o0s1bWe MOHUMOPUH2
compyOHuUKog8?" - BbISBNSET
KrntoYeByo NOTPEBHOCTb KMMEHTOB
"Kakue kaHanbl eam Haubonee
8a)kHbI OJisl Nepexeama u
MOHuUmMopuHaa?" - BbiABnsEeT
notpebHocTb B DLP peweHnn n
MOMOraeT BbISIBUTb NPUOPUTETHbIE
cueHapun 3aLnTbl 1
NPOAEMOHCTPMPOBATL LUMPOTY
Bo3MoOyKHocTen «CtaxaHoBLa» no
KOHTPOSO BCEX KaHaoB.

"Bbinu n1u criyyau ymeyek yepes
¢ghomoepaghupoeaHue skpaHog?" -
aKueHTMpYeT YHUKarnbHOCTb
TexHornornm « AHTUOTO»

"BakHa Jiu 0s1s1 8aC 803MOXHOCMb
pabomsbi 8 3aKpbImom KoHmype?" -
BblAenseT BO3MOXHOCTb paboThl
Komnriekca 6e3 MHTepHeT

"Bbin nu y eac onbim ¢
aHasio2u4yHbIMU peweHuUsIMu?"” -
OaHHY MHOPMaLMIO MOXXHO
ncnonb3oBaTth 4518 TOro 4To6
NpeanoXuTb CKUAKY

"HyeH silu KOHMpPosib
MeCcmOHaxo)X0eHus1 yOasieHHbIX

KnroueBoW aprymeHT: npu conocTaBmm
dyHKuMoHane «CtaxaHoBel» AeLUeBne.

Ot 3699 P
OT1 2590 ¢
(KaHT)

Ot 4809 ¢

(Mpo)

OT 6900 P
OT 10868 P
(MK)

Ot 14128 P
(Mpo)

Ot 37314

Cneuy ueHbl obcyxaatoTca

Ckuaka 0o 50% npw KOHKYpPEHTOM
nepexoge

Ckngka oo 25% npuv nokynke B TedeHun 7
AHEN C MOMEHTa YCTaHOBKM

Ckuaka 20% npw HanucaHum oT3biBa O
«CTaxaHoBeL»

Ckngkm ot 10% oo 25% npu npoaneHun
CPOYHbIX NnMUEeH3nn «CTaxaHoBewuy
KpynHble kopnopauun (1000+




C MOAYNbHOW apXUTEKTYpPOW, YTO
YCIMOXHSET agMUHUCTPUPOBaHME U
TpebyeT yCTaHOBKMN HECKONbKMX
KOMMOHEHTOB ANS Nofy4YeHnst
aHarnormMyHon yHKUNOHaNbLHOCTH.

MpoakTMBHaA oLeHKa YeroBe4eCcKux
puckoB Ha 6ase UM

Onucanume: «CtaxaHoBeL» UCMOMb3yeT
3anaTeHTOBaHHbIE anropuTMbl
MaLLMHHOro 0byyeHus Ans pacyeTa
YPOBHS p1CKa COTPYAHWUKOB MO
10-6annbHow WKane, aHanuanpys
noeeaeHue 6onee yem no 40
napamMeTpam u NPorHo3mpys
MHcangepckue yrposbl 4o UX
BO3HWKHOBEHUS.

Mpenmywecteo nepeg Cyber
Protego: Cyber Protego
orpaHMyYnMBaeTCcs co3gaHmemM
«lMonb3oBaTenbCkMx 4OCke» U
peakTUBHbIM aHann3om aHoManun 6es
YHKLUNN NPEONKTUBHON aHannTUKN U
MaLUNHHOrO 0by4eHus.

3awmTa ot PU3NYEeCKNX KaHaNoB yTEeUYKU
«AHTU(OTO»

OnucaHue: «CTtaxaHoBeL»
aBTOMATUYECKUN BbISBAET U BNoknpyet
nonbITkK cdoTorpacmpoBaThb 3KpaH C
KOH(UAeHUManbHbIMU SAHHBIMU,
Ncnonb3ysa HermpoceTeBble anropuTMbl
4519 aHanu3a BuaeonoToka ¢

compyOHuKkog?" - BbISBNSET
noTpebHOCTL B reonokaumm

"Kakyro koHghuaypayuro cepeepa ebl
nnaHupyeme ucrnosib3o8amb?" -
aKUEeHTUPYeT BHUMAHME Ha TOM YTO
«CTaxaHoBeL»
BbICOKOMNPOM3BOAUTENBHAsA cuctema c
HU3KUMMK CUCTEMHBbIMU TpeboBaHNsIMU
KoTopast MOXeT paboTaTtb Kak Ha
Windows Tak 1 Ha Linux cepsepe
"CKOJ/IbKO KOMMbOMepoe u
nosnb3o8amersiel 8bl NiaHupyeme
MOHumMopumae?" - yTO4HUTb YTO
nuueHsnpoBaHue «CTaxaHoBeL»
NPOMCXOAUT No Habrngaembiv
nonb3oBaTensam

"Hackonbko eaxHa 9ssi eac
aHanumuka agpghekmusHocmu
nepcoHana?"” - [NNlogyepkHeT
npeumyulectsa «CtaxaHoBeL» B
obnacTtn KagpoBOW aHaNUTUKN U
OL€HKM NPOAYKTUBHOCTW.

"Kakue 3adayu, mnoMumo 3awjumsl
om yme4ek OaHHbIX, 8blI Xomesiu 6bi
pewumsb ¢ NOMOWbHO
DLP-cucmembi?" - [MomoxeT
BblAENUTb AONOMHUTENbHbIE
npeumyLlectsa «CTaxaHoBeL, Takue
Kak aHanu3 npogyKkTUBHOCTM
COTPYOHMKOB UNW NpeaoTBpaLleHme
NpodeccMoHarnbLHOro BbirOpaHus.
"Kakol y eac 6r00xem u eaxkHa nu
npospayHocms UyeHoobpaszosaHus?"

coTpyaHukoB) Npotus Cyber Protego:

e CyulecTBEHHas 3KOHOMUSA B NEPBbIWA
roa. Mpwu pasoBow Nokynke 6eccpovHom
nunueHsun Cyber Protego 3a 37 314
P/nonb3oBatenb 1 exxerogHomn
noanucke 1 590 P/nonb3oBaTenb
obwme 3atpaTtbl coctaensaoT 38 904
000 P Ha 1 000 nuueHann, Torga Kak
«CTaxaHoBeuy» obxoautesa 2 590 000
P/rog (2 590 £x1 000). SkoHoMuss — 36
314 000 P.

e VHBecTuumMn B MHHOBaLUN BMECTO
nepennatbl 3a 6peHa.
3anateHToBaHHble moaynu N n
onomeTpum «CTaxaHoBuUa» OaroT
pearnbHYyH0 LIeHHOCTb Npw
MUHUManbHbIX 3aTpaTax, Toraa Kak
Cyber Protego octaétca knaccnyeckmm
DLP-pelieHunem.

e [IpoaKkTUBHbIN aHanNn3 NoBeAeHNs.
PacnosHaBaHue nuu, 1 aHanua noyepka
BbISIBMAIOT MHCAWAEPCKME PUCKM A0
dakTa yTeuku, B oTnimyme ot
peakTtnBHoro nogxona Cyber Protego.




BeG-kamepbl. Cuctema bnokunpyet
KOMMbIOTEP NPY OOHapYXeHUN yrpo3bl
1 co3gaeT KOHTP-CHUMKM
HapyLuMTenen.

e [lpeumyuwiectBo nepen Cyber
Protego: Cyber Protego He nmeet
aHaNoOrMyHbIX TEXHOMOMIA 3aWunTbl OT
POTOCHLEMKMN 3KpaHa, YTO OCTaBnsaeT
KPUTUYECKMI KaHan yTeYKu
HEKOHTPONMPYEMBIM.

BuomeTpuyeckasa ngeHTudpmkauma m
pacno3HaBaHue nuy

e OnucaHue: «CtaxaHoBeL» BKMNOYaET
COBCTBEHHYHO TEXHOMOTUIO
pacno3HaBaHUsA NnL, C NOMOLLIbIO
06y4yeHHON HenpoceTu, paboTatoLLyto
6e3 MHTepHeTa BHYTPU KOprnopaTuBHOM
cetn. Cuctema Takke aHanuanpyet
KnaBumaTypHbIN NOYEPK ANS BbISIBNEHUS
HeCaHKLMOHNPOBAHHOIo JOCTYyna.

e [lpeumywectBo nepen Cyber
Protego: Y Cyber Protego
OTCYTCTBYIOT TEXHOMOIMMM
BuomeTpuyecKkon naeHTUumKaLmm, YTo
NCKNIOYaET BO3MOXHOCTb BbISIBITIEHUS
MnoJMeHbI nornb3oBaTernen.

AHanus knaBuaTypHoOro nodepka
e OnucaHue: «CtaxaHoBeL» uKcMpyeT
MHOMBUOYyanbHble 0COB6EHHOCTH
Habopa nonb3oBaTens 3a
KOMMNbIOTEPOM W MNO3BONSET

- No4YepKMBaAET NPEMMYLLIECTBO YETKOM
LleHOBOW Moaenu

“Kakue pocculickue onepauyuoHHbIe
cucmembl U Npo2paMMHbIe
npodyKmbl 8bl UCMOJIb3yeme usu
nnaHupyeme eHedpumb?” -
Mo3BonsieT NPoAEMOHCTPUPOBATb
LUMPOKME BO3MOXXHOCTM MHTErpaumm
CraxaHoBel, ¢ otedecTBeHHbIM [10.
“Cmankueanucs nu 8bi ¢
npob6nemoll yme4yku OaHHbIX MO
euHe compydHukoe?” - [lo3BonseT
aKLUEeHTUPOBaTb BHMMaHME Ha
BO3MOXHOCTAX CTaxaHoBeL, Mo
BbISIBITEHUIO MHCAOEPOB U
NpenoTBpaLLEHMIO YTeYeK.

“Kakue mpeboegaHusi peaynssmopos
e obnacmu uHghopmayuoHHoOU
6e3onacHocmu eamM Heo6xo00uUMO
cobnrodamb?” - Nomoraet
NOA4YEPKHYTb COOTBETCTBUNE
CraxaHoBel TpeboBaHmnsam GCTIK u
BKITOYEHME B PEECTP OTEYECTBEHHOIO
Mno.

“Kak ebl oyeHusaeme pucku,
cesizaHHble ¢ delicmeusiMu
compyOdHukoe?” - [laeT BO3MOXHOCTb
pacckasaTb O BO3MOXHOCTSIX aHanumaa
noBeAeHnst COTPYAHNKOB Ha ocHoBe
B CtaxaHoBel,

“HyxHa nu eam cucmema Onsi
npedomepaujeHusi UHyudeHmoes
usnu Onsi ux paccsedoeaHusi?” -

CpenHun 6usHec (100-1000 coTpyaHukoB)
Mpotue Cyber Protego:

e [loctynHas rogoasi mogenb. Npu 100
nunueHsunax Cyber Protego 3atpaTtbl B
nepsbir rog: 3 731 400 P 3a
BeccpoyHble nuueHsnn + 159 000 P
nognucka = 3 890 400 P, a
«CrtaxaHoBeul» — 259 000 P (2 590
P£x100). SkoHomuns — 3 631 400 P.

e bbicTpas okynaemoctb. CTOMMOCTb
BHegpeHus «CTtaxaHoBUa» OKynaeTcs
yXe nocrne npegoTBpaLleHns nepsom
YTEYKMN.

e MorHMeHOCHbIV cTapT. JIErkoBeCHbIN
areHT 1 eanHas KOHCOMb NO3BONSAT
3anycTuTb CUCTEMY B MEPBbLIN paboymnii
AeHb 6e3 3aTpaT Ha CNOXHYH
NHTErpaumio.

FocynapctBeHHbIN cekTop MpoTtue Cyber
Protego:

e 100% oTeyecTBeHHas paspaboTka C
ceptudukatom PCTIK IV ypoBHS
AOBEPUS U BKINOYEHNEM B pEECTP
MwHundpsbI.

e [lonHoe cooTBeTCcTBME TpeboBaHNSAM
NMNOPTO3aMeLLEeHNSA: aBTOHOMHOE
pacno3HaBaHue Nuu, 1 NoKanbHbIN
MW-aHanu3 6e3 nepegayn gaHHbIX B
3apybexHble obnaka.

e Ontmmunsauus GrogxeTta 6e3 noTepu
KadecTBa. [1po3padHoe




onpenenuTb, KTO UMEHHO Habupan
TekcT. Cuctema MoxeT OBHapYXUTb
COTPYAHMKOB B U3MEHEHHOM
PU3NYECKOM MU NCUXMYECKOM
COCTOSAAHUW (arKOrosibHOE OfbsHEHUE,
cTpecc, genpeccus).
Mpenmywecteo nepeg Cyber
Protego: Cyber Protego He
noagep>xmBaeT aHanms KnaBmaTypHOro
noyvepka, Yto orpaHM4YnBaeT
BO3MOXXHOCTM BbISIBIIEHUS
HEeCaHKLMOHMPOBAHHOIO AOCTyNa U
KOHTPOMS COCTOSAHUSA COTPYOHUKOB.

CKpbiTas MapKMPOBKa CKPUHLLOTOB
BOASIHBIMU 3HAKaMM

OnucaHue: «CTtaxaHoBeL»
HaknaablBaeT He3aMeTHble BOASHbIE
3Haku Ha PrintScreen-nsobpakeHus
Ans nocneaytowen ngeHtndunkaumm
NCTOYHMKA yTevkn. Anroputm pabotaet
aaxe npu nepecoxpaHeHnn B JPEG n
N3MEHeHMN pa3MepoB N3obpaxeHus.
MpenmywectBo nepeg Cyber
Protego: Cyber Protego He nmeet
PYHKUMI CKPLITON MapKUPOBKK
CKPWUHLLOTOB, YTO 3aTpygHAeT
paccrnenoBaHne UHUMOEHTOB U
NOEHTUUKALNIO NCTOYHMKA YTEYKN.

Mo3BonseT NpoTMBONOCTaBUTb
npeBeHTUBHbLIN noaxon CtaxaHoBel,
NpoTMB peakTuBHom mogenu Cyber
Protego.

“C KakumMu munamu y2po3 bl
cmaJsikusaemechb Yauje ecez0 —
npedHaMmepeHHbIMU UHcalldepcKumMu
delicmeusimu, cny4valHbIMU
owubkamu compyOHUKO8 usnu
@HeWwHUMU amakamu?” - [lo3sonsieT
NpPOTMBONOCTaBUTb rmybokoe
NMOHUMaHWEe BEKTOPA Yrpo3 KIMeHTa u
cerMeHTupoBaTtb npobnemy,
npennoxume Hanbonee peneBaHTHOE
peLleHune.

“Kak eblI celiyac ouyeHusaeme
J105./1IbHOCMb U 8bl2OpaHue
KJ1ro4esbix compyOHUKoe?
Ucnonb3lyeme nu onst amoao
Kakue-iu60 uHcmpymeHmbi?” -
®oKyC Ha NPOaKTUBHOM yrnpaBneHnun
KaapOoBbIMU pYCKaMK, a He TONbKO Ha
pearmpoBaHUN Ha UHLUMOEHTbI.
“Hackonbko Ons1 8ac 8aXKHO He
npocmo 3aghukcuposamsb
UHYudeHm, a MOHUMamb MPUYUHbI U
rcuxosioeuyeckoe cocmosiHue
compyOHUKa 8 MOMEHM e20
cosepuweHuUa?” - leMoHcTpupyet
pasHULYy MeXay peakTUBHbIM
MoHuTopuHrom (Cyber Protego) n
NPOaKTUBHbIM MOBEAEHYECKUM
aHanusoM («CTtaxaHoBeL).

ueHoobpasoBaHue (2 590 P/rog) u
OTCYTCTBME CKPbITbIX MOAYren
Nno3BonAwT nraHnposatb NT-pacxogsl
6e3 puvcka HenpeaBUAEHHbIX 3aTpaT Ha
o6HoBneHusA 1 nogaepxky y Cyber
Protego.




KomnnekcHas HR-aHanuTuka u kKagpoBbIn
aHanus

OnucaHue: «CtaxaHoBeL»
o6beanHsaeT dpyHkumm DLP ¢ rny6okomn
aHanuMTMKon a(pEKTUBHOCTY 1
BOBMNEYEHHOCTU COTPYOHWNKOB,
npegocTtasnss aHanus 6onee 4em no
40 napameTtpam. Cuctema Bknrovaet
aBTOMaTM4yeckumn Tabenb yyeta
paboyero BpemeHu, NPOrHo3npoBaHne
YBOMNbHEHUI 1 NpounmpoBaHmne
nepcoHana.

Mpenmywecteo nepen Cyber
Protego: Cyber Protego chokycupyetcsa
ncknounTensHo Ha DLP-yHKkunax 6es
HR-koMnoHeHTa, 4To TpebyeT
WHTErpauum ¢ BHELLHMMK CUCTEMAMM
ANdA NonyyYeHns KagpoBOW aHaNUTUK.

NonocoBoe DLP n aHanus
ayaAnOKOMMYHUKaLUmn

OnucaHue: «CTtaxaHoBeL»
3anuncbiBaeT U aHanusnpyeT
VolP-neperoBopbl B MecceHakepax
(Skype, Lync, Telegram, Microsoft
Teams), npeo6pasyeT ronoc B TEKCT U
pacno3HaeT KroveBble pasbl.
Mpeunmywecteo nepen Cyber
Protego: Cyber Protego koHTponupyet
TONbKO TEKCTOBbIE COOOLLEHNS B
MecceHaXepax, aHanu3 roriocoBbIX
KOMMYHMKaUWN He 3asBNeEH B

“Tpebyemcsi nu eam co 100%
y8epeHHOCMbHO
udeHmudghbuyuposams JTUYHOCMb
nonb3oeamersi 3a pabo4yum
Mecmom, 0axke ecsiu OH ucrnosib3yem
4qy>Koll JIO2UH U naposib?” -
MoaceeunBaet npobnemy
KOMNPOMETaLMMN YYETHbIX 3anuncem u
BHYTPEHHEro CroBopa.

“Kmo e esaweli komMnaHuu
npuHUMaem oKOH4YamesibHoe
peweHue o 3aKyrnke, U Kakue
Mempuku Os1s1 He20 siesisiromcs
KJ1r04e8bIMU: CHU)XXeHUEe PUCKO8,
okynaemocmb (ROI) unu
UHHoBauyuoHHocmb?” - [omoraet
MOHATbL NPOLLECC NPUHATUSA PELUEHNI B
KoMnaHum knneHTa n noaxopa k J1MNP.
“CKkosibkO 8peMeHU y sawux
Ub-cneyuanucmoe yxodum Ha
paccrniedogaHue 00HO20 UHYUdeHma
C nomMouwibr0 meKkyuwel cucmembi?” -
[NogyepknBaeT BbICOKYHO
3PPEKTMBHOCTb MPU HU3KOKM Harpyake
Ha cepBep M areHTCKyt YacTb
CraxaHoBel. 3aTparnBaeT CKpbITble
N30EPXKKKN, CBA3AHHbIE HE C LIEHOW
NMLEH3MK, a C YENOBEKO-YacaMMu.
“Kak ebl oueHusaeme CJ/1I0)KHOCMb
adMuHuUcmpuposeaHus eawel
mekyuwel cucmembi? Xomenu 6bi
ebl, YmobhbI ynpaessieHUe eceMu
yHKYusimu 661710 cocpedomo4eHo




beHKU,VIOHaJ'IbHOCTVI CUCTEMBbI.

ABTOHOMHas paboTa u nogaepxka
poccumnckux OC

OnucaHue: «CtaxaHoBeL» NOMHOCTbIO
paboTaeT B aBTOHOMHOM pexume 6e3
MOAKITIOYEHNS K MHTEPHETY, BKMOYas
BCEe (DYHKUNWN pacno3HaBaHUA nuu u
OCR. Cuctema nmeet nmueH3no
OCTOK Ha peaTenbHOCTb MO
paspaboTtke un npomssoactey C3UN un
MOSTHY0 COBMECTUMOCTb C
poccuinckumm OC (AstraLinux, PegOC,
AlterOS, OCHoBa, MCBCdepa).
Mpenmywecteo nepeg Cyber
Protego: Cyber Protego nvweer
YacTUYHYIO noaaepxky poccuncknx OC
B OCHOBHOM AJ151 TEPMUHANbHbIX
Ceccuii U OpUEeHTUPOBaH Ha paboTy B
CeTeBoOM cpeae.

JlerkoBeCcHOCTb areHTa U MUHUMarsbHble
CUCTeMHble TpeboBaHusA

OnucaHue: «CTtaxaHoBeL»
npeabsBNAeT MUHUMAarbHbIE
cucTemHble TpeboBaHus (MeHee 2%
Harpy3kn Ha CPU) n moxeT paboTaTtb
Ha manomMoLlHbIx [MK. AreHT He
KOHMNUKTYET € aHTUBMpPYCHbIM MO 1
NOAAEPXKMBAET CKPbITYIO YCTAaHOBKY.
Mpenmywecteo nepeg Cyber
Protego: Cyber Protego tpebyet
B6onee coBpeMeHHOe annapaTHoe

8 eOUHOU, UHMYUMUBHO MOHSIMHOU
koHconu?” - NogyepkmBaeT ynobcTBo
1 NpocToTy akcnnyaTtauun CtaxaHoBsel,
HamekaeT Ha noTeHumManbHyto
CNOXHOCTb 1 MHOTOKOMMOHEHTHOCTb
apxutekTypbl Cyber Protego.
“Cywiecmeyrom nu y eac
o2paHuUYeHusi No pecypcam
KOHe4YHbIX ycmpolicme (npoueccop,
namsmse) unu mpeb6osaHusi K
JleekogecHocmu azeHma?"* —
noAgYepKMBaeT HU3KYHO Harpys3Ky (<2%
CPU) 1 npocTOTYy YyCTaHOBKMW.

“Kakue cpedcmea ces3u (Skype,
Microsoft Teams, Telegram,
WhatsApp u np.) akmueHo
ucnonb3yromcsi u mpebyrom
KOHmMpossa?“ — nossonser
npoaemMoHcTpupoBaTb roriocosoe DLP
N OXBaT MECCEHKEPOB.
“Ucnonb3yeme nu ebl yOanéHHYHO
unu 2ubpudryro modesib pabomnl, u
niaHupyemcs /iu pacwupeHue
yOanéHHbIx oghucoe unu
¢unuanoe?“ — BhisBNseT
NoTpPebHOCTL B NNErKOBECHbLIM areHTe U
aBTOHOMHoOW paboTte 6e3 obnaka.




obecnevenue (2xUIY Intel Xeon
Quad-Core 2.33GHz, O3Y 8GB) u
OPVEHTVPOBAH Ha CEPBEPHYHO

NHQPACTPYKTYPY.

YHUKanbHble TEXHONOrMN ONoBeLLeHUs U
pearupoBaHus

OnucaHue: «CTtaxaHoBeL»
npenocTaBnsieT UHTerpaumto ¢
Telegram gns MrHOBEHHbIX
yBEOOMITEHUIN O KPUTUYECKUX
CcOBbITUAX C NpUKpenfeHemM
CKpuHLWOTOB. CncTtema Takke
NOAAEPXKMBAET yaaneHHy 6roKMpoBKy
KnaBumaTypbl U MbILUW AN 9KCTPEHHOTO
pearmpoBaHus.

Mpeunmywecteo nepen Cyber
Protego: Cyber Protego ncnonosyet
ctaHgapTHble SMTP/SNMP/SYSLOG
yBegomMIeHust 6e3 MobunbHON
NHTErpaunm n aKCTPEHHbIX PYHKLMI
ONOKMPOBKM.

BbicTpoe BHeapeHue

OnucaHume: NNpocTtas yctaHOBKa U
HacTponka bnarogaps
ONTUMU3NPOBAHHON apXUTEKTYpe.
MpenmyuwectBo nepeg Cyber
Protego: MuHumuanpyet Bpemsi
BHEAPEHUS NO CPaBHEHUIO CO CIIOXKHOWN
apxutekTypon Cyber Protego.




Moackasku

OT3bIBbI KNueHToB/PekomeHaauumn

Kencbl/UcTopusa BHeapeHUn

Mpwn o6cyXaeHUM LeHbl

e [logyepkHUTE NPO3payHyto LIEHOBYIO
moaenb «CTtaxaHoBely oT 2590 P 3a
paboyee MecTo.

e [loguyepkmBanTe HU3KYHD COBOKYMHYHO
CTOMMOCTb BriageHus énarogaps
NpoCTOoTE aAMUHUCTPUPOBAHMSI.

e YnomuHarTe BbICTpyto OKynaeMocTb
WHBECTULMUIN U MUHUMATTbHbIE
TpeboBaHUA K UHppaCTpyKType.

Mpu cpaBHeHUU PyHKLMA

e AKUEHTUPYNTE YHUKamnbHbIE
BO3MOXHOCTU «CTaxaHoBLa»:
«AHTUOTOY», pacnos3HaBaHue nu,
CKpbITble BOASAHbIE 3HAKM,
NWN-accucteHt, HR-aHanutuky u
ronocosoe DLP.

e [loagvepkHUTE Ka4eCcTBO
crneumannanpoBaHHbIX OYHKLNIA
«CTaxaHoBuUa» npoTuB obuiero Habopa
Bo3MokHocTen Cyber Protego.

e AKUEHTMpYynTe NPEeBEHTMBHbIN NOAX0M,
«CTaxaHoBLa» K 3aluTe AaHHbIX
BMECTO peakTusHom mogenu Cyber
Protego.

Mpu paboTe ¢ TEXHUYECKMMU
cneuyManucTamm
e O6cyanTe NPoOCTOTY yCTAaHOBKM 6€3

e AO «MOCKOMBAHK»
"DLP-cuctema «CtaxaHoBeL, 10»
BbinonHsaet ana AO « MOCKOMBAHK»
He TONbKO KOHTPOSb BpeMeHN paboTbl
COTPYOHWKOB, HO M NpeaynpexaaeT o
NONbITKE YTEYKN KOH(UAEHUMANBHON
NMHopmaLmm. XoTum obpaTtuTb
BHMMaHMe Ha OrpoOMHbIN (PyHKLUMOHanN
DLP-cuctembl. NpuaTHbIA 1 NPOCTON B
NCNOMNb30BaHUN N HACTPONKM
nHTepdenc." - K0.10. Kapaaes,
lNpencenatenb NpaBneHus

e 00O «KoHcucr»

"3alwmTa gaHHbIX OT YTEYEK, a Takke
paHHee obHapyXeHe PUCKOB NoTepu
NHOPMaL N — OfHa U3 KIYEBbIX
3agad coBpeMeHHoro busHeca. [ns
peLleHns aTuX 3agad cneumanucThbl
KoHcucT, Beibpanu n ncnonbsyet DLP
cuctemy CtaxaHosel. [aHHoe
peLleHne oTBe4aeT Halnm
TpeboBaHuam." - IN.C. TopsaHckni,
[eHepanbHbIN OUPEKTOP

e 00O «Ctpou-lipoekT»

"Cumtaem nporpammy «CTaxaHoBeL»
OAHOWN M3 NyYLINX HA POCCUNCKOM
pbiHKe. Mporpamma ckaHUpyeT BeCb
B6uaHec. Mbl MOXXeM KOHTPOnMpoBaTb
BECb MPOLIECC C AOKYyMEHTaMMU,
noceLLaemMocTb COTPYAHUKOB, UX

Kewnc 1: Crosop n «cnve» 6a3
CynebHbIn npeueneHT
Pe3ynkrar: BbIUIpbILW MO AENyY
paboTogarenem

[aHHble o cyaebHOM ncke:

e baxunH M.C. npotus
TPaHCMNOPTHO-3KCNEANLMOHHON
komnaHun «MoHo TpaHc-CTtpoin»

e YBonbHeHue no TK PP cT.81 3a
pasrralleHme oxpaHsemMon
3aKOHOM TaWHbl (KOMMepPYeCcKown)

Mporpamma CtaxaHoBel BbifiBUNa:

e 6 000 garnos ObIfO CKONMPOBAHO Ha
USB-donel-Hocutens

e yepes Viber nepegasanuch
KOMMepyeckne AaHHble
O KINIMEeHTax u 3akasax

e yaaneH chann 6asbl gaHHbIX MySQL ¢
NMHopmaLmen
3a 5 net 2014-2019 rr.

Kenc 2: Kpaxa roctanHbl

CynebHbIn npeueneHT

Pe3ynbkrar: yronoBHOe Haka3aHue B BUAeE
wrpada, nognucka o HeBblesae

[aHHble o cyaebHoOM ncke:




cneunanuanpoBaHHbIX KOMNETEHLNIA U
pasBepTbiBaHue 3a 4—8 4yacos.
MogyepkHUTE NOMHYH COBMECTUMOCTb
¢ poccurickumn OC n CYB/[] 6e3
AOMOSTHUTENbHbBIX MOAYNEN.
MogyepkuBanTe NPoOCTOTY
ncnonb3oBaHusa «CtaxaHoBuUay NpoTUB
CINOXHOCTM MOAYITbHON apXUTEKTYPbI
Cyber Protego.

Mpwn paboTte ¢ pykoBOACTBOM

AKUEHTMpPYNnTEe COOTBETCTBUE
«CTtaxaHoBua» TpeboBaHuam ®CTIK n
HOBOMY 3aKOHOOATENbCTBY MO 3aluTe
AaHHbIX.

MogyepkHUTE MCnonb30BaHMe
peLUeHnst KpYMHbIMU POCCUNCKUMN
KOMMaHUAMM U TOCCTPYKTYpPaMMU.

Mpun Bo3paxeHusix o Cyber Protego

CchbinanTtech Ha NPO3pPaYHOCTb
LeHoobpa3oBaHMsa U NPOCTOTY
BHeapeHus «CTaxaHoBUa» 6e3
eXerogHbIX NOAMUCOK.

MogyepkHUTE YHMKamNbHbBIE TEXHONOrMK
«CTaxaHoBLa», OTCYTCTBYIOLUMNE Y
Cyber Protego.

MoaguepkuBanTe opmueHTaumto Cyber
Protego Ha moaynbHyto
enterprise-moaenb Kak He4OCTaToK Ans
cpeaHuX 1 MarsbiX KOMMaHWN.

anI AeMOHCTpauunu

NoANbHOCTb K opraHu3auun.” - N.H.
HectepoB, HavyanbHuk cnyx6bl
©e3onacHocTu

AO «TennoaHeprocepBuc» (MK
AxyTtckaHepro u 'K Pycl'mapo)
"CTtaxaHoBeL, NO3BONSAET peLuaTtb
OonbLUION Kpyr 3a4ay No KOHTPOS0
COTPYAHMKOB N obecrneYveHus
NHOpPMaLIMOHHOM ©e30MacHOCTM Npu
OTHOCUTESNIbHO HEBLICOKOW CTOMMOCTH.
[ns yCTaHOBKM KOMMIIEKCA HE HY>KHbI
cneynannanpoBaHHble KOMNETEHUUN." -
J1.B. ®egopos, HavansHuk OAT

YronosHoe Aeno B OTHOLUEHUN
Kopob6eriHukosa A.W. no npuynHe
HeCaHKLMOHNPOBAHHOIo JOCTYMa U
Kpaxu gaHHbix y ®Iryr «rjCcey -
CneucBssb

YKP® 4.1 cT.183, YK P® 4.1 cT. 272

Mporpamma CtaxaHoBeL No3Bonuna:

BbISIBUTb HECAHKLMOHNPOBAHHOE
NorMpoBaHWe B 3NEKTPOHHYHIO NOYTY
rocnpegnpusiTua ¢ HoBoro paboyero
MecTa (3adhUKCMPOBAHO CKPUHLLIOTaMM)
onepaTtMBHO OOHAPYXUTb HapyLUeHne
3aKOHa 1 BbISIBUTb BUHOBHOIO
nepenatb gaHHble PenepansHOn
Cnyx6e besonacHocTu




e [lokasbiBanTe MHTYUTUBHbLIN
nHTeppernc «CtaxaHoBLA» N CKOPOCTb
HaCTpOWKn NonMTuK 6e3onacHoOCT B
peanbHOM BPEMEHM.

e [leMOHCTPUPYNTE MIHOBEHHYIO
OrnokupoBsky yrpo3s (¢poto, ronoc,
dansnbl) B MOMEHT UX BbISIBNIEHUS.

e [loguepkmBante paboty «CtaxaHoBua»
Ha cnabowm xenese 6e3 notepu
NPOW3BOANTENBHOCTU N BbICOKYHO
CTabunNbHOCTb NOA Harpy3KoMu.

Ceptudukarbi/JliuueHsun/MareHTbl/Harpagbl

KTo ucnon b3yeT CraxaHoBel,

JInueHsuum

JInueHsuna PCTIK Ne J1050-00107-77/02210986 Ha geAaTenbHOCTb NO
paspaboTke 1 NPOM3BOACTBY CPEACTB 3aLMThbl KOHpMOEHUMANbLHON
NMHopmaumm (beccpoyHas)

CBugertenbcTBa
e (CBuaeTenbCTBO O roCy4apCTBEHHOW permcTpauumn nporpamMmmbl
ana 9BM
e Bhbinucka U3 peectpa akkpeauToBaHHbIX N T-opraHusaumm
MwuHLmdpbl

e [lpukas MunLlndpel 0 BHECEHMM B peecTp oTevecTBeHHoro MO

CepTtudmkatbl COBMECTUMOCTM:

AstraLinux (cepsep u knueHT), PE[, OC, AlterOS, AtlantOS,
PostgreSQL,Postgres PRO, Jatoba CYB[], Express, PocaOC,
WHdeput OC, RUSIEM, Komrad SIEM

Pe3nageHTCTBO M YNeHCTBO
CeugetenbcTBo yyactHuka PYCCOOT

Ton-10 komnaHui, ucnonb3yrowmx «CTtaxaHoBeL»:
1. AO «MOCKOMBAHK» - 6aHKOBCKUIA CEKTOP
2. AO «TennoaHeprocepsucy» (MK AxkytckaHepro n MK Pycluapo) -
aHepreTuka
00O «KoHeuet» - UT-yenyru
00O «Ctpon-lpoekT» - CTPOUTENLCTBO
000 «ABTOMOOMBHAA KOMMAHUAY» - aBTOMOOWIbHAs oTpacib
000 «MeacTtanuHy - meguUuHa
dapmaueBTryeckaa komnaHna « Temn» - hapmaueBTrKa
000 «ABTOMaTU3AUUA POZHUYHBIX TEXHOMOTMIA» - PUTENN
'K «Tennogap» - Npon3BoacTBO
0. MpoekTHbIn ueHTp YITHTY «HedTerasnHXuHUpUHr -
obpasoBaHune/HedTeras

SO0 NO O AW

JononHutensHo: bonee 15 komnaHu n3 cnucka Forbes Russia
(KOHKpEeTHbIe Ha3BaHNSA KOHUAEHUMATBbHbI)




ToBapHble 3HaKu
CBuOeTenbCTBO Ha TOBApHbI 3HAK C NPOAJIEHNEM CpoKa AeNCTBUS

Harpagbl
Bxogut B TOlNM-100 noctaBLmkoB Ans: arponpombiwneHHocTn (AlK),

retail, npon3BoaCTBEHHbLIX NPEANPUATUN U (OMHAHCOBOIO CeKTopa no
Bepcun CNEWS

MaTeHTbI
e [laTeHT «AHanuTuka».

e [laTeHT «[padnyecknit MHTepdenc nonb3oBaTena»
e [laTeHT «KnaBmnaTtypHbI NOYEPK».




