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Bepcusa npoaykrta

Ba3oBbin pyHKLMOHAN

MopgynbHasi CTpyKTypa

lMpepycTaHoBneHHbIE crioBapu

KoHTponb yaaneHHoro nogkntodeHus Citrix XenApp
HacTpoiiku nonmTtunk 6esonacHocTn
KnueHT-cepBepHas apxutekTypa

Pa6ota cepeepa 3a M3

TepMuHanbHbIN cepBep, TOHKUI KINEHT
Pabota B huamyecknx 1 BupTyanbHbIX cpegax
Mopnepxka 2-x (oByx) CYB SQL

OTnpaBka coobLleHnii nofnb3oBaTensm
BrokvupoBka knaBuaTtypbl ¥ MbiLUK

Mopaepxka IPv6

JlokanbHoe xpaHeHune

OTnoxeHHoe HabnogeHe

Moppepxka ogHoBpemeHHon paboTtkl 6onee 20000
KINMUEeHTCKUX I'IO,EI,KJ'IIO‘-IeHI/II7I

OrpaHuyeHue Tpaduka

LndpposaHme Tpadurka AaHHbIX

KoHTponb ceTeBol akTMBHOCTU Yepe3 BCTPOEHHbIN proxy
B03MOXHOCTb CKpbITOro HabnoaeHus

TpeBoxHas KHorKa (cTon AecTBYE Ans BCex
nonb3oBartenew)

LleHTpaJ'II/I?»OBaHHaFl yCTaHOBKa U o6HOBRNEHWE areHTa

KoHTponb nonb3oBatenein paboTtarlume B paMkax 0qHOMO
nomeHa AD

ABTtoyctaHoBka SSL cepTudukata Ans naHenu
agMuHucTpaTopa

Pa6ota Ha cepBepax ¢ rpaguyeckmmmn npoueccopamu GPU
KOHTpOmb LIeNnoCTHOCTM areHToB OT yAarneHus
PaccnegoBaHve MHUMOEHTOB (KapaHTWH)

JlornpoBaHwue gencteuii opumuepa 6esonacHoCcTn
Busyanusauus HabnrogaemMbix AaHHbIX

Mownck aybnupyoLLMx JOKYMEHTOB

Moppepxka LDAPS

Hactporikn goctyna OU (organizational unit)
dunbTpaums Beb-Tpaduka ¢ nogMeHon cepTudmkaTos
®unbrpaumns Beb-Tpadmka 6e3 noaMmeHbl cepTudnkaTon
OTnpaBka OTYETOB MO pacnucaHu

PaboTa B pexumMe ayTcopcuHka (nonb3oBatenb nog,
HabrogeHneM cam BKYaEeT/OTKNOYaeT HabnoaeHne 3a
cobort)

Busyanusauus tHopmaLmm 0 UCNOmNb30BaHUM
BO3MOXHOCTEN cepBepa

Anroputm JlyHa (Nnonck HOMEPOB KPeAUTHBIX KapT)
Web-uHtepderic

KOHTEHTHbIN aHanun3

Mopdonoruyeckuin aHanuns

KOHTEeKCTHbIN aHanu3 Ha 6ase ml

mobanbHbIV nonck

Mowuck no wabnoHam

Mownck B charinax

Mowuck No perynsipHbIM BblpaXKeHUsimM

Active Directory
Samba DC
FreelPA

ALD PRO
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MHTerpauums c cnyx6amu
KaTaroros

CrtaHaapTbl obmMeHa
OaHHbIMU

MoanepxuBaemblie API

MopanepxuBaemMble
cUcTeMbl BUpTyanusauum

MopaepxuBaemble
VPN-wno3bl

OpenLDAP
Libdomain

STIX

MS Graph API

Microsoft Hyper-V
VMware vSphere
Oracle VM VirtualBox
KVM

XEN

Parallels Desktop
HOSTVM

ROSA Virtualization

Kpuntonpo VPN-cepsep NGate
C-Teppa LWnto3

Infotecs ViPnet

KoHTUHeHT ZTN

Checkpoint vpn

Cisco VPN

Netams WNAM

DLP-dyHKkuMMn

AHTUdOTO

Mownck no coBnagatoLnM TepMUHAM U3 [OKYMEHTa
3anpeT TpaHcnsaunM 4eMOHCTPaUMOHHOro akpaHa B BKC
lonocosoe DLP

3anpeT Ha NosHY NN YacTUYHYI0 OTNPaBKy darnos

3anpeT co3gaHnsa CHUMKOB 3KpaHa (CKPMHLLOTOB)
nonb3oBatensm

PacnosHaBaHue nuu, dakT 3aMeLLeHnst COTPyaHMKA
3awyuta oT 3aknevBaHusl Beb-kamep

3awuta paboyero mecta OT MOCTOPOHHETO

3awmTa oT KBMLIMHIa

CospgaHue umMdpoBLIX 0TNe4YaTkoB (hannos

CkpbliTble «BogsiHble 3Hakn» (watermarks) Ha
N306PaKEHUAX N CKPUHLIOTAX

AHanus cogepxmmoro ainnoB 1 nanok (kpaynep)
OTnpaBka yBegoMMeHWI Npy oBHapyXeHnn nHueaeHTa
BrnokvpoBka focTyna k NpunoXeHUsm

BrnokupoBka goctyna k cantam

BrnokupoBka paclumpeHnuii 6paysepos

Brnokmposka Drag & Drop mexaHHuK

Brnokmposka USB-noptos

Brnokuposka MTP-ycTponicts

3anpet FLASH-HakonuTenew

3anpeT ceTeBbIX NOAKMIOYEHNI Yepes
WiFi/Bluetooth/USB-monem

Mepexsat SSL-Tpadmka

KoHTponb kopnopaTtuBHbIX hannoBbiX CEpBEPOB
3anpet CD/DVD/Floppy

Brnokmpoeska RDP-ceccui

Bnoknposka FTP-noagkntoyeHnmn

3anpet bydepa obmeHa
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3anpet oTnpaBKku Ha NeyaTtb

Benble 1 YepHble cnvcku

BrnokmpoBka nepepaun rpacgpuyeckux gannos
Busyanusauus mapLipyTa ABUXKEHWS JOKYMEHTOB
3anpet komaHg B Linux-TepmuHane

3anpeT nepecbinku annos

TeHeBble konun

TeHeBble Konuu NnepeaaBaemblx annos vYepes RDP
MapkupoBaHue JOKYMEHTOB

OrpaHuyeHne goctyna K OTMapKMpoBaHHbIM JOKYMEHTaM

I'Io,qnep)KM BaeMble (bOpMaTbI MapkKkupoBaHus
AOKYMEHTOB

doc
docx
txt
pdf
xls
xlsx
Xps
csv
pptx
odt
odp
ods
SXW
ppt
rtf
tif
tiff
djvu
dxf
dwg
stl
obj
max
ma
mb
igs
3ds
3dm
cdw
m3d
spw
frw
a3d

OnTuyeckoe pacnosHaBaHue cumsornoB (OCR)
PacnosHaBaHne TekcTa Ha CKpUHLLOTaX
PacnosHaBaHve noanucen

PacnosHoBaHue rpadunyecknx 06bEKTOB — TEXHUYECKUX
yepTexen co wramnamum no NOCTy

PacnosHaBaHWe nepcoHasbHbIX AaHHbIX B BOAUTENbCKUX
YOOCTOBEPEHUSIX

PacnosHaBaHue nepcoHanbHbIX AaHHbix B CHUTIC
PacnosHaBaHune nepcoHanbHbiX AaHHbIX B MHH
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DLP-dyHKUMOHaN

DeTtekuuns o6bekToB (ML)

Hetekuns QR-kopoB

[eTekumns Kpyrmnbix nevaremn

LeTekuus TpeyronbHbIX nevaten
[eTtekuus Wwtamnos

[eTekuusi nacnopTos

[eTekuusi BOAMTENbCKUX YOOCTOBEPEHUSIX
Detekuns CHANC

Detekuna NHH

[eTekuusi nnaTexHblx kapT

LeTekuunsa nognucen

[eTekumst N, B cKaHax NMYHbIX JOKYMEHTOB

MoanepxvBaemble anropuTMbl LM POBLIX OTNEYATKOB
SHA-1

MD5

CRC32

KoHTponb Mo6unbHbIX ycTponcTts/OC
Android

i0S

Linux Mobile

Sailfish OS

Aspopa OC

Rosa Mobile

Bo3moxHoOCTH areHTa
BusyanbHbin nHTepdenc areHTa

3anpoc JoCTyna K CHATUIO OrpaHUyeHuin Yepes uHTepdelic
areHTa

WHdopmMupoBaHue TekyLero nonb3oearens o6
orpaHMyeHUsax Yepes nHTepdeic areHTa

MecceHpxepbl
Telegram
TamTam
WhatsApp

Viber

Signal

Skype

Zoom

Microsoft Teams
Lync

Bitrix24

Slack

VK Teams
Cisco Webex Teams
eXpress
Yandex Messenger
TrueConf

ICQ

Mail.ru Agent
Discord

Myteam
WeChat
iMazing

Trillian
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Threema

RocketChat
Mattermost

Hangouts

Google Chat

Yahoo messenger
Facebook messenger
XMPP (Jabber)
SberJazz

MTS LINK

DION

RT Link

IVA

APM I'C (Cpepga)
Anpekc Tenemoct
KoHnTyp.Tonk

Mot ocpuc Squadus
P7-KomaHpa
Onlyoffice Workspace

CepBucbl BKC
VK Teams
TrueConf
SberJazz

Zoom

MTC Nunk
Anpekc.Tenemoct
KoHnTyp.Tonk

Email

Pop3

SMTP

IMAP

MIME/ SIMIME
MAPI
Web-mail

MoyToBble KNUEHTbI
Outlook

Thunderbird

Bat

IBM Lotus Notes
CommuniGate Pro
P7-Ocuc.OpraHaiizep
MoinOdomc MNouta
Onlyoffice Mail
Mailion

CepBHCbl COBMECTHOW paboThbl

Microsoft 365
Yandex 360

VK WorkSpace
Jira n Confluence
AlterOffice
P7-Odmc
MonOduc
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CraxaHoBeL,
MTS LInk Jocku Het
GitHub
Ob6nayHble KopnopaTuBHbIie peLleHUs
KowTyp.[lnanok
CepBuCbl aBTOpPU3aLMM 1 ayTeHTUdUKaumn
KoHTyp ID Her
CepBuChl yaaneHHOro AocTyna v ynpaBneHus
ycTpoucTBamMu
KouTyp.floctyn
MpoTtokonbl
HTTP/HTTPS Ha
FTP/FTPS Ha
SFTP
AS2
scP
SSH Oa
SMB
CIFs
MTP Oa
Torrent
WI-FI Ha
WebDav Oa
CardDAV H/O
SDP
H.323
Megaco/H.248
MGCP
SKINNY
Bluetooth Oa
sIP
VolP
Telnet Het
FireWire
PCMCIA
COMILPT
IRDA
HTTPIM Het
MMP Oa
ICAP Ha
no ICAP
DION Ha
TrueConf Oa
eXpress Oa
Bitrix24
MS Teams
RocketChat
VK Teams Hert
Squid B nnanax
Usergate UTM
Ideco NGFW

Zecurion SWG Het
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KaHanbl nepexBarta

®YHKLUMN MOHMTOPUHIa

O6nayHble xpaHunuwa
DropBox

OneDrive

iCloud

Mega

Evernote

Google Drive
SugarSync

Secret Cloud Enterprise
Nextcloud

O6nako Mail.ru
Axpexc.Ouck

NeHTa akTMBHOCTM

MalumHHoe Bpems

Monb3oBarensckoe Bpems

3arpyska CPU/GPU (BbisiBNeHWe MaiHuHra)
YueT paboyero BpemeHu

AsTomaTnyeckuin Tabens YPB

Detanusauusa CKY[

MOHWUTOPWHT 3MEKTPOHHOM NOYThI
MOHWUTOPWHT BNOXEHWN

MOHUTOPUHT NoceLlaeMbIx CanTos
MoHnuTopuHr yyactuns B BKC

MoHuTOpUHT KOMaHAaHou cTpokun CMD
MoHnutopuHr PowerShell

MoHnuTopuHr BBoga komaHg B Windows TepMmuHane
MOHWUTOPWHT 3anyLLEHHbIX MPUMOXEHNI
MoHuTopuHr 6ychbepa obmeHa

AHanu3 NoMckoBbIX 3anNpocoB Monb3oBaTenew

npOCJ'IyLUI/IBaHVIe 3anncaHHbIX royioCoBbIX NeperoBopos

Kewnorep

3anuce BMaeo akpaHa

3anuce c Beb-kamep

3anuck ayano ¢ MykpodoHa (AMHaMUKOB)
TpaHckpunbauwusi ayamonoToka/ayguodarina B TEKCT
KnaBunaTtypHbIn novepk

CosfaaHne CHUMKOB 3KpaHa paboyero ctona

CospnaHue CKPUHLLOT NakoB U3 CHUMKOB 3KpaHa
(I'IpOI/IprIBaTeI'Ib nakeToB CHMMKOB ekpaHa)

ABTOMaTMYECKME CHUMKU C BEG-Kamepsl
[eTekumns nuu Npu nomoLLn Beb-kamepbl
lpad cBazen coTpyaHmMKoB

OTcnexviBaHue reofniokaLmmn CoTpyaHNKOB
YaaneHHbIi OHNarH NpocMoTp paboyero ctona
KoHTponb npucyTcTBusa Ha paboyem mecTe
KoHTponb ¢ainosbix onepaummn

KoHTponb paboTkl ¢ 06nayHbIMK ceparcamm
KoHTpomnb ceTeBbIX NOAKITHOYEHMNN

KOHTpOmnb YepHOBUKOB 31EKTPOHHON MOYTbI
KoHTponb neyatu

KoHTponb ycTtaHoBneHHOro o60pyaoBaHns
YepHble/Genble cnucku yctaHoBneHHoro MO
YepHble/6enble Cnncku MHTEPHET pecypcoB

YnaneHHasi briokupoBka paboyero mecta CoTpyaHuKa
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¢yH KUMU KOHTpONA
COTPpyAHUKOB

AHanuTtnyeckne cyHKUMM U

KOHTPOJb PUCKOB

Paccbinka onoBeLleHui Nonb3osaTensamM HeHaxoaALWMMCs
nog HabnogeHnem

KoHTporb nepecbinaembix COOBLIEHNI

BlopkeTnpoBaHne/koHTponb BropkeTa/pacyeT (hHaHCOBbIX
nokasartenemn

Tack-meHekep (MOCTaHOBKa M KOHTPOSb 3a4a)
TanmTpekep (y4eT BpeMeHU Ha BbINONHEHWe 3a4aq)

HacTpoiika nHaMBMayansHoro pacnucaHus rpaduka
paboThbl COTPYAHUKOB

Hocbe (kapTouka) cCoTpyaHMKa
BbisiBNeHne aHoManbHOro noBeaeHus
OTKNOHeHns OT cpeaHero
AHanusaTtop puckos

PenTtuHrn Hapywmtenen
MporHosvnposaHune puckos

mbkas cnctema oTyeTOB

MocTpoeHne oTHETOB MO COTPYAHUKAM
MocTpoeHne oT4eToB MO NoApasaeneHnam
Busyanusaumsa cBogHbIX AaHHbIX
BeisiBnenve TOlM-Hapywutenen

BbisiBneHve HepgoBonbcTBa paboTon (HEMOSANbHbBIX
COTPYOHUKOB)

BbisiBneHve muymx pabory

BrisiBneHve nepepabotok

BbisiBNeHne HapyLLeHWin nonuTuk 6e3onacHoCTM (KoMnnaeHc
BbisiBneHve onosaaHuii

BbisiBneHve no3aHuX/paHHNX yXo4oB

BbisiBNeHne HenpoayKTUBHOW aKTUBHOCTH

BbisiBNeHve cambix NPOAYKTUBHBIX

TennoBasi KapTa HapyLUeHWUA

BM3yanM3aum;| N paHXnupoBaHue no camMmbimM
pacnpoCTpaHeHHbIM KaHanam yTeyku nHdopmaLuum

Bunayanusauusi u paHxupoBaHue HapyLleHWii NonuTUK
Ge3onacHocTh

Buayanusauus n paHxvpoBaHue cambix NnepeaaBaembIx
arnos/0OKyMeHTOB

Hanuune API

Hanuune SDK

B0O3MOXHOCTb MHTErpauum ¢ ¢ CTOPOHHUMM peLLEHUSMU
Hanuyne TemHon TeMbI

YBegomrieHne o BbIXOAEe HOBbIX BEPCUN

BO3MOXXHOCTb OGHOBMTL MMLIEH3NIO NMPAMO U3 KOMMeKca
LLncpoBaHne gaHHbIX

MepeBop xxecToB B TekcT npu nomowm N Bo Bpems BKC

Brnokmposka TpaHcnsuum BKC npu ncnons3saoHum B
kayecTBe doHa (Intelligent Capture) koHdMAEHLMANbHON
MHdOopMaLum

KoHTponb npuBunermposaHHbIx nonb3osatene (PAM)

KoOHTpOsIb KOPNopPaTMBHOM MOYTHLI Ha IMYHOM YCTPOWCTBE
6e3 ycTaHOBKM areHTa

Mepepava Tpadmka no ICAP-npoTokony
MonHoueHHasa nogaepxka SIEM (Syslog)

Bbirpyska ot4yetoB/cobbiTvii B SQL

OnepaTnBHas aHanuMTnyeckas obpaboTka (OLAP)
ABTOMaTV3NPOBaHHOE apXxMBMPOBaHWE CryxebHbix BJ]
[ByxdakTopHasi ayTeHTudunKkauns

3awwTa oT nepebopa napons
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HononHutenbHbINA
dyHKUMoHan

CoBmecTHas pa6oTta u
nopAepxka nonb3oBarenen

WHTepdeiic

dopmaTbl BbIrPy3Ku
AOKYMEHTOB

OTcnexvBaHVe aapecoB KpUNTO-KOLLENbLKOB B Bydepe
obmeHa

IMAP-kpaynep (ckaHMpoBaHUe NO4YTOBOrO apxuea rno
npotokony IMAP)

AHanua SPAN-nopTa / MNepegaya TeHeBoW Konun Tpaduka

(SPAN) c ceTeBbIX LWM0O30B

OpraHunsaumsa CU3 no texHonorum (ZTNA)
CeTeBoli 4OCTYN C HyNeBbIM JOBEPUEM

Mposepka Compliance npu ayTeHTUdMKaLnm
my6okui aHanu3a naketos (DPI)

ABTOMaTM3MPOBaHHOE CO3AaHNe 3alUULLEHHbIX apXMBOB
oTnpasndAeMbIX Nonb3oBaTenaMn JOKYMEHTOB

AHanu3 3anaponeHHbIX apXMBOB
Ynpaensiemasi nepegaya gavinos (MFT)
KoHTponb API-3anpocos

DCAP KoMnoHeHT

UBA/UEBA KomnoHeHT

WuTterpaums ¢ MDM-cuctemamm

WHTterpaums c IAM-cuctemamm

WHTerpaums ¢ cepemcamy peveBor aHanuTukm
MHTerpaums ¢ SOAR cuctemamm
YBegomneHus o cobbiTuax B Telegram

MoakntoveHue K TexHnyeckon nHdppactpyktype HKLKA
(FocCOIMKA)

Bl-AHanuTtuka

AHanu3 naTtTepHOB NoOBEAEHUS
MpepukTBHas aHanuUTHKa
WHTterpaums c NGFW

ABTOhOpMMpOBaHMe croBapel Ha 6ase TeEXHONOrMN
MaLUMHHOro 0by4eHus

MHuBeHTepmsaumsa CK3U (kntoyn/TokeHbl)
OTo6paxeHne paboumx cTaHuuii Ha kapTe oduca
MpoBepka areHToM Bepcuii yctaHoBneHHoro MO
WHTterpaumsa B CO[

MWN-accucteHt

WHTerpaumsa ¢ CKY-cucrtemon

BcTpoeHHas HTepakTuBHasi OHNanH-gocka noMmoraroLuas B

paccnefoBaHWUN MHLEOEHTOB

MHTepaKTUBHBIA TarMnanH npocMoTpa cobbITuin Ans
PYYHOrO aHanmaa KOHTeKCTa MHUMAeHTa

Hanuuve Tack-meHemxepa Ons COBMeCTHON paboThl Hag,
paccrefoBaHnem MHUUAEHTOB

BctpoeHnHast Kanban-gocka ynpaBsneHus npoueccom
paccrnefoBaHNUsa UHLEOEHTOB

Dashboard (pabouyas 30Ha) Ha OCHOBe Habopa BUAKETOB

OT06pa)KeHVIe KINMKabenbHbIX KOHTAKTHbIX AaHHbIX
COTPYAHMKA B KapTO4Ke COTpyaHUKa

Beirpy3ka gaHHbIx B dpopmate XLSX
Beirpyska gaHHbIx B dpopmate XLS
Beirpy3ka gaHHbIx B dpopmate PDF
Bbirpy3ka gaHHbix B dpopmate CSV
Beirpyska aaHHbIx B dpopmate ODS

Windows
Linux (DEB Based)
Linux (RPM Based)
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MopaepxuBaemblie OC
(cepBep)

MoppepxuBaembie OC
(KNueHTbI)

Moppepxka oTeyeCcTBEHHbIX

OC (ceptudmkaums)

NoppepxuBaemMble
nakeTHble MeHeaXepbl
(Linux)

Moppepxusaemblie B[

NMopanepxuBaemMble Bepcum

PostgreSQL

Hanuuune co6cTBEeHHOrO
Mo6unbHoro npunoxeHus

MacOS
BSD

Windows
Linux
MacOS
BSD

WHpeput OC
Astra Linux
Rosa Linux

PELO OC

AnbT Linux
AlterOS

Atnant OC
OCHoBa
Crtpenely,
Onbbpyc JnHyke
Platform V SberLinux OS
KasperskyOS

DPKG, DEB (.deb)

RPM (.rpm)

TAR.GZ (.tar.gz)
PACMAN, TAR.XZ (.tar.xz)

PostgreSQL
Postgres PRO
Oracle

MS SQL

Azure SQL

MySQL

SQLite

ClickHouse

Jatoba

PEQ BAO

Jluntep

JlunTtep-BC

Tantor

Pangolin V Platform
CYB[ KeanT-I'mbpua
Arenadata DB
Proxima DB

SoQoL

PostgreSQL 11
PostgreSQL 12
PostgreSQL 13
PostgreSQL 14
PostgreSQL 15
PostgreSQL 16
PostgreSQL 17
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Hanuuue co6¢cTBEHHOrO
pacwmpeHus ans 6paysepa

NuueHsun n ceptudmkarol
Hanuuve nuyHoro kabuHeta
KommeHTapuin

CraxaHoBel,

Het
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B nnaHax

Solar Dozor
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() CraxaHogey

Haw Tenerpam-xaHan

C HOBOCTAMM

N3 Mmpa MHPOPMaLMOHHON
BesonacHocTu

n Employee Monitoring

@STAKHANOVETS_RU

/| stakhanovets.ru
/1 +7 (499) 110-84-10

/1 info@stakhanovets.ru

000 «Craxarosewy, VIHH: 7725836290; OMPH: 1147746831220


http://stakhanovets.ru/
http://stakhanovets.ru/
mailto:info@stakhanovets.ru

