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Bepcus npogykTa

Ba3soBbin hyHKLMOHaN

MopaynbHas cTpyKkTypa

MpenycTaHoBMNEHHbIE CroOBapu

KoHTponb yaaneHnHoro nogkntodeHus Citrix XenApp
HacTtpoiiku nonutuk 6esonacHoctu
KnueHT-cepBepHas apxuTekTypa

Pa6ota cepsepa 3a M3

TepMuHanbHbIV CepBep, TOHKUA KNUEHT
PaboTa B dhmanyecknx un BUpTyanbHbIX cpegax
Mopaepxka 2-x (aByx) CYB[ SQL

OTnpaBka coobLLeHWIn Nonb3oBaTeNsiM
BrnokvpoBka knaBuaTypbl U MbILLN
Mogaepxka IPv6

JlokanbHoe xpaHeHue

OTnoxeHHoe HabnoaeHne

Moppepxka ogHoBpeMeHHo paboTbl 6onee 20000
KIMMEHTCKMX NOAKMHYEHUN

OrpaHu4yeHne Tpaduka

LLndppoBaHne Tpadumka gaHHbIX

KoHTponb ceTeBov akTMBHOCTY Yepe3 BCTPOEHHbIN Proxy
B0O3MOXHOCTb CKpbITOro HabnwoaeHns

TpeBoxHas KHomMKa (cTon AencTBue Ans Bcex
nonb3oBatenen)

LleHTpaJ'IVISOBaHHaﬂ yCTaHOBKa U 0o6HOBREHWE areHTa

KoHTponb nonb3oBartenen pabotatolime B pamkax 0gHOro
nomeHa AD

ABTOycTaHOBKa SSL cepTudukaTa 4na naHenm
agMuHUcTpaTtopa

Pabota Ha cepBepax ¢ rpacmyeckumm npoueccopamn GPU
KOHTpOsb LLenocTHOCTH areHToB OT yaaneHus
PaccnepnosaHue MHUMAEHTOB (KapaHTUH)

TNorupoBaHue pgencTeuin oduruepa 6esonacHoOCTm
Buayanusaums Habnogaemblx AaHHbIX

Mowck aybnmpytoLwyx AOKYMEHTOB

Moppepxka LDAPS

Hactpoiikun goctyna OU (organizational unit)
®unbTpaumsa Beb-Tpaduka c noaMeHon ceptTudukaTon
®Punbrpaumsa Beb-Tpaduka 6e3 nogmeHsl cepTndrKaTon
OTnpaBka OTYETOB MO pacnMCaHuIo

PaboTa B pexxume ayTcopcuHka (nonb3oBaTtenb nog
HabngeHnemM cam BKIoYaeT/oTKoyaeT HabnogeHne 3a
coboit)

Busyanusauust iHgopmMaumm o UConb30BaHum
BO3MOXHOCTel cepeepa

Anroputm JlyHa (Nonck HOMEPOB KPEAUTHBIX KapT)
Web-uHtepdeic

KOHTEHTHbIN aHanu3

Mopdonornyeckun aHanus

KOHTeKCTHbIN aHanu3 Ha 6a3e ml

MmobGanbHbIA nouck

Mowuck no wabnoHam

Mownck B haninax

Mownck no perynspHbIM BbIpaXXEeHNSM

Active Directory
Samba DC
FreelPA

ALD PRO
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WHTerpauus c cnyx6amm
KaTanoros

CraHpapTbl o6MeHa
AAHHbIMKU

MoppepxuBaembie API

MopaepxuBaemMblie
CUCTeMbl BUpTyanumsauumum

OpenLDAP
Libdomain

STIX

MS Graph API

Microsoft Hyper-V
VMware vSphere
Oracle VM VirtualBox
KVM

XEN

Parallels Desktop
HOSTVM

ROSA Virtualization

KpunTtonpo VPN-cepsep NGate

CraxaHoBel,
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C-Teppa Llino3
Infotecs ViPnet
KonTumert ZTN
Checkpoint vpn Her Het
MoanepxuBaeMbie Cisco VPN Het Het
VPN-wnio3bl Netams WNAM Het Het
DLP-dyHKLUMMN
AHTUOTO Oa Oa
Mowck no coBnagaroLLMm TepMUHaAM U3 AOKYMeHTa Oa Oa
3anpeT TpaHCcnsaLMn AeMOHCTPALMOHHOTO 3KkpaHa B BKC B pabote H/O
[onocosoe DLP Oa Oa
3anpeT Ha NOMNHY UK YaCcTUYHYIO0 OTNpaBKy dannos Oa Oa
3anpeT co3gaHns CHUMKOB 3KpaHa (CKPUHLLIOTOB)
nonb3oBarensm Ha Oa
PacnosHaBaHve nuu, dakT 3aMeLLeHns CoTpyaHUKa Oa Oa
3awmTa oT 3aKknenBaHuns BebG-kamep Oa H/L
3awuTta paboyero mecTta oT NOCTOPOHHENO Oa H/0
3almTa oT KBULLNHTa Het H/O
CosgaHuve undpoBbIX OTNEeYaTKoB hannos Oa Oa
CkpbiTble «BoasiHble 3Hakmy» (watermarks) Ha
M300paXKeHMsAX N CKPUHLLIOTAx Oa Oa
AHanua cogepxumoro annos 1 nanok (Kpaynep) Oa Oa
OTnpaBka yBeqoMneHui npn obHapyxeHun nHueaeHTa Oa Ha
BrnokvpoBka gocTyna Kk npunoxeHnsam Ha Ha
BnokupoBka gocTyna Kk caitam Oa Oa
BrnokvpoBka paclumpeHuin 6paysepos Het Oa
Bnokuposka Drag & Drop mexaHHUK Het Oa
Bnokupoeka USB-noptos Oa Oa
Bnokvposka MTP-ycTponcTs Oa Oa
3anpet FLASH-Hakonutenei Oa da
3anpeT ceTeBbIX NOAKMOYEHNI Yepes
WiFi/Bluetooth/USB-monem Oa Oa
Mepexeat SSL-Tpadmka Oa Ha
KoHTponb kopnopaTtuneHbIX hannoBbiX CEPBEPOB Her Ha
3anpet CD/DVD/Floppy Het Oa
Bnokuposka RDP-ceccumn Oa Oa
Brnokuposka FTP-nogkntoyeHuin Oa [a
3anpet bydepa obmeHa Oa Ha



CraxaHoBel,

3anpeT oTnpaBku Ha nevyaTb Oa
Benble 1 yepHble cnncku Oa
BrnokupoBka nepegayn rpacduyeckmx annos Het
Busyanusaumsa maplupyTta ABWKEHUS LOKYMEHTOB Het
3anpet komaHf B Linux-Tepmunane Ha
3anpeT nepecbinku annos Oa
TeHeBble konun Oa
TeHeBble KONUK NepeaaBaeMbix pannos Yepes RDP Het
MapkupoBaHve JOKYMEHTOB Oa
OrpaHuyeHve JOCTyna K OTMapKMpOBaHHbIM JOKYMEHTaM Her

NMoanepxusaemblie hopmaTbl MapKUpoBaHus

AOKYMEHTOB
doc Het
docx Oa
txt
pdf Oa
xls Het
xIsx [a
Xps
csv Het
pptx Ha
odt B nnanax
odp B nnanax
ods B nnanax
sxw
ppt Het
rif
tif
tiff
djvu Het
dxf
dwg
stl
obj Her
max
ma
mb
igs Het
3ds
3dm
cdw
m3d Het
Spw Het
frw
a3d Het
OnTuyeckoe pacnosHaBaHue cumBonos (OCR)
PacnosHaBaHue TekcTa Ha CKpUHLLOTax Oa
PacnosHnaBaHue nognucen B nnanax
Pacno3HoBaHme rpadmnyeckmx 06 bEKTOB — TEXHUYECKNX
yepTexen co wramnamu no NOCTy
PacnosHaBaHve nepcoHarbHbIX AaHHbIX B BOAUTENbCKMX
YOOCTOBEPEHUSAX Het
PacnosHaBaHve nepcoHarnbHbiX gaHHbIx B CHUJIC Het

PacnosHaBaHue nepcoHanbHbIX AaHHbIX B MIHH Her
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DLP-cyHKLMOHanN

DeTtekuns o6bekToB (ML)

Hetekunsa QR-kogoB

HeTekumnsa KpyrmbIx neyaten

[HeTekumns TpeyronbHbIX nevatewn
[eTtekuus wtamnos

[LeTekuus nacnopTos

[eTekumns BOAUTENbCKMX YAOCTOBEPEHUSIX
Detekuuna CHUJC

Detekuusa NHH

[eTekumns nnaTexHbIx KapT

Detekuus nognucen

[eTekumns Ul B CKaHax NMYHbIX JOKYMEHTOB

MoanepxuBaembie anropMTMbl LUPOBLIX OTNEYaTKOB
SHA-1

MD5

CRC32

KoHTponb Mmo6unbHbIX ycTponcTe/OC
Android

iOS

Linux Mobile

Sailfish OS

Aspopa OC

Rosa Mobile

Bo3MoxHOCTM areHTa
BusyanbHbIi MHTEpdhenc areHTa

3anpoc [ocTyna K CHATUIO OrpaHUYEeHuii Yepes nHTepdenc
areHTa

MHdopMupoBaHWe TekyLLero nonb3oBarens 06
orpaHu4eHusix Yyepes nHTepdenc areHTa

MecceHpxepbl
Telegram
TamTam
WhatsApp

Viber

Signal

Skype

Zoom

Microsoft Teams
Lync

Bitrix24

Slack

VK Teams
Cisco Webex Teams
eXpress

Yandex Messenger
TrueConf

ICQ

Mail.ru Agent
Discord

Myteam
WeChat
iMazing

Trillian
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Threema

RocketChat
Mattermost

Hangouts

Google Chat

Yahoo messenger
Facebook messenger
XMPP (Jabber)
SberJazz

MTS LINK

DION

RT Link

IVA

APM I'C (Cpega)
Anpekc TenemocTt
KoHTyp.Tonk

Mot ocpuc Squadus
P7-KomaHpa
Onlyoffice Workspace

CepBucbl BKC
VK Teams
TrueConf
SberJazz

Zoom

MTC JNuHk
Anpekc. Tenemoct
KoHTyp.Tonk

Email

Pop3

SMTP

IMAP

MIME/ S/IMIME
MAPI
Web-mail

MoyToBble KNUEHTbI
Outlook

Thunderbird

Bat

IBM Lotus Notes
CommuniGate Pro
P7-Odunc.OpraHaiizep
MoinOdoumc Mouta
Onlyoffice Mail

Mailion

CepBuUCbl COBMECTHOW paboThbl

Microsoft 365
Yandex 360

VK WorkSpace
Jira n Confluence
AlterOffice
P7-Ocounc
MoinOduc

Q
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MTS Link Jocku Het Het
GitHub Her
O6nayHble KOpNopaTUBHbIE peLUeHUs

KorTyp.Anagok fia

CepBucbl aBTOpU3aLUKN U ayTeHTUMKaLUn
KoHTyp ID Het Het

CepBMCbI yAarneHHoro gocrtyna v ynpasneHusi

ycTponcTBamm

KowTyp.foctyn Her
MpoTtokonbl

HTTP/HTTPS Ja Ja
FTP/FTPS Ja Ja
SFTP [la
AS2 Het
SscP Her
SSH Oa Oa
SMmB [la
CIFs HIA
MTP Oa Oa
Torrent H/O
WI-FI [a Ja
WebDav Oa Oa
CardDAV H/O H/O
SDP [la
H.323 HIA
Megaco/H.248 Het H/AQ
MGCP HIA
SKINNY HIA
Bluetooth Oa Oa
siP [la
VolP [la
Telnet H/O
FireWire Het Ha
PCMCIA H/A
COMI/LPT [la
IRDA Het Oa
HTTPIM Het Ja
MMP Oa Oa
ICAP Oa Oa
no ICAP

DION Ja H/A
TrueConf Oa H/L
eXpress Oa H/O
Bitrix24 H/L
MS Teams Her H/Q
RocketChat Oa
VK Teams Het Oa
Squid B nnanax Oa
Usergate UTM Het Oa
Ideco NGFW Oa
Zecurion SWG Het Het



KaHnanbl nepexBaTa

tpyHKLI,VIVI MOHUTOpPUHIra

O6nayHble XpaHunuwa
DropBox

OneDrive

iCloud

Mega

Evernote

Google Drive
SugarSync

Secret Cloud Enterprise
Nextcloud

O6nako Mail.ru
Axpexc.mck

JleHTa akTMBHOCTYM

MalumHHoe Bpemsa

Monb3oBaTenbckoe BpeMs

3arpyska CPU/GPU (BbisiBNeHe MaiHUHIa)

YyeT paboyero BpemeHu

AsTOomaTuyeckuin Tabens YPB

Oetanusauns CKYO

MOHUTOPUHI 3NEeKTPOHHON MOYTbI

MOHWUTOPUHI BNOXEHUIN

MoHWTOPUHT NoceLlaembIX CanToB

MonuTtopuHr yuactus B BKC

MoHuTOpUHI KOMaHaHow cTpoku CMD

MonuTopuHr PowerShell

MoHuTopuHr BBoga komaHg B Windows TepMuHane
MOHWUTOPUHT 3anyLLEHHbIX NPUIOXEHWI
MonuTopuHr 6ycdepa obmeHa

AHanu3 nonckoBbIX 3anpocoB Monb3oBaTenemn
MpocnylmBaHWe 3anucaHHbIX roNoCOBbIX NEPEroBOpoOB

Kennorep

3anucb BMAEO 3KpaHa

3anuco ¢ Beb-kamep

3anvcb ayamo ¢ MUKPOdoHa (AMHaMUKOB)
TpaHckpubaums ayavonoTtoka/aygvnodaiina B TEKCT
KnaBuaTtypHbIi novepk

Co3gaHve CHMMKOB 3kpaHa paboyero ctona

CospgaHue CKPUHLLOT NakoB N3 CHUMKOB 3KpaHa
(I'IpOVII'prBaTeJ'Ib nakeToB CHUMKOB SKpaHa)

ABTOMaTUYeCKNE CHUMKM C BeG-Kamepbl
Hetekumns nuu npu nomoLum Beb-kamepsbl
lpad cBasen coTpyaHUKOB

OTcnexwvBaHne reonokauum coTpyaHUKOB
YnaneHHbI oHnaH npocMoTp paboyero ctona
KoHTponb npucyTcTems Ha paboyem mecte
KoHTponb channoBbix onepauuii

KoHTponb paboTbl ¢ 0bnayHbiMu cepBrcamm
KOHTponb ceTeBbIX NOAKMOYEHNI

KoHTponb YepHOBMKOB 3MEKTPOHHOW MOYTbI
KoHTponb nevatu

KoHTponb ycTaHoBneHHoro obopynoBaHus
YepHble/6enble cnucku yctaHoBneHHoro MO
YepHble/6enble CNMCKN MHTEPHET pecypcoB
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DYHKLMM KOHTPONS

COTpyAHUKOB

AHanuTtuyeckue cyHKUMM K

KOHTPOJ1Ib PUCKOB

YnaneHHas 6J'IOKVIp0BKa paGoqero MecCTa COTpygHuKa

Pacchblinka onoselleHnit Nonb3osBaTenaMm HeHaxoaaLUMCs
nog HabnogeHuem

KoHTporb nepecbinaemMbix CooBLLEHNI

BrogxeTvpoBaHme/koHTponb GrogkeTa/pacyeT hMHaAHCOBbIX
nokasarenen

Tack-MeHeaxep (NocTaHOBKa U KOHTPONb 3aAavy)
TanmTpekep (y4eT BpEMeHW Ha BbIMOMHEHNE 3afaq)

HacTpolika nHauemayansHoro pacnucaHus rpacvka
paboTbl COTPYAHMKOB

Hocbe (kapTouka) coTpyaHuKa
BbisiBNeHve aHoManbHOro noseaeHus
OTKINOHEHNs OT CpeaHero
AHanusaTtop puckos

PenTtnHrn Hapywutenen
MporHo3npoBaHue puckos

[vbkas cuctema oTyeToB

MocTpoeHne OT4ETOB MO COTPYAHMKaM
[MocTpoeHne OTYETOB MO NOAPa3AeneHNam
Busyanusaums cBoAHbIX AaHHbIX
Boisienenve TOlM-HapylumTenen

BbisiBneHve HepoBonbCTBa paboTol (HeNosNbHbIX
COTPYAHMWKOB)

BrisiBneHve niwymnx pabory

BrisiBneHve nepepaboTok

BbisiBneHve HapyLueHui nonuTuk 6e3onacHocTn (KoMnnaeHc
BbisiBneHne onosgaHumn

BbissBneHve no3gHux/paHHUX yXoO0B

BbisiBNeHne HeNpPO4YKTUBHOW aKTUBHOCTH

BbisiBNeHne camblx NPOAYKTUBHbIX

Tennosasi kKapTa HapyLLEHWN

Buayanuaauus un paHxvupoBaHue no cambiM
pacnpocTpaHeHHbIM KaHanam yTeuku nHdopmaumm

Busyanusaums n paHxXnpoBaHne HapyLeHn NonanTuK
6esonacHocTu

Busyanusaumsa n paHxvpoBaHune caMmbix NepenaBaeMblx
alinoB/goKyMeHTOB

Hanunune API

Hannune SDK

B0O3MOXHOCTb MHTErpauum ¢ ¢ CTOPOHHUMU peLleHUsMU
Hanuuve TemHoM TeMbI

YBefoMneHue o BbIXOA4E HOBbIX BEPCUI

B0O3MOXHOCTb OOHOBUTbL NNLIEH3MIO MPAMO U3 KOMMeKca
LLincbpoBaHme aaHHbIX

Mepesog xecToB B TekcT npu nomoLum N Bo Bpemsa BKC

Bnokuposka TpaHcnsauumn BKC npu ncnonb3saoHuu B
kadecTBe doHa (Intelligent Capture) koHdumaeHUManbHoOM
MHdopmauun

KoHTponb npvBunermpoBaHHbIX none3osatenen (PAM)

KOHTporb kKopnopaTUBHOWM NOYTbI HA NINYHOM YCTPOWCTBE
6e3 ycTaHOBKM areHTa

Mepenayva Tpadmka no ICAP-npoTokony
MonHoueHHas nogaepxka SIEM (Syslog)

Beirpy3ka otuetos/cobbitnii B SQL

OnepatvBHas aHanutnyeckas obpabotka (OLAP)
ABTOMaTU3NPOBaAHHOE apX1BUPOBaHUE CryebHbIx B[]
[ByxdakTopHas ayTeHTudukaums
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[ononHuTenbHbIN
dyHKUMoHan

CoBmMecTHas paboTta u
noanepxka nonb3oBaTenemn

UHTepdeiic

®dopmarthl BbIrpy3Kku

[OKYMEHTOB

3awwTa ot nepebopa napons

OTcnexvBaHWe afpecoB KpUNTO-KOLENLKOB B Bydepe
obmeHa

IMAP-kpaynep (ckaHMpoBaHWE NOYTOBOIO apxvBa Mo
npotokony IMAP)

Ananus SPAN-nopTa / Nepenavya TeHeBOW Konuu Tpaduka

(SPAN) ¢ ceTeBbIx LUMKO30B

Opraxu3sauust CU3 no TexHonorun (ZTNA)
CeTeBoW fOCTYN C HyNeBbIM JOBEPUEM

lMposepka Compliance npu ayTeHTudukaumm
my6oknit aHanm3 naketos (DPI)

ABTOMaTVI3I/IpOBaHHO€ Cco3aaHune 3allulLeHHbIX apXnBoB
OTnpasndaemMblX NoNb3oBaTENAMUN JOKYMEHTOB

AHanu3 3anaponeHHbIX apX1BoB
Ynpaensiemasi nepegada cpavinos (MFT)
KoHTpone API-3anpocos

DCAP KomnoHeHT

UBA/UEBA KomnoHeHT

WHTerpauns ¢ MDM-cuctemamum

WHTerpaums c IAM-cuctemammn

MHTerpaums ¢ cepBucamu peqeBon aHanmTukm
WHTterpaumsa ¢ SOAR cructemamu
YBegomneHust o cobbiTusix B Telegram

MopakntoyeHre k TexHudeckon nHdpacTpyktype HKLIKA
(FocCOIKA)

Bl-AHanutuka

AHanua naTTepHOB NoBeAEHUS
MpeovkTnBHas aHanuTka
WHTterpaumsa c NGFW

ABTOhOpMMpPOBaHME crioBaper Ha 6a3e TEXHONOrn
MaLUNHHOro obyyeHus

MHuBeHTepusaumsa CK3W (kmoun/ToKeHbl)
OTo6paxkeHne pabounx CTaHUMI Ha kapTe oduca
lMpoBepka areHTOM Bepcuin yctaHoBrneHHoro MO
WHTterpaumsa B CO

MWN-accucteHT

WHTerpaumsa ¢ CKY[-cuctemon

BCTpoeHHaﬂ NHTEepaKTuBHaA OHNnavH-JoCcka noMoratoLlas B

paccnegoBaHuUn MHUEOEHTOB

MHTepakTMBHbIV TaiMnarH NpocMoTpa cobbITui ons
PYYHOro aHanmu3a KOHTeKCTa MHUMAeHTa

Hanuune Tack-meHemkepa Ans COBMECTHOMN paboThl Hag,
paccregoBaHueM MHUMOEHTOB

BcTtpoeHHasa Kanban-gocka ynpaeneHusi npoueccom
paccnefoBaHusa NHLEOEHTOB

Dashboard (pabouasi 30Ha) Ha ocHoBe Habopa BUAXKETOB

OTobpaxeHue KnnkabernbHbIX KOHTAKTHBIX AaHHbIX
COTpYOHMKA B KApTOUKE COTPYAHMKA

Beirpy3ka gaHHbix B doopmate XLSX
Beirpy3ka aaHHbIx B doopmate XLS
Beirpy3ka aaHHbix B hopmarte PDF
Beirpy3ka aaHHbIx B doopmate CSV
Beirpy3ka aaHHbix B oopmate ODS
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Linux (DEB Based)
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Nonnepxusaembie OC
(cepsep)

Nopnnepxusaembie OC
(KnneHTbI)

Mopaepxka ote4eCTBEHHbIX

OC (cepTtudmkauus)

NoppepxuBaemble
nakeTHble MeHeaXepbl
(Linux)

Moppepxusaembie B

MNopnepxuBaemble Bepcumn

PostgreSQL

Hanwnumne co6¢cTBEHHOrO
MOGUITLHOIO NPUNOXeHUs!

Linux (RPM Based)
MacOS
BSD

Windows
Linux
MacOS
BSD

MHdeput OC
Astra Linux
Rosa Linux

PEQ OC

AnbT Linux
AlterOS

Atnant OC
OCHoBa
Crtpeney
Anbbpyc INnHyke
Platform V SberLinux OS
KasperskyOS

DPKG, DEB (.deb)

RPM (.rpm)

TAR.GZ (.tar.gz)
PACMAN, TAR.XZ (.tar.xz)

PostgreSQL
Postgres PRO
Oracle

MS SQL

Azure SQL

MySQL

SQLite

ClickHouse

Jatoba

PEQ BO

JlnHtep

JInnTep-BC

Tantor

Pangolin V Platform
CYB[ KeaHT-mbpua
Arenadata DB
Proxima DB

SoQoL

PostgreSQL 11
PostgreSQL 12
PostgreSQL 13
PostgreSQL 14
PostgreSQL 15
PostgreSQL 16
PostgreSQL 17

CraxaHoBel,
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Hanuuune co6cTBeHHOrO
pacwupeHus gns 6paysepa

JluueH3umn n ceptTudukathbl
Hanuune nuyHoro kabnHeTta
KommeHTapum

CraxaHoBel,

Het

Oa

B nnanax

Searchinform KUB
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() CraxaHogey

Haw Tenerpam-xaHan

C HOBOCTAMM

N3 Mmpa MHPOPMaLMOHHON
BesonacHocTu

n Employee Monitoring

@STAKHANOVETS_RU
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