() CraxaHogey

[loppobHoe cpaBHEHME
«CTaxaHoBeLu
n Lanagent

TonbKo ONA BHYTPEHHEN0 NUCMNOJ1Ib30BAHNA

stakhanovets.ru


http://stakhanovets.ru/

Bepcus npoaykra

Ba3oBbin yHKUMOHanN

WHTerpauus c cnyx6amu

MopynbHas cTpykTypa

MpenycTaHoBMeHHbIE crioBapu

KoHTponb yaanenHoro nogkntoyeHns Citrix XenApp
HacTponku nonutuk 6e3onacHoCTU
KnueHT-cepBepHas apxuTekTypa

Pabora cepsepa 3a M3

TepMUHanbHbIN cepBep, TOHKUI KNNEHT
PaboTa B chuanyeckunx 1 BUpTyanbHbIX cpegax
Moppepxka 2-x (aByx) CYbA SQL

OTnpaBka coobLLeHWiA Nonb3oBaTensmM
BriokupoBka knaBmaTypbl U MbILLK
Mopnepxka IPv6

JlokanbHoe xpaHeHune

OTnoxeHHoe HabnoaeHne

Mopoepxka ogHOBpeMeHHoM paboTtbl 6onee 20000
KITMEHTCKUX NMOAKITHOYEHN

OrpaHunyeHue Tpadvka

LLindpoBaHue Tpadurka gaHHbIX

KoHTpornb ceTeBol akTMBHOCTM Yepe3 BCTPOEHHbIN Proxy
B03MOXHOCTb CKpbITOro HabnogeHns

TpeBoxHasi KHoMka (CTon AenNCTBME ANs BCex
nonb3oBaTtenen)

LLeHTpaJ'II/I3OBaHHaF| YCTaHOBKa n 06HOBMEHNEe areHTa

KoHTponb nonb3oBaTtenei paboTatLume B paMkax O4HOro
nomeHa AD

ABTOycTaHoBKa SSL cepTudmkarta Ans naHenu
agMuHUcTpaTopa

PaboTa Ha cepBepax ¢ rpaduyeckumm npoueccopamm GPU
KOHTpOmb LLenoCTHOCTU areHToB OT yAaneHus
PaccnepoBaHue MHUMAEHTOB (KapaHTWH)

JlornpoBaHue fevicteuii odulepa besonacHocTn
Buayanusauus Habniogaemblx AaHHbIX

Mouck aybnupytoLwmnx JOKYMEHTOB

Mopnepxxka LDAPS

Hactpoinku goctyna OU (organizational unit)
dunerpaumsa Beb-Tpadurka ¢ nogMeHon cepTnudnkaTon
dunerpaumns Beb-Tpadmka 6e3 nogmeHbl cepTudnkaTon
OTnpaBka OTY4ETOB MO pacnncaHuio

PaboTa B pexume ayTcopcuHka (nonb3oBarenb Noa
HabnaeHnem cam BKMoYaeT/oTKNoYaeT HabnoaeHe 3a
coboit)

Busyanusaumsa nHdopmaumm o cnornb3oBaHm
BO3MOXHOCTEN cepBepa

AnropuTtm JlyHa (nouck HOMEpOB KpeaUTHbIX KapT)
Web-nHTtepdenc

KOHTEHTHbIV aHanu3

Mopdonornyeckuii aHanma

KoHTeKkcTHbIV aHanu3 Ha 6a3e ml

Mmo6arnbHbI nonck

Mowck no wabnoHam

Mowck B channax

Mownck No perynspHbIM BbIPaXXEHNAM

Active Directory
Samba DC
FreelPA

ALD PRO
OpenLDAP

CraxaHoBel
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KaTanoros

CraHpapTbl o6MeHa
OaHHbIMK

MoanepxuBaemblie API

Moppaepxusaembie
CUCTeMbl BUpTyanusauum

MoanepxuBaemble
VPN-wno3bl

Libdomain

STIX

MS Graph API

Microsoft Hyper-V
VMware vSphere
Oracle VM VirtualBox
KVM

XEN

Parallels Desktop
HOSTVM

ROSA Virtualization

Kpuntonpo VPN-cepeep NGate
C-Teppa LUnto3

Infotecs ViPnet

KoHTuHeHT ZTN

Checkpoint vpn

Cisco VPN

Netams WNAM

DLP-cdyHKUMMN

AHTUOTO

Mouck no coBnaaaloLwMm TepMUHaM 13 fOKyMeHTa
3anpeTt TpaHCNAUMN 4EMOHCTPALMOHHOIO 3kpaHa B BKC
lonocosoe DLP

3anpeT Ha NOMHY NN YaCTUYHYIO0 OTNPaBKy hannos

3anpeTt co3aaHns CHUMKOB 3KpaHa (CKPUHLLOTOB)
nonb3oBartensm

PacnosHaBaHue nuu, hakT 3ameLLeHnsa CoTpyaHUKa
3alumTa oT 3aknemBaHusi BeG-kamep

3awmTa paboyero mecta OT NOCTOPOHHETO

3alumTa oT KBULIMHra

Co3sgaHue unpoBbIx oTNeYaTkoB hannos

CkpbiTble «BoasiHble 3Hakn» (watermarks) Ha
1306paXxeHnsaX 1 CKpMHLIOTax

AHanus cogepxxumoro cannos 1 nanok (kpaynep)
OTnpaBka yBeAOMIEHWI NPy OBHapY>XeHUN MHLEAEHTa
BriokmpoBka gocTyna K NpunoXxeHam

Brnokuposka goctyna k cantam

BriokupoBka pacLumpeHuin 6paysepos

Briokuposka Drag & Drop mMexaHHuk

Brnokuposka USB-noptos

Bnokuposka MTP-ycTpoiicTs

3anpet FLASH-Hakonutenen

3anpeT ceTeBbIX NOAKIOYEHUIT Yepes
WiFi/Bluetooth/USB-moaem

MepexBat SSL-Tpadumka

KoHTpornb kKoprnopaTuBHbIX (hairnoBbIX CEpPBEPOB
3anpet CD/DVD/Floppy

Bnokuposka RDP-ceccui

Briokuposka FTP-nogknoyeHuin

3anpet bydepa obmeHa

3anpeT oTnpaBk/ Ha nevaTb

Benble 1 YepHble cnnckn
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CraxaHoBel, Lanagent

BriokupoBska nepeaayu rpadmyeckux annos Het Ha
Buayanusauus mapLupyTa ABUXKEHUS JOKYMEHTOB Het Oa
3anpet komaHg B Linux-TepmuHane Oa Het
3anpet nepechbinku cainos Oa Oa
TeHeBble Konun La Oa
TeHeBble konuu NepegasaeMbix daiinos Yepez RDP Het H/O
MapkupoBaHue JOKyMeHTOB Oa Her
OrpaHunyeHve focTyna K 0TMapKMpoBaHHBIM AOKYMEHTam Het Het

I'Ionp,ep)KM BaemMble d)OpMaTbl MapKupoBaHus

AOKyMEeHTOB
doc Het H/O
docx Oa H/O
txt HIA
pdf Oa H/O
xis H/A
xlsx Oa H/O
Xps H/A
csv Het H/O
pptx Oa H/
odt B nnaHax H/O
odp B nnaHax H/O
ods B nnaHax H/O
sxw H/O
ppt Het H/Q
rtf HA
tif HIA
tiff H/0
djvu Het H/O
dxf HIA
dwg H/O
st H/A
obj Het H/O
max H/0
ma H/A
mb HIA
igs Het H/O
3ds H/A
3dm H/A
cdw HA
m3d Het H/O
spw HiA
frw HA
a3d Het H/0
OnTuyeckoe pacnosHaBaHue cumsornoB (OCR)
PacnosHaBaHue TekcTa Ha CKPUHLLIOTaxX Oa
PacnosHaBaHve nognucen B nnaHax Het

PacnosHoBaHue rpadunyecknx 06BEKTOB — TEXHUYECKUX

yepTexew co wramnamu no MOCTy
PacnosHaBaHWe nepcoHanbHbIX AaHHbIX B BOAUTENbCKUX

YOOCTOBEPEHUAX Het Het
PacnosHaBaHue nepcoHanbHbIX AaHHbIX B CHATC Het Het
PacnosHaBaHve nepcoHanbHbIX AaHHbIX B IHH Her

HeTtekuusa o6bekToB (ML)
Hetekuns QR-koaoB B pabote Het
[eTekums KpyrnbIx nevaremn B pa6ote Het



DLP-dyHKuMOHan

[leTekunsa TpeyronbHbIX nevaremn

[Hertekuns wramnos

[eTekuns nacnopTos

[leTekuns BoAUTENBLCKNX YAOCTOBEPEHNSAX
Hetekuns CHUNC

Oetekuns NHH

[leTekuna nnaTexHbIX KapT

LeTekuns nognucen

[etekuns nuy B ckaHax MUYHbIX JOKYMEHTOB

MopaepxuBaeMble anropuTmbl LM POBLIX OTNe4YaTKoB
SHA-1

MD5

CRC32

KoHTponb Mo6unbHbIX ycTporcTs/OC
Android

i0S

Linux Mobile

Sailfish OS

Aspopa OC

Rosa Mobile

Bo3moxHocTu areHTa
BusyanbHbIn nHTEpdEnC areHTa

3anpoc JoCTyna K CHATMIO OrpaHnYeHuin Yepes nHTepdenc
areHTa

WNHdopmrpoBaHve TekyLuero nons3osarens 06
orpaHuyeHusIx Yepes nHTepdeic areHTa

MecceHpxepbl
Telegram
TamTam
WhatsApp

Viber

Signal

Skype

Zoom

Microsoft Teams
Lync

Bitrix24

Slack

VK Teams

Cisco Webex Teams
eXpress
Yandex Messenger
TrueConf

ICQ

Mail.ru Agent
Discord

Myteam
WeChat

iMazing

Trillian

Threema
RocketChat
Mattermost
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Hangouts

Google Chat

Yahoo messenger
Facebook messenger
XMPP (Jabber)
SberJazz

MTS LINK

DION

RT Link

IVA

APM I'C (Cpega)
AHpekc TenemocTt
KoHTyp.Tonk

Mot ocpuc Squadus
P7-KomaHpa
Onlyoffice Workspace

CepBucski BKC
VK Teams
TrueConf
SberJazz

Zoom

MTC INuHk
Anpekc.TenemocT
KoHTyp.Tonk

Email

Pop3

SMTP

IMAP

MIME/ SIMIME
MAPI
Web-mail

MouToBbIe KNNEHTbI
Outlook

Thunderbird

Bat

IBM Lotus Notes
CommuniGate Pro
P7-Ocuc.OpraHanzep
MoiiOdoumc Mouta
Onlyoffice Mail
Mailion

CepBuCbl COBMECTHOWN paboThbl

Microsoft 365
Yandex 360

VK WorkSpace
Jira n Confluence
AlterOffice
P7-Odomc
MownOdmc

MTS Link Oocku
GitHub

OGnayHble KOpnopaTUBHbIE peLueHUs
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KoHTyp.[nagok

CepBuchbl aBTOpU3aLum U ayteHTudnKaumm
KoHTtyp ID

CepBuChI yAaneHHoOro AocTyna U ynpasneHus
ycTpoucTBamMmn

KoHntyp.[ocTyn

MpoTokonbl
HTTP/HTTPS
FTP/FTPS
SFTP

AS2

SCP

SSH

SMB

CIFS

MTP

Torrent
WI-FI
WebDav
CardDAV
SDP

H.323
Megaco/H.248
MGCP
SKINNY
Bluetooth
SIP

VolP

Telnet
FireWire
PCMCIA
COM/LPT
IRDA
HTTPIM
MMP

ICAP

no ICAP
DION
TrueConf
eXpress
Bitrix24

MS Teams
RocketChat
VK Teams
Squid
Usergate UTM
Ideco NGFW
Zecurion SWG

O6nayHble XpaHunuLwa
DropBox

OneDrive

iCloud
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KaHanbl nepexBaTta

q)yHKuVII/I MOHUTOPUHIa

Mega

Evernote

Google Drive
SugarSync

Secret Cloud Enterprise
Nextcloud

O6nako Mail.ru
AHpekc.uck

JleHTa akTMBHOCTM

MawwmrHHoe Bpems

lMonb3oBaTenbckoe Bpemsi

3arpyska CPU/GPU (BbisiBneHne MalHuHra)
Yyet paboyero BpemeHu

AsTOMaTu4eckui Tabenb YPB

Hetanusaumsa CKY[

MOHWUTOPUHI 3N1EKTPOHHON NOYThI
MOHWUTOPWHT BROXEHWI

MoHUTOPUHI NoceLLaemblX CanTos
MoHuTopuHr yyactus B BKC

MoHuTOpUHT KOMaHaHoM cTpoku CMD
MoHuTopuHr PowerShell

MoHuTopuHr BBoga komaHg B Windows TepmuHane
MOHUTOPUHT 3anyLLEeHHbIX NPUMOXEHWUI
MoHuTopuHr 6ydepa obmeHa

AHanu3 NnoMcKoBbIX 3aNpoCoB Nonb3oBaTenew

npOCJ‘IyLIJI/IBaHI/Ie 3aMnCaHHbIX roJ1I0COBbIX NeperosopoB

Kewvinorep

3anuck Buaeo akpaHa

3anuck ¢ Beb-kamep

3anuck ayamo ¢ MMKpodoHa (AMHaMMKOB)
TpaHckprbaums ayanonoToka/aygnodanina B TEKCT
KnasuaTypHbIi noyepk

CospaHue CHMMKOB 3KkpaHa paboyero ctona

CosgaHue CKPUHLLOT NakoB U3 CHUMKOB 3KpaHa
(I'IpOI/lrprBaTeJ'lb NnakeToB CHUMKOB 3KpaHa)

ABTOMaTUYECKNE CHUMKU C BeD-Kamepbl
OeTekumsa nuy npy nomoLLm Be6-kamepbl
padh ceAselt coTpyaHMKOB

OTcnexuBaHue reornokaumm CoTpyaHNKOB
YAaneHHbIn OHNanH NnpocMoTp paboyero ctona
KoHTponb npucytcTBus Ha paboyem mecTe
KoHTponb dannosbix onepawumn

KoHTponb paboTkl ¢ 0bnayHbIMu cepBucamm
KoHTponb ceTeBbIX MOAKMIOYEHNN

KOHTpOnb YepHOBUKOB 3NEKTPOHHOM NOYTbI
KoHTponb nevyatn

KoHTponb ycTaHoBneHHoro o6opyaoBaHust
YepHble/Genble cnucku yctaHoBneHHoro MO
YepHble/6enble cnnckv MHTEPHET pecypcoB

YnaneHHas GrnokupoBka paboyero Mecta CoTpyaHuKa
Paccbinka onoseLeHuUii Nonb3oBaTensM HeHaxoasaLWwmMmcs

non HabnwoaeHvem
KoHTponb nepecbinaembix coobLleHuii

BropxeTpoBaHue/koHTponb GlomxeTa/pacyeT (hMHaAHCOBbIX

nokasarenem
Tack-meHegxep (NOCTaHOBKAa W KOHTPONb 3a4ay)
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®DYHKLUKN KOHTpONSA
COTPYAHWKOB

AHanutuyeckme yHKLUUMN N

KOHTPOJIb PUCKOB

TavimTpekep (y4eT BpeMeHu Ha BbINoSIHEHWE 3aaad)

HacTpoiika nHaMBMayansHOro pacnucanus rpaduka
paboTbl COTPYAHUKOB

[ocbke (kapToyka) COTpyaHUKa
BbisiBneHve aHoManbsHOro noseaeHns
OTKNOHEHUs OT CpeaHero
AHnanunsatop puckos

PenTuHrn Hapywmutenen
[MporHosvpoBaHue puckoB

Mbkas cuctema oT4eToB

MocTpoeHne OTHYETOB MO COTPYAHUKaM
MocTpoeHue oT4YETOB MO NogpasfaeneHnaM
Busyanusaumsa cBogHbIX AaHHbIX
BoisiBnenve TOlM-HapywuTenen

BbisiBneHve HegoBonbCTBa paboTon (HENOANbHBLIX
COTPYAHWUKOB)

BbissiBnenne nwylmx pabory

BbisiBneHne nepepaboTok

BbisiBNeHWe HapyLleHuin NonuMTMK 6e3onacHOCTM (KoMMnaeHc
BbisiBneHve onosgaHni

BbisiBNeHne nosgHunx/paHHNX yXo[0B

BbisiBNeHve HenpoayKTUBHOW aKTUBHOCTMU

BbisiBneHve cambix NPoAyKTUBHbIX

TennoBas kapTa HapyLleHWUiA

Buayanusauusi U paHxupoBaHue No cambim
pacnpoCcTpaHEHHbIM KaHanam yTeqku Hdopmaumm

Bmsyanmaauvm N paHXupoBaHue HapymeHw?l NMONMUTUK
6e3onacHocTn

Buayanusauus u paHxupoBaHue cambix nepeaaBaeMbix
annos/AOKyMEHTOB

Hanuuue API

Hanuune SDK

B0O3MOXHOCTb MHTErPaLMM C C CTOPOHHUMU PELLEHUSIMU
Hanuuune TemHoOM TeMbI

YBegomneHune o BbiIXxode HOBbIX BEPCUI

Bo3MOXHOCTb O6HOBUTBL NULIEH3MIO NPSIMO U3 KOMMIEKca
LLndposaHne aaHHbIX

MepeBop xecToB B TeKCT npu nomowm N Bo Bpemsi BKC

Bnokuposka TpaHcnauum BKC npu ncnonb3saoHum B
kavectBe cpoHa (Intelligent Capture) koHdMAEHUMANBHON
MHopMaLmn

KoHTponb npvBmnernpoBaHHbIx nonb3oatenen (PAM)

KoHTpornb KopnopaTUBHOW NOYTLl HA TMYHOM YCTPOMCTBE
6e3 ycTaHOBKW areHTa

Mepepava Tpaduka no ICAP-npoTokony
MonHoueHHas nogaepxka SIEM (Syslog)

Bbirpy3ka otyetos/cobbiTuii B SQL

OnepaTtuBHas aHanutuyeckas obpabotka (OLAP)
ABTOMaTM3NPOBaAHHOE apXMBUPOBaHME CnyebHbix B
[ByxdakTopHas ayTeHTUdmKaLmus

3awyTa oT nepebopa napons

OTcnexuBaHne agpecoB KpUNTo-KoLenbkoB B Bydepe
obmeHa

IMAP-kpaynep (ckaHmpoBaHWe NMOYTOBOro apxmsa no
npotokony IMAP)

Axanus SPAN-noprta / Nepenaya TeHeBON konuu Tpaduka
(SPAN) c ceTeBbIX LWMO30B

CraxaHoBel
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[dononHuTenbHbINA
cyHKUMoHan

CoBmecTHas pa6oTta u
nopaepxka nonb3oBaTtenen

WUHTepdperic

®dopmaTbl BbIFPYy3Ku
AOKyMEHTOB

Moppepxusaembie OC
(cepsep)

MoppepxnBaembie OC

Opranusaumsa CU3 no texHonorum (ZTNA)

o
= o
X
Q
=
o
]
1]
=

CeTeBoN 4OCTYN C HyNeBbIM JOBEPUEM er
Mpoeepka Compliance npu ayTeHTudmrkaumm er
my6okuii aHanus naketos (DPI) Het
ABTOMaTM3MPOBaHHOE CO3aHNe 3aLUMLLEHHBIX aPXMBOB

OTMNpaBnsieMblx Nonb3oBaTENsSMU AOKYMEHTOB Het
AHanu3 3anaporeHHbIX apxvMBoB B pabote
Ynpaensiemas nepefadya caiinos (MFT) Het
KoHTponb API-3anpocos Het
DCAP KommnoHeHT
UBA/UEBA KoMnoHeHT Oa
WHterpauuns ¢ MDM-cuctemamum Het
WHuTerpauus c IAM-cuctemammu Het
MHTerpaums ¢ cepsucamy peqeBon aHannTuKmn H
UHterpaumus ¢ SOAR cuctemamm Het

YBegomneHus o cobbiTusix B Telegram
MogkntoveHne k TexHnyeckon nHpactTpyktype HKLIKA

[V] D
=

(FocCOIrKA) Het

Bl-AHanuTuka Het

AHanu3 naTTepHOB NoBeAeHns B nnaHax
MpeoukTMBHan aHanUTUka B nnaHax
WHterpauus c NGFW B nnaHax
ABTOhOpPMUPOBaHME crioBapel Ha 6a3e TexHonorum

MaLLWHHOTO 0byyeHus B nnaHax
WHBeHTepusauna CK3U (kntoum/TokeHbl) Het
OToGpaxeHmre paboumnx cTaHUMit Ha kapTe oduca
MpoBepka areHToM Bepcuii yctaHoBneHHoro MO
WHTerpauus B COL Het
UWN-accucteHt B pabote
WHuTerpaumus ¢ CKY[-cuctemon La

BcTpoeHHas HTepakTMBHAs OHNanH-40CKa NOMOoraroLLas B
paccrnefoBaHUM UHLEOEHTOB Het

WHTepakT1BHbIN TaiMnaniH NpocMoTpa cobbITui Ans
PYy4HOro aHanusa KoHTeKcTa MHUMaeHTa Het

Hanuune Tack-mMeHemykepa Ans COBMECTHOWN paboThl Haa
paccreaoBaHUeM UHLMOEHTOB Het

BcTtpoeHHas Kanban-gocka ynpasneHus npoLeccom

paccrnefoBaHvs UHUEAEHTOB
Dashboard (paboyasi 30Ha) Ha ocHOBe Habopa BMOXeToB Het
OTobpaxeHune KknukabenbHbIX KOHTAKTHbIX AaHHbIX

COTPYAHWKA B KapTO4Ke COTPYAHMKa Het
Bbirpy3ka gaHHbix B popmarte XLSX B nnaHax
Bbirpyska AaHHbIX B dpopmate XLS Oa
Beirpy3ka gaHHbeix B popmarte PDF Oa
Bbirpy3ka gaHHbix B popmarte CSV Oa
Bbirpy3ka gaHHbix B oopmate ODS Oa
Windows La

Linux (DEB Based) Oa

Linux (RPM Based) Het
MacOS Het

BSD Het
Windows La

Linux Oa
MacOS fa

Lanagent
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(knueHTHI)

Moanepxka oTe4ecTBEHHbIX
OC (cepTtudpmkaums)

NoppepxuBaembie
nakeTHble MeHeaXepbl
(Linux)

MoppepxuBaembie 51

MoppepxuBaembie Bepcumn
PostgreSQL

Hanunuue cob6cTBEHHOrO
Mo6unbHoro npunoxeHusa

Hanuuue cob6cTBEHHOrO
paclumpeHus gna 6paysepa

INnueHsun n ceptudmkathbl
Hanuuve nuyHoro kabuHeta
KommeHTapum

BSD

WHgpeput OC
Astra Linux
Rosa Linux

PEQ OC

Anebt Linux
AlterOS

AtnaHt OC
OCHoBa
Crpeney
3nbbpyc NuHykc
Platform V SberLinux OS
KasperskyOS

DPKG, DEB (.deb)

RPM (.rpm)

TAR.GZ (.tar.gz)
PACMAN, TAR.XZ (.tar.xz)

PostgreSQL
Postgres PRO
Oracle

MS SQL

Azure SQL

MySQL

SQLite

ClickHouse

Jatoba

PEQ BA

TnHtep

JnuTep-BC

Tantor

Pangolin V Platform
CYB[ KeaHT1-Imbpug
Arenadata DB
Proxima DB

SoQoL

PostgreSQL 11
PostgreSQL 12
PostgreSQL 13
PostgreSQL 14
PostgreSQL 15
PostgreSQL 16
PostgreSQL 17

CraxaHoBel
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N3 Mmpa MHPOPMaLMOHHON
BesonacHocTu

n Employee Monitoring

@STAKHANOVETS_RU

/| stakhanovets.ru
/1 +7 (499) 110-84-10

/1 info@stakhanovets.ru
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http://stakhanovets.ru/
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