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http://stakhanovets.ru/

Bepcus npoaykra

BasoBbin (pyHKLMOHaAN

MopgynbHas cTpykTypa

MpenycTaHoBneHHbIE crioBapu

KoHTponb yganeHHoro nogkntodeHus Citrix XenApp
HacTponku nonutuk 6esonacHocTu
KnueHT-cepBepHas apxuTekTypa

Pa6oTa cepsepa 3a M3

TepMUHanbHbIA cepBEpP, TOHKUIA KNUEHT
PaboTa B chuamyecknx 1 BupTyanbHbix cpegax
Moppepxka 2-x (aByx) CYB[ SQL

OTnpaBka coobLLeHMIn Nofb3oBaTeNs M
BrnokupoBka knaBuaTypbl U MbILLK
Moppepxka IPv6

JlokanbHoe xpaHeHve

OTnoxeHHoe HabnogeHne

Mopaepxka ogHoBpeMeHHoI paboTbl 6onee 20000
KIMEHTCKUX NOAKITIOYEHNI

OrpaHuyeHune Tpaduka

LLncdposaHne Tpadmka gaHHbIX

KoHTponb ceTeBoi akTUBHOCTU Yepe3 BCTPOEHHbIV Proxy
BO3MOXHOCTb CKpbITOro HabnoaeHus

TpeBoXHas KHorMKa (CTon AecTBre ANa BCex
nonb3oBarenen)

LleHTpanusoBaHHas ycTaHOBKa U obHOBreHVe areHTa

KoHTpornb nonb3oBatenei paboTatolme B paMkax OgHOro
nomeHa AD

ABToycTaHoBka SSL ceptudmkata ons naHenu
agMuHKCTpaTopa

PaGoTa Ha cepBepax ¢ rpagmyeckumm npoueccopamm GPU
KOHTporb LenoCcTHOCTM areHToB OT yaaneHust
PaccnepoBaHve MHUMAEHTOB (KapaHTUH)

JlornposaHue gencTenin oguuepa 6ezonacHocTu
Busyanusauusi Habnogaembix AaHHbIX

Mownck oy6nmpyroLwmx 4OKYMEHTOB

Mopaepxka LDAPS

Hactponku goctyna OU (organizational unit)
dunbtpauus Beb-Tpadmka ¢ NoAMeHon ceptTudukaTos
dunbrpauus Beb-Tpaduka 6e3 nogMeHbl cepTudukaTon
OTnpaBKka OTYETOB MO pacnucaHuio

PaboTa B pexwume ayTcopcuHka (Monb3oBaTenb nog
HabnoageHneM cam BKNoYaeT/oTKNo4YaeT HabnoaeHne 3a
coborn)

Busyanusaumsa nHgopmaumm o ucnonb3oBaHnm
BO3MOXHOCTEN cepBepa

AnropuTtm JlyHa (NOMCK HOMEPOB KPeaWTHbIX KapT)
Web-unHTepdenc

KOHTEHTHbIN aHanu3

Mopdonornyeckuin aHanus

KOHTEKCTHbI aHanu3 Ha 6a3e ml

moGanbHbI nouck

Mowuck no wabnoHam

Mounck B channax

Mownck no perynsipHbIM BblpaXeHUsIM

Active Directory
Samba DC
FreelPA

ALD PRO
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WHTerpauus c cnyx6amm
KaTanoros

CraHpaptbl o6MeHa
AaHHbIMKU

MopaepxuBaemsbie API

nOAAep)KMBaeMbIe
CUCTeMbl BUpTyanmsaumm

MopaepxuBaembie
VPN-wnto3bl

OpenLDAP
Libdomain

STIX

MS Graph API

Microsoft Hyper-V
VMware vSphere
Oracle VM VirtualBox
KVM

XEN

Parallels Desktop
HOSTVM

ROSA Virtualization

Kpuntonpo VPN-cepsep NGate
C-Teppa LWnto3

Infotecs ViPnet

KoHTuHeHT ZTN

Checkpoint vpn

Cisco VPN

Netams WNAM

DLP-cyHKuMMn
AHTUdOTO

Mownck no coBnagaroLwmyM TEPMUHAM U3 LOKYMEHTa
3anpet TpaHCcnsALMn AEMOHCTPaLMOHHOTO dkpaHa B BKC

[onocosoe DLP

3anpeT Ha NOMHy0 UMK YaCTUYHYIO OTNPaBKy (hainos

3anper co3gaHns CHMMKOB 3KpaHa (CKPMHLLOTOB)
nonb3oBaTensm

PacnosHaBaHue nuu, hakT 3ameLleHust CoTpyaHuka

3awmTa oT 3aknenBaHus Beb-kamep
3awumra paboyero mecTta oT MOCTOPOHHEro
3awuTa oT KBULLUHIA

CosgaHune umdpoBbIX 0TNEYaTKoB (ansnos

CkpbITble «BogsiHble 3Haku» (watermarks) Ha
N300paxXeHNAX N CKPUHLLIOTaxX

AHanus cogepxumoro ¢annos 1 nanok (kpaynep)

OTnpaBka yBegoMIieHuii Npu obHapyXeHun nHueneHTa

BroknpoBska gocTyna K NpunoxeHnsm
Brokuposka gocTtyna k cantam
BrnokupoBska paclwupeHuii 6pay3sepos
Brnokmposka Drag & Drop mexaHHMK
Bnokuposka USB-nopToB
Brnokuposka MTP-ycTponcTts

3anpet FLASH-HakonuTtenen

3anpeT ceTeBbIX NOAKMIOYEHNIN Yepe3
WiFi/Bluetooth/USB-monem

MepexBat SSL-Tpaduka

KoHTpornb KopnopatuBHbIX hannoBblix cepBepoB
3anpet CD/DVD/Floppy

Bnoknposka RDP-ceccun

Bnokuposka FTP-nogkntoveHni

3anpert 6ycdepa obmeHa

3anpeT oTnpaBkK Ha nevatb

CraxaHoBel
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CraxaHoBel FalconGaze
Benble n yepHble cnucku Oa Oa
Brnokuposka nepegauu rpadumyecknx dannos Oa
Busyanusaunsa maplupyTa gBMKEHUSA JOKYMEHTOB Het Het
3anpert KomaHg B Linux-tepmuHane Oa H/O
3anpert nepecbinku annos Oa [a
TeHeBble Konun Oa La
TeHeBble konuu NepeaasaemMbix annos Yepes RDP Het H/O
Mapk1poBaHue JOKYMEHTOB Oa Oa
OrpaHuyeHne 4ocTyna K OTMapKMpoBaHHbIM JOKYMEHTaM Oa
NopnepxmBaembie hopMaTbi MapKUPOBaHUSA
LOOKYMEHTOB
doc Het La
docx Oa Oa
txt [la
pdf Oa [a
xls Het La
xlsx Oa Oa
Xps HIA
csv Het [a
pptx Oa [a
odt B nnaHax La
odp B nnaHax Oa
ods B nnaHax Oa
sxw [la
ppt [la
rif Ra
tif Het H/O
tiff HIA
djvu [la
dxf [la
dwg Het Oa
stl H/O
obj HIA
max HIA
ma Het H/O
mb HIA
igs HIA
3ds HIA
3dm Het H/O
cdw HiA
m3d H/0
spw HIA
frw Het H/O
a3d Het H/O
OnTtuyeckoe pacnosHaBaHue cumosnoB (OCR)
PacnosHaBaHune TekcTa Ha CKpUHLLOTax Ha Ha
PacnosHaBaHue nognucen B nnaHax Het

PacnosHoBaHue rpadmyecknx 06bEeKTOB — TEXHUHECKMX
yepTexen co wramnamu no NOCTy
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DeTtekuusa o6bekToB (ML)
Detekunst QR-kogoB B pabore Het



DLP-cdyHKkunoHan

[eTekums KpyrnbIx neyaten

[eTekunsa TpeyronbHbIX nevatewn

LeTekuns wtamnos

[OeTekums nacnopTos

[eTekuns BOANTENbCKUX YAOCTOBEPEHUSAX
Detekuns CHUIIC

DOetekuns NHH

HeTekuma nnaTexHbIX kKapT

Letekuns noanucen

[eTekums nuL B CKaHax NIMYHbIX JOKYMEHTOB

MopnepxuBaemMbie anropuTMbl LUPPOBBLIX OTNEYaTKOB
SHA-1

MD5

CRC32

KoHTponb Mo6unbHbIX ycTponcte/OC
Android

i0OS

Linux Mobile

Sailfish OS

Aspopa OC

Rosa Mobile

Bo3moxHoCTM areHTa
BusyanbHbin MHTEepdeiic areHTa

3anpoc JocTyna K CHATUIO OrpaHnYeHnii Yepes nHtepdenc
areHTa

MHdopmmpoBaHve TekyLero nonb3osarens oo
OorpaHuYeHusIX Yepes MHTepdenc areHTa

MecceHaxepbl
Telegram
TamTam
WhatsApp

Viber

Signal

Skype

Zoom

Microsoft Teams
Lync

Bitrix24

Slack

VK Teams
Cisco Webex Teams
eXpress
Yandex Messenger
TrueConf

ICQ

Mail.ru Agent
Discord

Myteam
WeChat

iMazing

Trillian

Threema
RocketChat
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Mattermost

Hangouts

Google Chat

Yahoo messenger
Facebook messenger
XMPP (Jabber)
SberJazz

MTS LINK

DION

RT Link

IVA

APM I'C (Cpega)
Axpekc TenemocTt
KoHTyp.Tonk

Mot ocounc Squadus
P7-KomaHga
Onlyoffice Workspace

CepBucski BKC
VK Teams
TrueConf
SberJazz

Zoom

MTC NuHk
Anpekc. Tenemoct
KoHTyp.Tonk

Email

Pop3

SMTP

IMAP

MIME/ SIMIME
MAPI
Web-mail

MouToBbIe KNMEHTbI
Outlook

Thunderbird

Bat

IBM Lotus Notes
CommuniGate Pro
P7-Oduc.OpraHaisep
MownOdwuc lMNouta
Onlyoffice Mail
Mailion

CepBUCbI COBMECTHOW paboTbl

Microsoft 365
Yandex 360

VK WorkSpace
Jira n Confluence
AlterOffice
P7-Odmc
MoinOdpmc

MTS LInk Jocku
GitHub
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O6nayHble KOpnopaTUBHbIE peLueHUs
KoHTyp.Odnagok

CepBucCbl aBTOpU3auum u ayteHTUcukaumm
KoHTtyp ID

CepBuChI yAaneHHoOro AocTyna U ynpasneHus
ycTpoucTBamMm

KoHTyp.OdocTtyn

MpoTokonbl
HTTP/HTTPS
FTP/FTPS
SFTP

AS2

SCP

SSH

SMB

CIFS

MTP

Torrent
WI-FI
WebDav
CardDAV
SDP

H.323
Megaco/H.248
MGCP
SKINNY
Bluetooth
SIP

VolP

Telnet
FireWire
PCMCIA
COM/LPT
IRDA
HTTPIM
MMP

ICAP

no ICAP
DION
TrueConf
eXpress
Bitrix24

MS Teams
RocketChat
VK Teams
Squid
Usergate UTM
Ideco NGFW
Zecurion SWG

O6nayHble xpaHunuwa
DropBox
OneDrive
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CraxaHoBel FalconGaze

iCloud Het Ha
Mega Het Het
Evernote Ja
Google Drive Ja
SugarSync
Secret Cloud Enterprise
Nextcloud Het Het
O6nako Mail.ru Het Oa
Kananbl nepexBarta Anpekc.nck Het Oa
JleHTa akTMBHOCTU Oa La
MalumHHoe Bpemsi Oa La
Monb3oBaTenbckoe Bpems Oa Oa
3arpy3ka CPU/GPU (BbisiBneHve MaiiHuHra) Ha Ha
Yyet paboyero BpemeHu Oa La
ABTOMaTu4eckuin Tabens YPB Oa Oa
[etanuzaums CKY[, Oa
MOHUTOPWHTI 3NEKTPOHHOM NOYTbI Oa Ha
MOHUTOPUHI BNOXEHWUN Oa [a

MOHWTOPUHT NoceLLaemMbIX CanTos
MoHuTopuHr yyactus B BKC

Oa La
[a (Her ]
MOHMTOPMHI KOMaHaHO# cTpoku CMD

MonuTopuHr PowerShell Het Het
MoHuTopuHr BBoga komang B Windows TepmuHane Het Het
MOHUTOPWHT 3anyLLEHHbIX MPUNOXEHUN Oa Oa
MoHuTtopuHr bydepa obmeHa Oa Oa
AHanu3 NoucKoBbIX 3anpoCcoB Nornb3oBaTenen Oa Oa
DYHKLMN MOHUTOPUHIa MpocnylwmnBaHme 3anmMcaHHbIX rofI0COBbLIX NEPErOBOPOB Oa Ha
Kewvnorep Oa Oa
3annck BUOEO aKpaHa Oa Oa
3anuck c Beb-kamep Oa Ha
3anuck ayamo ¢ MukpodpoHa (AMHaMUKOB) Oa Oa
TpaHckpubaumsa ayavonoToka/ayaunodaiina B TekcT Oa Oa
KnaBuaTypHbIi nodepk Oa Het
CosfaHue CHUMKOB 3KpaHa paboyero crona Oa Ha
Co3zfaHue CKPMHLLOT NakoB U3 CHUMKOB 3KpaHa
(npourpbiBaTenb NakeToOB CHUMKOB 3KpaHa) Oa H/O
ABTOMaTUYECKME CHUMKM C BED-Kamepbl Oa Oa
LeTekums nuy npy nomMoLm Be6-kamepbl Oa La
pad cBsA3el COTPyaHMKOB Oa Oa
OTcnexvBaHye reonokaumm CoTPyAHUKOB Oa
YpaneHHbI oHnaviH npocmoTp paboyero ctona Oa Ha
KoHTponb npucyTcTBus Ha paboyem mecTe Het Het
KoHTponb dannosbix onepauui Oa Oa
KoHTponb paboTkl ¢ 06navHbIMK cepBrcaMmm Het Oa
KoHTponb ceTeBbIX MOAKMHOYEHWIA Het Oa
KOHTpOnb YepHOBUKOB 3fIEKTPOHHON NOYThI Oa H/O
KoHTponb nevyatun Oa Oa
KoHTponb ycTtaHoBneHHoro obopyaoBaHus Oa Oa
YepHble/6enble cnuckn yctaHoBrneHHoro MO Oa [a
YepHble/6enble CrUcKn MHTEPHET PecypcoB Oa [a
YnaneHHas 6nokvpoBka paboyero mecTta coTpyaHuka Ja Oa
Paccbinka onoseLleHnii Nonb3oBaTensiM HeHaxoAALWLMMCS
noa HabnogeHnem Oa H/O
KoHTponb nepecbinaemMbix coobLeHni Oa Oa

BropxeTnpoBaHne/koHTponb GropkeTa/pacyeT PMHaHCOBbLIX
nokasarenen Oa
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DYHKLUN KOHTpONA
COTPYAHUKOB

AHanutuyeckue yHKLUMU N

KOHTPOJIb PUCKOB

Tack-MmeHemKkep (MOCTaHOBKa U KOHTPOMb 3agady)
TaimMTpekep (y4eT BpeMeHU Ha BbINOINHeHWe 3aaad)

HacTponka nHamemayansHoOro pacnucaHus rpaduka
paboTbl COTPYAHWNKOB

[ocbe (kapTouka) COTpyAHMKA
BbisiBneHne aHoManbHOro noBegeHns
OTKNOHEHNs OT cpeaHero
AHanusaTtop p1ckoB

PenTuHrn Hapywutenen
MporHosmpoBaHue prckos

Mbkas cuctema oTyeToB

[MocTpoeHune oT4ETOB NO COTPYAHMKaM
[MocTpoeHune oT4eTOB NO NoapasaeneHnam
Busyanusaums cBoAHbIX AaHHbIX
Beisenenue TOlM-Hapylumntenew

BbisiBneHne HeaoBONLCTBa paboToM (HENOSNbHBIX
COTPYAHVKOB)

BeisBnenue mwywmnx paboty

BbisiBneHue nepepaboTok

BbisiBneHue HapyLueHui nonuTuk 6esonacHoCTU (KoMnnaeHe
BbisiBneHve onosgaHui

BbisiBneHne no3gHux/paHHNX YXo[a0B

BbisiBneHne HenpoayKTUBHOW aKTUBHOCTYU

BbisiBneHne cambix NpoAYyKTUBHbIX

Tennoas kapTa HapyLleHnn

Buayanusauus n paHxupoBaHue no cambim
pacnpoCcTpaHeHHbIM kaHanaMm yTeuku nHgopmaumm

Buayanusauusi u paHxvpoBaHue HapyLeHWin NonmuTUK
6esonacHocTn

Buayanusauus n paHxupoBaHue cambix NepeaaBaembIx
hannos/AOKYyMEHTOB

Hanuuune API

Hannune SDK

B0O3MOXHOCTb UHTErpaummn ¢ ¢ CTOPOHHUMU peLLeHnAMN
Hanuune TemHo Tembl

YBefoMneHve o BbIXOAE HOBbIX BepCUit

B03MOXXHOCTb OBHOBUTL NULIEH3MIO NMPSIMO M3 KOMMekca
LLindpoBaHne aaHHbIX

MepeBop xecToB B TekcT npu nomoLum N Bo Bpems BKC

Bnokuposka TpaHcnsumm BKC npu ncnonb3saoHuu B
kavectBe doHa (Intelligent Capture) KoHdDUaeHUManbHOM
nHopmMaummn

KoHTponb npusunermpoBaHHbIx nonb3osatenei (PAM)

KoHTponb kopnopaTyBHOM NOYTbI HA NIMYHOM YCTPOUCTBE
6e3 ycTaHOBKM areHTa

Mepepnava Tpadmka no ICAP-npoTokony
MonHoueHHas nopaepxka SIEM (Syslog)

Brirpy3ka ot4etoB/cobbiTuin B SQL

OnepaTtnBHasa aHanuTnyeckas obpabotka (OLAP)
ABTOMaTU3NPOBAHHOE apXMBMpOBaHME CryxebHbix B
[ByxdakTopHasa ayTeHTudmKaums

3awwmTa ot nepebopa naponsi

OTcnexvBaHne agpecoB KpUNTo-KoLenbkoB B Bydepe
obmeHa

IMAP-kpaynep (CkaHvpoBaHMe NOYTOBOrO apxmBa Mo
npotokony IMAP)

Ananu3 SPAN-nopta / lNepenava TeHeBoW Konumn Tpaduka
(SPAN) c ceTeBbIx LWMO30B
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OononHuTenbHbIN
pyHKUMOHan

CoBMecTHas pabota u
nopAepKka nonb3oBarenen

UHTepdperic

dopmaTbl BbIrpy3ku
DOKYMEHTOB

MopnepxuBaembie OC
(cepBep)

MoppepxuBaembie OC

Opranusaums CU3 no texHomnorun (ZTNA)
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CeTeBol AOCTYM C HyNeBbIM JOBEPUEM er

MpoBepka Compliance npu ayTeHTUdUKaumm er

ny6okuii aHanma naketos (DPI) Het
ABTOMaTN3MPOBaHHOE CO3faHNe 3aLUMLLEHHbIX apX1BOB

oTMnpaBnsieMbIx NonbL3oBaTENsIMU JOKYMEHTOB Het

AHanus 3anaponeHHbIX apxXnBoB B pa6ote
Ynpasnsemas nepegada dannos (MFT) Het

KoHTpornb API-3anpocos Her

DCAP KomnoHeHT
UBA/UEBA KomnoHeHT Oa

WuTerpaumsi ¢ MDM-cucTemamu
WHTerpauus ¢ IAM-cuctemamu
WHTerpauus c ceprcamy peyeBoi aHanuTuku
MHuTerpaumns ¢ SOAR cuctemamm Het

YBegomneHus o cobbiTusx B Telegram
MopkntoueHne k TexHuyeckon nHdpactpykrype HKLIKA
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(FocCOIMKA) Het

Bl-AHanuTuka Het

AHanus naTTepHOB MOBeAEHNS B nnanax
MpeaunkTMBHas aHanMTukKa B nnanax
Wuterpauma ¢ NGFW B nnaHax
AsTObopMUpoOBaHMe crnoBapen Ha 6a3e TexHonornm

MaLLUMHHOTO 0ByYeHus B nnanax
WueerTepusaumst CK3U (Kntoun/TokeHbI)
OToBpaxeHmne pabounx cTaHLUMil Ha kapTe oduca
lMpoBepka areHTOM Bepcuii yctaHoBneHHoro M0
WHTerpaumsa B C3[ Het
MWN-accucteHt B pabore
WHuTerpaumnsa ¢ CKY[-cuctemon Oa

BcTpoeHHast nHTepaKkTMBHas OHManH-gocka nomoraroLas B
paccnenosaHun nHUeEOEeHTOB Het

MHTepaKkTUBHELIN TaiMnanH NpocMoTpa COObITUIA AN
PYYHOro aHanm3a KOHTeKCTa UHUMAeHTa Het

Hanuune Tack-MeHemxepa Ons COBMeCTHOI paboTbl Hag,
paccnefosaHNeM MHLMOEHTOB Het

BcTtpoeHHas Kanban-gocka ynpaeneHuns npoueccom
paccrnefoBaHus MHLEAEHTOB Het

D I
V) (]
i

Dashboard (paboyasi 3oHa) Ha ocHoBe Habopa BMOXETOB Het
OTob6paxeHne KnmkabenbHbIX KOHTAKTHbLIX AaHHbIX

COTPYAHVKA B KapTOYKe COTPYAHMKa Het
Beirpyska aaHHbIx B hopmate XLSX B nnaHax
Beirpy3ka gaHHbix B doopmate XLS Oa
Boirpyska gaHHbIx B popmate PDF Oa
Boirpyska gaHHbix B popmate CSV Oa
Beirpyska gaHHbIx B doopmate ODS da
Windows Oa

Linux (DEB Based) Oa

Linux (RPM Based) Het
MacOS
BSD Het
Windows Oa

Linux Ha
MacOS Oa
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(KnueHTbI) BSD

Wugpeput OC
Astra Linux
Rosa Linux

PEQ OC

AnbT Linux
AlterOS

Atnant OC
OCHoBa
Crtpeney
Onbbpyc JTuHyke

MoanepkKa OTe4ecTBEHHbIX Platform V SberLinux OS
OC (cepTudmkauus) KasperskyOS

DPKG, DEB (.deb)

RPM (.rpm)
MopnepxuBaemMbie
nakeTHble MeHemKepbl TAR.GZ (tar.gz)
(Linux) PACMAN, TAR.XZ (.tar.xz)

PostgreSQL

Postgres PRO

Oracle

MS SQL

Azure SQL

MySQL

SQLite

ClickHouse

Jatoba

PEQ BA

TvwHTep

JluHTep-BC

Tantor

Pangolin V Platform

CYB[ KeaHT1-Imbpug

Arenadata DB

Proxima DB
MopnepxuBaembie B SoQoL

PostgreSQL 11
PostgreSQL 12
PostgreSQL 13
PostgreSQL 14
PostgreSQL 15

Moppepxueaembie Bepcun  0stgreSQL 16
PostgreSQL PostgreSQL 17

Hanun4yue co6¢cTBEHHOrO
MOGUNLHOrO NPUNOXEHUSA

Hanuuune co6cTBeHHOrO
pacwupeHus ans 6paysepa

JInueHsnm n cepTudmkaTthbl
Hanuuune nuyHoro kabuHeta
KommeHTapun
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() CraxaHogey

Haw Tenerpam-xaHan

C HOBOCTAMM

N3 Mmpa MHPOPMaLMOHHON
BesonacHocTu

n Employee Monitoring

@STAKHANOVETS_RU

/| stakhanovets.ru
/1 +7 (499) 110-84-10

/1 info@stakhanovets.ru

000 «Craxarosewy, VIHH: 7725836290; OMPH: 1147746831220


http://stakhanovets.ru/
http://stakhanovets.ru/
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