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TexHuueckme BO3MOXKHOCTH Windows Linux Mac0S Pro | MonHbii KOHTpONbL KeaHt

NWN-Bo3MOXHOCTH
Otuet "HR-Opakyn" Ha ocHoBe reHepaTuBHoro M na
Otuet "AHanu3aTtop nepenucok” Ha ocHose reHepatusHoro MM na
MonHoueHHbI OCR B fOKyMeHTax, nepexoA Ha Aok Content Al na
OHnaitH-HabnoaeHne
HabntoneHune skpaHoB
CHATME OAMHOYHbIX TEKYLIMX CKPUHLLOTOB UM BBUAE BUAEOMNOTOKA. Bo3mMOXHOCTL na
COXpaHUTb B BUAeODaiin.
Habnionenue c Be6-kamep
CHATME OAMHOUHBIX TeKYLWMX GOTO UK BBMAE BUAEONOTOKA. Bo3MOXHOCTL na
COXpaHuTb B BUAeOdaiin.
Mpocnywka ayano, MUKpodoHOB 1a
Mpocnywka MUKPOHOHOB M ayano. Bo3MOXHOCTb COXpaHUTb B ayauodaiin.
Mpeo6pasoBaHue ronoca B TeKCT
PacnosHaBaHwue peun COTPYAHMKA B peasbHOM BPEMEHM C BO3MOXHOCTbIO na
CoXpaHeHMs B TeKCTOBbIN daitn pasrosopa.
CobcTBEHHBIN 0 PnaitH-ABUKOK Npeobpa3oBaHMs peun B TEKCT (LONONHeHe K
Cnu1coK NpoLLeccoB 1 OKOH 1a
MonyyeHune cnucka akTUBHbIX MPOLECCOB U OTKPbITbIX OKOH MO/b30BaTENS.
May3a HabntoneHns na
Bcerna HabnioaeHe MOXHO NOCTaBMTb Ha Nay3y U CHATb.
Peakums Ha nofo3puTenbHble CobbITUS
Bblaaya yBeaoMeHUin 0 BaXKHBIX COBLITMAX NONb30BaTENel B TPEE U OKHe
6paysepa co 3ByKOM.
Bo3MoxHOCTb nonyyeHus SMS, e-mail, Telegram ysenomneHmii. ba
* lns Linux Tonbko cobbiTns «3anyck 3anpeLieHHoi Linux-koMaHabi» 1
«BO3MOXHOE ynaneHue KameHTa»
** ins MacOS Tonbko cobbiTve «Bo3moxHOe yaaneHue KnueHTa»
OTnpaBka coobLeHwi 1a
BO3MOXKHOCTb OTMPaBKM MIHOBEHHbIX COOBLUEHUI NONb30BATENSM.
Otnpaska coobLeHmit u BnokMpoBKa na
Mowuck B daiinax
MrHoBeHHbIM NOUCK CNOB, Ppa3 U perynsipHbiX BblpaXkeHui B hainax Ha na
KNMEHTCKMX MalUUHAX.
BnokupoBka KnasuaTypbl U Mbilum 1
JKCTpeHHas 610KMPOBKA KNaBMaTypbl M MbILM A0 BbISCHEHNSA 06CTOATENLCTB.
XecTkas 6nokupoBka Ha BbibpaHHoe BpeMs kaneHTckoro MK uepes BOCC-OHnaitH na
AnMuHUCTpUpOBaHUe na

BbinonHeHue pana afMUHUCTPATOPCKUX BYHKLMIA OHNAWH.
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TexHM4ecKue BO3MOXHOCTU Windows Linux MacOS MonHbli KOHTPONL
AaMUH-DYHKUMKM (KoMMbloTep)-«Mepe3arpy3uTby na
AnMUH-DYHKUMK (KOMNbIOTEP)-«BbIKNIOUNTE» na
ADMUH-bYHKUMK (KOMMbLOTEP)-«BbINOAHNUTE KOMaHALY» na
AnMUH-bYHKUMK (KOMNbloTep)-«YaanuTb nokanbHyto bI» na
AAMUH-PYHKLMM (KOMMNbtoTep)-«OTMEHNUTL Nepefayy OTNOXEHHbIX AAHHBIXY na
AnMUH-bYHKLMK (Nonb3oBaTeNb)-«3aBePLLUNTb CEaHC» na
ABMUH-bYHKUMM (MONb30BaTEND)-«OTKNOUYMTL TEPMUHANBHYIO CECCUIO» na
AnMUH-bYHKLMK (Nonb3oBaTenb)-«3abaokMpoBaTb» na
ABMUH-bYHKUMK (MONb30BaTENb)-«3anyCTUTb NPOrpaMMy» na

OT4eTbl MOHUTOPUHIA

YnaneHHbli daitnoeblit 6paysep B BOCC-OHnaitH na
Monaepxka "BoibopoyHoro HabnwoaeHns" na
Ananutuka

MoLLHbIN MHOTOGYHKLMOHANbHbIA aHANUTUHECKMIA UHCTPYMEHT ANs na

HR-aHanutmku.

«YepHblit AWmK»
MocTosHHas 3anucb BUAEO C 3KpaHa M ayamo C MUKPOGOHa/AMHAMUKOB C na
CoXpaHeHueM B 3alMbpoBaHHOM BUIE HA MALIMHAX COTPYAHWUKOB NSt

[lanbHeiLero AeTaAbHOro aHanu3a B Cly4ae paccnesoBaHusi UHLMAEHTOB.

PacnosHaBaHue nuu

BO3MOXHOCTb NEPMOANYECKOTO aHANM3a UL, COTPYAHMKOB C BeG-Kamep Ha
COBMaAEeHUe C APYrUMU COTPYAHUKaMU. B oTueTe yno6HO aHanu3MpoBaTthb na
NPUCYTCTBUE COTPYAHMKA MW NOAMEHBI €70 KeM-T1B0 ApyruM. Mcnonb3yeTcs
oddnaiiH-aBMKOK COBCTBEHHOM pa3paboTki Ha OCHOBE HEMPOHHOI CeTy.

AHanusaTop p1CKOB U NPOU3BOAUTENLHOCTU
HactpanBaeMbliii Ha ocHOBe nNpoduneit U cnoBapei aHanM3aTop NokasbiBaeT na
3 deKTUBHYI0, HeIPDEKTUBHYIO UM OMacHy paboTy COTPYAHMKA.
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PacyeT ypoBHS PUCKOB COTPYAHMKOB
[lononHuTenbHasi BO3MOXHOCTb /ISl OTYETA KAHANIM3ATOP PUCKOBY: aa na na
MaTeMaTM4eCckuii pacyeT Tpems Cnocobamm.

Mo6anbHbIi NoMck
Mouck no TeraM, cnoBaM Keinorrepa, 3arofoBKy OKHa, NPUNOXKEHUSIM, caifTaM B na na na
npegenax Bceit 6asbl JaHHbIX NO BCEM COTPYAHMKAM C ObICTPbIM NepexooM Ha
CHUMKM 3KPaHOB HaWAEHHOTO NPOMEXYTKa BPEMEHM MO COTPYAHMKY.

Mounck no wabnoHam
MHOXeCTBO KpUTEPUEB NMOMCKA, HA OCHOBE KOTOPbIX MOXHO CO3/aBaTb CBOW na na na
WabnoHsI.

OTYeT no KaTeropusiM 1 OTKNOHEHUSIM
CBOAHBIN OTYeT, NOKa3bIBatOLLMIA CTAaTUCTUKY B pa3pese UCMOo/b3yeMbIX Pecypcos, aa Aa Aa
KaTeropuii U OTKNIOHEHWI OT CPefHMX 3HAYeHMt NO COTPYAHMKAM.

CBOAHbIN oTUeT
Yno6HbIN CBOAHBIN OTYET MO KOHKPETHOMY COTPYAHUKY B BUAE KNNUKABENbHbIX na na na
KPYroBbIX AWUarpamMm, B KOTOPOM MOXKHO Yry6nsTbcs ANs aHanu3a
NpPOM3BOAMTENBHOCTH YeNoBeKa.

CBO/AHbIN YNpOLLEHHbI OTYeT
CBO/AHbIN OTYET NO COTPYAHUKY B TaBNMYHOM BMAE M BO3MOXHOCTbBIO IKCMOPTa B na na na
Excel.

JleHTa aKTUBHOCTU
[paduyecknit oT4eT, NO3BONAIOLLMIA OLEHNUTb, B KAKME MPOMEXYTKU BPEMEHU, YEM Aa pit:] Aa
M B KaKOI CTeneHn 3aHMMancsa nonb3oBatesb.

CpaBHeHWe aKTUBHOCTU
TekcToBoe npepcTaBneHune otyeTa «/1eHTa akTMBHOCTU» C YAO6HbBIM MHTepdeiicoM na Jit] Aa
CpaBHEeHUsl MoKasaTtenein.

KnaBuaTypHbIit noyepk
Mo3BoNSeT OLEHUTb COCTOSIHUE COTPYAHMKA Ha paboyeM MecTe U C HEKOTOPO# na
CTeneHb YCTaHOBUTb BO3MOXHOCTb paboThbl PYroro COTPYAHMKA Ha ero MecTe.

MawwnHHoe Bpems
Bbl cMoxeTe yBUAETb, CKOMbKO BPEMEHU Bbinu BKNIOUEHBI KOMMbIOTEPLI na na na
COTPYAHMKOB.

3arpyska CPU/GPU
OTyYeT No3BONSET NOCMOTPETL PA3BEPHYTYIO BO BPEMEHW KapTUHY MCMONb30BaHUS na na na
pecypcoB NpoLeccopa 1 BUAEOKAPT (4151 KOHTPONS MaiHUHIa).

Monb3oBatenbckoe Bpems
AKTMBHOCTb MO/b30BATENS 3a fieHb, NPOTY/bl, ONO3AAHKUS Ha paboTy, nonynsapHble na na na
nporpaMMmbl 1 CaiTbl, CUHXPOHU3aLms ¢ kaneHaapem Outlook n CKY[.

Tabenb YPB

B ¢opme cTaHaapTHoro Tabens yyeta paboyero BpeMeHU ¢ BO3MOXHOCTbIO
0TOBpaXKeHMS AaHHbIX N0 aKTUBHOCTU Ha KOMIbloTepe unu aaHHbiM CKY/, B oTueT Aa Aa na
BbIBOAMUTCS MH(POPMALMS O MPOrynax, orno3aaHusx, Hayane/koHLe paboyero AHA 1
o6Lero oTpaboTaHHOrO BpeMeHu.

[Letanuzaumns CKYL,
B otueTe GyAyT NokKasaHbl peanbHble BXOAbI U BbIXOAbl COTPYAHMKOB NO AaHHbIM na na na
CKY[. B tekywei Bepcuun nopaepxusaetcs CKY/, Sigur (ChuHKC).

3anyck nporpamMm
Bbl cMO3eTe yBUAETb, B KaKUX MPOrpamMMax 1 CKONbKO BPEMeHM aKTUBHO paboTan na na na
COTPYAIHMK.

MoHUTOPUHT caiiToB

o Aa Aa Aa
OTYeT no caiTaM, Ha KOTopble 3aX0ANN COTPYAHUK.
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BBoaMMbIN TeKCT (keinorrep) 1a
Bo Bcex nporpaMMax M caifTax ecTb BO3MOXHOCTb NepexsaTa BBOAMMOrO TeKcTa.
BBoaunMbIi TekcT (kernorrep) 3
Mepepnasatb Tekct ¢ HTTPS-caittos. A
BBoAMMbBIN TeKCT (keinorrep) na
MNepenaBath B 633y BBOAMMbIE NapoONb B MPOrpaMMax.
b MeHa

ydep obme| na

TexcT, Gpainbl M KapTUHKKM B Bypepe obMeHa.

MouckoBble 3anpockl
BO3MOXHOCTb MPOCMOTPETH BCE MOMCKOBbIE 3aMpOChl B PasfIMUHbIX na
«MOMCKOBMKax» - Google, Yandex v np.

Google Googl Googl
Chrome,Firefox,Fir 9:€ 00g.€
Chrome,Firefox, Chrome,Firefox,
efox ESR,Internet " "
MopnepxusaeMble Gpayse| 9 nepexsaTa CaiToB Explorer,Chromi Firefox Firefox ESR,
AAEPKMBAEMEIE DPAY3EPBI AN1A NEPEXBATA CAUT XP OTER~ATOMIU | - gop Chromium, | Chromium, Vivaldi,
m,Vivaldi,Yandex

Vivaldi, Yandex Yandex 6pay3ep,

Gpaysep,Opera, 6pay3ep, Brave Brave, Safari, Tor

Edge, Tor

TonocoBble neperosopbl

MepexsaT u 3anuncb ronocosbix neperosopos B Skype, Lync, Viber, Telegram, Bitrix
Desktop, Mail.ru Agent, Microsoft Teams, Zoom, Slack, Myteam, Cisco Webex na
Teams, WhatsApp Desktop, eXpress Desktop, VK Teams (Cloud) Desktop, TrueConf
Desktop, WeChat Desktop, Sber.Jazz Desktop, MTS Link Desktop.

PacnosHaBaHwe ronoca/peun

MNpeo6pa3oBaHue nepexBayeHHOro ronoca B TEKCT M NPOCMOTP B BUAE TEKCTOBOTO
daiina. na
CobcTBeHHBIN 0 dnaiH-ABMKOK NpeoBpa3oBaHUs peyn B TEKCT (AONONHEHME K
CylLecTBytoLLeMy OHNaiH oT Google). 115 ronocoBbiX 3BOHKOB B MeCCeHKepax.

TekcToBble cOOBLLEHNS B MECCEHIKEPAX

Telegram Desktop/Web, Skype, Microsoft Teams, WebSkype, Lync, Viber, Bitrix
Desktop, BitrixWeb, Slack, Myteam, Cisco Webex Teams, WhatsApp Desktop/Web
- BCe cyyau, kopriopaTtueHblit eXpress, VK Teams (Cloud) Desktop/Web, Yandex na
Messenger, TrueConf, Dion.

* Ons Linux/Mac nogaepxusatorcst Cisco Webex Teams, kopnopaTuBHblIit eXpress,
TrueConf, Dion.

TekcToBble coobleHna YaTa butpukc24
Mepexsat nepenucku B butpukc24 Desktop v Ha caite (obnayHas u na
KopriopaTvBHas Bepcuu butpumkc).

MucbMa (e-mail) + BnoxeHus

MepexBaT BXOAAWMX M UCXOAALLMX NUCEM (C BAOXeHUsMM) ans: Microsoft Outlook
- Exchange/IMAP/POP3/SMTP Bo Bcex cnyyasx (¢ wndposaHuem u bes), IBM ha
Lotus Notes - Bca ucxoaswas nouta, Outlook Express, Thunderbird, Bat, Mail -
POP3/SMTP (c wudposaHuem u bes).

OTnpaBka ¢aiinoB B MHTEpPHET
®aiinbl, oTNpaBnseMble yepes Gpaysep, No4ToBble kKaueHTbl, Skype, Lync n na
nonynspHele Meccenmxepsl, FTP/FTPS. Bo Bcex cydasx ocylectensercs
nepexsar M coxpaHeHue Gaitnos (C BOIMOXKHOCTbIO 3aNpeTa oTNpaBkK).

Daiinosble onepauum

MepexBaT KONMpOBaHus, yaaneHus, nepeHoca hainos.

Mpw konuposaHuM haitnos Ha GA3LIKY BO3MOXHO TEHEBOE KOMMUPOBaHMe.
Mopnepxka WebDav.

*[lns Linux noaaepXuBatoTcs onepaLmm KONMpoBaHus, NepemMelleHne Ha Apyroi
pasgen. bes TeHeBoro konupoBaHus Gaino..

Aa

CHMMKM 3KPaHOB (CKPUHLLOTbI)
CbeM CKPUHLLOTOB C MHOXECTBOM HaCTPOeK, B T.H. M CKPUHLIOTbI NpK na
nepekoyeHnn OKOH, BKNaaok 6paysepa.
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Buaeo no ckpuHwoTam
leHepauus HenpepbIBHOMO BUAEO NO CKPUHLLIOTAM ANst NPOCMOTpa Yepes 6paysep na
WnM Meguanneep.

KOHTponb neyatn + cTouMoCTb
B03MOXHOCTb NepexBaTta pacneyataHHbIX Gpannos B popmarte cnynepa 1 pacuer na
CTOUMOCTM B 3aBUCMMOCTH OT YCTAHOB/IEHHOTO Tapuda.

Mopo3putenbHbie cobbITUS

3anuchb B OTYET Tex COBbITUI, KOTOPbIE Bbl CAMM MOXETE HAaCTPOUTL (3amycK
nporpamM, CaiToB, BBOJ, TEKCTA).

*[lnsi Linux Tonbko cobbITUs «3anyck 3anpeLleHHoi Linux-koManapl»
«BO3MOXHOE yaaneHne KaneHTa»

**[ns MacOS Tonbko cobbiThe «Bo3MOXKHOE yaaneHne KnneHTa»

Aa

Mounck uHdopmaLmm No COTPYAHMKY
Bo3MOXHOCTb Nouncka B CHOPMMUPOBAHHOM OTUETE C YHETOM aNropuTMa HETOYHOTo na
CpaBHEHUs CoB.

3anucb ¢ Beb-kamep
ABTOMaTHyYecKas 3anucb CHUMKOB C BEBG-KamMep MaLMH COTPYAHWUKOB U na
CcoxpaHeHue Ha cepeepe.

3anuck ¢ MUKPOGhOHOB (MPOCNYLLKA)
B0O3MOXHOCTb HEMpepbIBHOW 3anMucK ¢ MUKPODOHOB U COXpaHeHUs ayAaModainos na
Ha cepBepe. BO3MOXHOCTb BbINOAHEHMS 3aMMCH TONBKO MPU HAZMYWK ronoca.
"aBTONPOCAYLIKA" paBOoTaeT B KOHTEKCTE NONb30BATENS, @ HE KOMMbloTepa

Otuet «KoHTakTbI»
B03MOXHOCTb MOCMOTPETb CMMCOK KOHTAKTOB COTPYAHMKA, C KOTOPbIMU OH na
obuancs no nepenucke e-mail, Skype v B 4aTax.

Otuet «lpad cBszei»
Bu3yanbHoe otobpaxeHune otueta «KOHTaKTbl» BBUAE YAOEHOrO ANs NpocMoTpa na
rpada.

Otuert «[onb3oBaTenu oHnaH»
Mo3BonseT B HarNsiAHOM BUAE NOCMOTPETb, KOTAA Te UM UHble MO/b30BaTeNN na
6bIn1 NOAKNIOYEHDBI K CepBepy.

leonokaums
leonokaums MecTononoXeH!s HoyTOYKoB Ha kapTax Google. Onpenenexue na
BHeLwHero IP, cTpaHbl, ropoaa.

KoHTponb KonuyecTsa Ba KOMWiA YyCTaHOBNEHHOTO NPOrpaMMHOTo o6ecneyeHus
B03MOXHOCTb MOCMOTPETb KONMYECTBA YCTAHOBOK PA3NIUYHOTO NPOrpaMMHOT0 na
obecneyeHus no Bceit KOMNAHWUM ANS BbIABNEHUS HenuLeH3noHHoro MO.

KoHTponb 060pyaoBaHus M NporpaMMHoro obecneyequs
MokasblBaeT U3MEHEHWS B COCTaBe 060PYAOBaHUS HA MALIMHAX M1 na
ycTaHoBneHHoe/yaanexHoe Mo.

Mowuck B daitnax
OTyeT ¢ pe3ynbTaTaMi aBTOMaTMHECKOro NePUOAUYECKOr0 NOMCKaA CNOB, (pas U na
perynsipHbIX BblpaxeHuit B hainnax Ha KIMEHTCKMUX MallMHaX.

Craryc cucteMbl
OTueT BKNIOYAET BaXKHble Nokasatenu pabotbl CYB/, cepeepos, daitnosoro na
XPaHUNULLA, K/TUEHTOB.

Otyet Ha ocHoBe SQL-3anpocoB

a
B0O3MOXHOCTb CaMOCTOSITENBHO CTPOUTbL CBOM OTHETHI M3 6a3bl SQL. A

SQL-koHconb B Beb-uHTepderice "TobanbHbIX HacTpoek” na
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DLP-B0o3MOXHOCTH
DLP-cpabaTbiBaH1s Npy OTKPbITUM AOKYMEHTA B KPUTUHECKUX MPUNOKEHUAX na
DLP no popmaTtam ¢aiinos: Ans aHanmsa ¢daitnos no tunam (Hanpumep, 1a
CAD-yepTexw 1 Apyrie HecTaHAapTHble popMaTbl Gaiinos)
DLP-aHanu3 OKyMEHTOB BHe KOHTEKCTa paclumMpeHns daiinos na
KapaHTuH: 3a610kMpoBaHHble K nepesaye u3-3a DLP-nonntuk daiinbl, MOryT 6biTh 1a
nomeLlieHbl B "KapaHTUH" B 3awMdpoBaHHOM BUAE
Otuert "lpad cesaseit (3D)" Ang TpexMepHOro nNpeAcTaBieHUs KOHTAKTOB U CBS3ei na
COTPYAHMKOB
BkntoueHns 2FA Ha KNMEHTCKMX MalLMHAX MO PasHbIM COBLITUSM na
3almTa KPUTMUECKMX NPUNOXKEHUIA/CatTOB OT Nto6bix TpaHcnAumit skpaHos (BKC) na
1 "NporpamMM-CcKpUHLIOTepoB”
MepexBaT oTnpasnsieMoit Be6-nouTbl Ans mail, yandex, rambler na
CobbiTve "BHewHuit e-mail B bydepe obMeHa" paclumpeHo Takke U BBOLOM na
e-mail B keiinorrepe
Meccenpxep Max: nepexsat coobliennii (Web-Bepcus) u otnpasnsembix haitnos na
(Desktop/Web-Bepcus)
Mepexsat kpaitHeit Bepcun WhatsApp Web na
AnTudoto
3awwuTa ot doTorpaduposanus skpaHa MK cMapTdoHOM B MOMEHT paboTbl Aa
KPUTUYECKMX NPUNOXKEHNIA UNK CANTOB.
lonocosoe DLP
MrHoBeHHas peakLusi Ha NPOM3HECEHHbIE COTPYAHUKOM dpasbl/cnoBa B
ronocoBbIX NeperoBopax yepes Skype, Lync, Viber, Telegram, Bitrix Desktop, na
Mail.ru Agent, Microsoft Teams, Zoom, Slack, Myteam, Cisco Webex Teams,
WhatsApp Desktop, eXpress Desktop, VK Teams (Cloud) Desktop, TrueConf
Desktop, WeChat Desktop, Sber.Jazz Desktop, MTS Link Desktop.
CKpbiTble «BOAAHbIE 3HaKM» (watermarks) Ha M306paxeHnax
BO3MOXHOCTb HAHECEHWS CKPBITBIX KBOASHBIX 3HAKOB» HA CKPUHLLOTbI C LEb0 UX na
flanbHeilei naeHTUGUKALMM Nocne 06HaPYXKEHUS B OTKPbITBIX MCTOUHMKAX.
:370:1 (watermarks) npu neuaT u Ha 3KpaHe
B03MOXHOCTb HAaHECEHMUS OTKPbLITbIX «BOASHbIX 3HAKOB» Ha Gymary npu neuary, a ha
TaKKe Ha 3KpaH npu p CKp KUMU Np 1 caiTaMu.
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DLP B nokymeHTax

OTKpbITUE, OTNPaBKa B MHTEPHET, neyaTb, konMpoBaHue Ha USB-HocuTens, B
6ytdep obMeHa LOKYMEHTOB C K/KOUEBbIMU CIOBAMU MU pasamMu
ConpoBoXaaeTcs cobbiTveM (unw 3anpetom). Moaaepxka dopmatos .docx, .XLsX, Aa
.odt, .ods, .sxw, .pptx, .odp, .txt, .csv, .pdf, .doc, .xls, .ppt, .rtf.

BO3MOXKEH HETOUHbIM MOMCK TEKCTA, MOUCK MO WabNoHaM: KPeAUTHbIE KapTbl,
KOHTaKTbl, Nonb30oBaTeNbckue perynspHole BbipaxeHus (RegExp PCRE).

CkaHuposaHue nanok Outlook

BbinonHsercs c p nanok Yep /Bctpeun/3anaum Ha na
(0} [4 TbIO oro 'y
HalAeHHbIX (aitnos.
MapkupoBKa AOKYMEHTOB
CKpbITble METKU B AOKYMEHTAX ANS 3aliMTbl UX OT oTnpaBku. [lonyckaercs
Tb Nepecoxp p 4acTM AOKYMeHTa (He ans .pdf). Aa
WUcxoaHble dopmarsi: pdf, docx, xIsx, pptx (| Tb Nepecoxp B

¢opmartbl OpenOffice: odt, ods, sxw).

3anpeT Ha NOMHYI UK YaCTUYHYIO OTNpaBKy (haiinos
B03MOXHOCTb 3anpeTuTh OTNpaBKy (aiioB Yepes caiiTbl-hainno0bMeHHUKH, Aa
NOYTOBbIE CATbl U MPOrPaMMbl, YaTbl U COLUANbHbIE CETH.

PacnosHaBaHue nuu, hakT 3aMeLeHus CoTpyaHMKa

Ecnu coTpynHuKa 3a paboumnM MeCTOM 3aMeHsIeT APYroi CTOPOHHUIA YeNnoBeK Um
[IpYrovi coTpyAHuK, oduLep 6e30nacHOCTM He3aMeaIuTeNnbHO NoayYnUT
OoroBeLLeHne 0 Takoi CUTyaLuuu B Buae cobbiTus. [Ins pacnosHaBaHus auL,
Be6-kaMep ucnonb3yetcs oddnaiH-aBMKOK COBCTBEHHOM pa3paboTku Ha OCHoBe
HENpPOHHOM ceTU.

Aa

3alumTa oT 3aKneunBaHus Be6-kamep
Ecnu cOTpYAHMK 3aKpbin UK 3aknenn Be6-kamepy, To cucTeMa 3abnokupyeT ero ha
3KpaH 1 BbIAACT yBEAOMEHUE (MPY aKTUBHOM BYHKLMM pacno3HaBaHus nuL).

3awwuta paboyero MecTa OT MOCTOPOHHErO YenoBeka

Ecnu MexaHu3M pacnosHaBaHus NWL, ONPEeaenuT, YTo Ha paboyem Mecte
COTPYAHMKA HaXOAMTCA APYroii Yenosek, KoMnbloTep ByneT 3a610KUPOBaH [0
cnep. BBOAA IOMMHA/Napons COTPyAHMKa.

aa

OnoBeLLeHNs NPY HETUMMYHOM MOBEAEHUM NOoNb30BaTeNs

CucTeMa ONOBECTUT PyKOBOAMTENS, €C/N 3adUKCUpYeT HETUNMUHOE NoBeaeH e
nonb3oBaTens, Takoe Kak KONWpoBaHue, OTNpaBKka UM yaaneHue Gainos, na
KOMUpOBaHWe CMMBONOB B Bydep oGMeHa, OTKpbITHE BKNAKOK Bpaysepa U T.4.
Konnuectso HacTpaunBaeTcsl aMUHUCTPaTOPOM.

Lincdposble otnevatku daiinos

o a
Monaepxka LMdpoBbIX OTNEYaTkoB dainos npu noucke n DLP-onepaumsx. A
PacnosHaBaHue TekcTa Ha ckpuHiwotax (OCR)
3anpeT KONMpoBaHUA CKpUHLLOTa B 6ydep o6MeHa (eC/M OH COAEPXKUT BaxHbIe na
TEKCTOBbIE [laHHbIE). BO3MOXeEH HETOUHbIM Nouck TekcTa. [Moaaepxka BCTPOEHHOro
oddnaiitH-aemikka OCR u oHnaith Abbyy OCR.
OTcnexkxMBaHue aApecoB KpUNTOKOLWENbKOB
OTcnexxMBaHue aApecoB KpMNTOKOLWENbKOB B Gydepe U X PUCKOBbIN aHanus3 ¢ ha

TblO p

Bo3MoxHocTb 3anpeTa 6ydepa obmeHa na
MonHbiit 3anper.
Bo3MoxHocTb 3anpeTa bycdepa obMeHa npu akTMBHOM okHe Remote Desktop na

Bo3smoxHocTb 3anpeta bydepa obmeHa npu konuposaHun U3 RDP-ceccun
3anpeTta KonupoBaHWa M306paxeHuns/TekcTa u3 yaanenHoit RDP-ceccumn Ha ceoit ha
nokanbHblii MK yepes bydpep obmeHa.

Bo3MoXHOCTb 3anpeTa knaeuium PrintScreen na

BO3MOXHOCTb MCKHOUYUTL U3 NEepexBaTa/3anpeToB NpUAOXKeEHHUS
Mo3HO 3af,aTb NPUNOXEHUS, AN KOTOPbIX He ByayT AeiicTBOBaThL 3anpeThl bydepa ha
06MeHa 1 ero MOHUTOPUHT.
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TexHM4ecKue BO3MOXHOCTU Windows MacOS MonHbli KOHTPONL

Bo3MoxHoOCTb 3anpeTa web-caiitos
3anpet B 6pay3epax noceleHns BbIGpaHHbIX CaiTOB.

Bo3smoxHocTb 3anpeTa FTP
MonHbiit 3anpet nepegayn/npuema dainos no FTP-npotokony.

Bo3moxHocTb 3anpeta WiFi/Bluetooth/USB-Moaema
Bo3MoxHOCTb 3anpeTa ceTeBbiX nogknioyeHuit yepes WiFi/Bluetooth/USB-mopem.

Mopnepxka nepenain MHGOPMaLMOHHbIX COOBLIEHMI Yepes syslog-npoToKon Ha
BHeLLHWi1 cepBep (Bknaaka Ans cepeepa "syslog”)

Wuterpauums ¢ SIEM cuctemamu: Komrad Enterprise SIEM, RUSIEM

Bo3moxHocTb 3anpeta RDP
B Tb 6. p Tb noak no RDP k
KOMMbloTepy.

Bo3moxHocTb 3anpeta USB-ycTpoiicts
Bo3MoxHOCTb 3anpeTa: poTokamepa/cMapThOoH, CbeMHble AUCKH,

«YepHblit» 1 «Benblii» CUCKU MPOrpaMM
B03MOXHOCTb 3anpeTa 3anycka NporpaMM B COOTBETCTBME C KHEPHbIM» U «BenbiM»

Bo3MoxHoCTb 3anpeTa Gp3L-AUCKOB
B03MOXHOCTb 3aNPeTUTL 3aNUChb MNM NONHOCTbIO JOCTYN K CbeMHbIM HOCUTENAM.

3anper A B Linux-Tep
Bo3MOXHOCTb 3anpeTuTb BbIGpaHHbIe KOMaHAbI B TepMuHane Linux.

Linux-KnMeHT: nofaepKa TEHEBbIX KOMui Npwu Bbioge Ha USB-bnaw

Linux-KnMeHT: KOHTpONb ceTeBOro nepexsata noytsl (SMTP/IMAP)

Linux-knueHT: nepexBaT ne4yaTu Ha NpuHTEpe

Apxutektypa

ApXWTeKTypa KIMEeHT-cepBep
KnueHT nepenaeT AaHHble Ha cepBep AN WX AaNbHelLWero coxpaHeHus B 6ase

B03MOXHOCTb yAaneHHo YCTaHOBKM areHTOB Yepes uHTepdeiic

OTpenbHbii advanced-yCTaHOBLLMK AJ1S YCTAHOBKM TOMTbKO KJIMEHTCKOM YacTu
Windows (nokanbHas/yaaneHHasl)

MacOS ARM:Mopaepxka MacOS Tahoe ana KAMeHTCKOM yacTn

Windows, Linux, MacOS
KnueHTckas yacTb npencraeneHa B Bepcusix ans Windows, Linux u MacOS.

Mopnepskka HeCKONbKMUX CEpBEPOB
Komnnekc MoxeT paboTtaTh B pexuMe HECKO/bKMX CEpBEPOB U OAHOM
LieHTpanbHow 6asbl AaHHbIX.
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TexHM4ecKue BO3MOXHOCTU Windows Linux MacOS MonHbli KOHTPONL

[JlononuutensHbiit IP-agpec ans cBs3m ¢ cepeepom
B0O3MOXHOCTb YKa3aTb AOMONHUTENBHO BHELWHMI IP-agpec cepeepa ans cesizn na
(ymo6Ho, Koraa HOYTBYKM COTPYAHUKM BLIHOCST 3a Npeaensl opuca).

TepMUHanNbHbI cepBep, TOHKUI KNUEHT
Knuentbl koMnnekca MO 9BASOTCS «TOHKUMMY», T.e. BCS 06paboTka AaHHbIX na
BE[eTCS Ha cepBepe, NOTOMY He BO3HMKAET HUKAKMX CNIOXHOCTEeN npu paboTte
KOMI/IeKCa B TEPMUHANbHBIX CECCUSX.

PaboTa B HU3MUYECKUX 1M BUPTYanbHbIX Cpefax
KnueHTbl 1 cepBep KOMNaeKca MoryT paboTaTb Kak Ha GU3MYECKMX MaLLMHAX, TaK na
W BUPTYyaNbHbIX.

NokanbHoe xpaHeHue

Mpu OTCYTCTBUM CBA3M C CEPBEPOM AaHHble HabBNAEHUI He nponaayT, a 6yayT
HaKannMBaTbCs B IOKanbHOM 6a3e AaHHbIX M rapaHTMPOBaHHO ByayT nepeaaHbl Ha na
cepBep nocsne Bo306HOBNEHUS CBA3M. PeTpocneKkTBa XpaHeHHs N0KaNbHbIX
[aHHbIX HacTpauBaeTcs. B kauecTe floKanbHOM 6asbl UCMONB3YETCS TEXHONOTUS
SQLite.

OTnoxeHHoe HabnwaeHne

Mpu oueHb 60NbLIOM KONUYECTBE KAMEHTCKMX MALUMH He BCErAa eCTb CMbICA
cobupaTh AaHHble CO BCEX KNMEHTOB, NPU BKNOYEHHOM OTNIOKEHHOM HabAOAEHUM
[laHHbIe NepefatoTCcs Ha CepBep Mo 3anpocy OT BbIGPaHHbIX MALUMH.

aa

OrpaHuyeHue Tpadmka
BO3MOXHOCTb OrpaHUUKUTL TPatuK OT KMEHTOB K CEPBEPY NPy GObLIMX na
Harpyskax U MHOXeCTBEHHbIX MOAK/TIOYEHHUSIX.

YnaneHHas (CKpbITas) ycTaHOBKa
MOXHO YCTaHOBMTbL KNMEHTA Ha YAANEHHbIE MaLUHbI B CKPbITOM OT COTPY/AHMKA na
pexume.

[lomeHHble nonb3oBaTenu
Mo AOMEHHbIM NONb30BaTENSAM MOXXHO CTPOMUTb OTHETbI Kak Ha BCeX MallMHax, 3a Aa
KOTOPbIMU OHM PaboTanu CyMMapHO, Tak U N0 KOHKPETHbIM MaluMHaM.

LWndposanue Tpaduka AaHHbIX na
KaHan knueHT-cepsep 3awmndpoBaH.

Monpepxka IPv6 3
Paborta kak B IPv4, Tak 1 B IPv6 ceTax. A
YnyuweHHbiit SockFilter-ceteBoit apaiisep na
YnyyweHue nepexsaTa oTnpasnseMbix Gpaitnos yepes 6paysepsbl, 6asmpytoLmecs na

Ha Chromium

MepcoHanbHble rpadukn paboTbl COTPYAHNKOB

BO3MOXHOCTb HazHauaTb COTPYAHMKY UM FPyNne MHAUBMAYANbHbIX TPAGUKOB
paboTbl C yKa3aHMeM BbIXOAHbIX AHEN, HaYana/KoHUa paboyero AHs, nepepbisa, Aa
BK/It0Yast TMOKMi1/GUKCUPOBaHHBIN rpadmK, KpyrnocyTouHbilii. Moanepyxka
NpasaHUYHbIX, NPEANPasAHUYHBIX AHENR, NePCOHANbHBIX OTMYCKOB, GONbHUYHBIX.

BcrpoeHHble cnosapu

MHOeCTBO BCTPOEHHbIX C/I0Bapeit pasnuyHoOiM TEMaTUKKM 419 aBTOMATUYECKON
oLeHKM paboTbl COTPYAHMKA U pacnpeneneHus ee no CooTBETCTBYIOWNM na
KaTeropusam. Takke ecTb BO3MOXHOCTb UCMO/b30BaTb CMUCOK 3anpelleHHbIX
NpaBUTENbCTBOM CaTOB.

MoMnCKOBbIN «ABMXOK» MO TEKCTY B Paiinax Ha KAMEHTCKMX MallMHaX
MoLHbIH MHOTODYHKLMOHANBHDBINA KNMOUCKOBUK» C MHOXECTBOM HacTpoeK ANs na
MHOEKCMPOBAHUS COAEPKMMOrO HainoB Ha KIMEHTCKMX MalUMHaX (BKKOYas
MHOrOYpOBHEBbIE, 3aNapONEHHbIE apXMBbI).
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TexHM4ecKue BO3MOXHOCTU Windows Linux MacOS Pro MonHbli KOHTPONL KBaHT

WHTerpaums co cnyx6amm Katanoros

Wuterpaumsa c ACTIVE DIRECTORY

A TUYECKas Y Ha rpynnbl MaluH. na
CUHXPOHM3aLUA KMEHTCKMX YCT: /y i c rpy pos AD.

Mpoune BO3MOXHOCTH

Mapametp "~forceupdate” N5 06HOBNEHWS BEPCUM B KNMEHTCKMX YCTaHOBLUMKAX na

CkpbIToe 1 OTKpbITOE HabnoaeHue

na
Bbl camy BbiGMpaeTe kak HabnoaaTh 3a COTPYAHMKAMM.

Pabota B pexuMe «ayTcopcuHra» a
B TakoM pexwume COTPYAHMK caM BKNKOYAET UK OTKNoYaeT HabnoaeHue 3a coboii.

3aluTa oT «3aMNaHns» KHOMOK

Monb3oBaTenu He CMOryT UMUTUPOBATb aKTUBHOCTb NYTEM 3a/MNaHWS KHOMOK Ha na

Knasuarype.

«TpeBOXHas KHoMKa»
B0O3MOXHOCTb BbICTPO BBIKNIOUMTL MM 33610KMPOBaTbL BCE KOMMBIOTEPSI, UM e na
BbIMOJIHMTL CKPUNT Ha CepBepe No KoMaHze Yepes MecceHaxep Telegram.

Bbi6opoyuHoe HabnoaeHve
Bo3MOXHOCTb BeCTM HabntoaeHUe «TONbKO 33 3TUMU» MW «33 BCEMU, KPOME 3TUX» na
nosnb3oBaTenei KOMMNbOTepa(os).

Bbik/t04aTh KOMMbIOTEP BHE YKa3aHHOrO BPEMEHHOTO MHTepBana na

3alumMTa KIMEHTCKOM YacTu KOMMeKca oT yaaneHus aa

https://stakhanovets.ru/texnicheskie-vozmozhnosti/
https://stakhanovets.ru/staxanovec-dlya-linux-i-macos/
https://stakhanovets.ru/istoriya-versij-2/
https://stakhanovets.ru/spravka/00/

Knuenr (Linux): Astra, CentOS, Debian, Mint, Ubuntu, Rosa, RED OS (nonHbIV cAUCok)
Knuent (MacOS): EL Capitan, Sierra, High Sierra, Mojave, Catalina, Big Sur, Monterey, Ventura, Sonoma
Knuent (Windows): XP(SP3)/2003/Vista/Win7/2008/Win8/2012/Win10/11/2016 n 6onee nosaxune OC (32/64-6uT)



